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THE ADMINISTRATION’S NATIONAL 
MONEY LAUNDERING STRATEGY FOR 2002 


THURSDAY, OCTOBER 3, 2002 

U.S. Senate, 

Committee on Banking, Housing, and Urban Affairs, 

Washington, DC. 

The Committee met at 9:40 a.m., in room SD-538 of the Dirksen 
Senate Office Building, Senator Paul S. Sarbanes (Chairman of the 
Committee) presiding. 

OPENING STATEMENT OF CHAIRMAN PAUL S. SARBANES 

Chairman Sarbanes. Let me call the hearing to order. 

We are holding this hearing today to review the Administration’s 
2002 National Money Laundering Strategy. This Committee has 
devoted a great deal of time to the anti-money laundering meas- 
ures over the past year. In fact, a year ago tomorrow, the Com- 
mittee unanimously passed path-breaking legislation that became 
Title III of the USA PATRIOT Act. We held an oversight hearing 
on that legislation, January 29, and we are holding a second over- 
sight hearing today. 

I am especially pleased that Senator Grassley is able to be with 
us this morning. He has taken a strong role on this issue, along 
with Senators John Kerry and Carl Levin. I have Senator Kerry’s 
statement which will be included in the record, and Senator Levin 
has indicated that he intends to submit a statement for the record. 

Before I turn to Senator Grassley, I just want to say a couple of 
words about the issue. During the last year, the anti-money laun- 
dering agenda has been dominated by the financial war on ter- 
rorism. The Federal Government has taken unprecedented steps to 
lead international efforts to disrupt and disarm international ter- 
rorist financing networks. 

According to Deputy Secretary Dam, the United States and other 
countries have frozen more than $112 million in assets related to 
terrorist organizations. Treasury has also worked to implement the 
various provisions of Title III of the USA PATRIOT Act, a job that 
is not yet fully complete. It has produced the necessary rules in a 
steady and timely sequence, and while one may differ on occasion 
with some of the substantive choices made, I do think that there 
has been a committed effort to meet the statutory deadlines. 

The short-term focus on clandestine financial movements de- 
signed to fund terrorism is understandable in the circumstances. 
But it should not detract attention from two issues affecting the 
broader range of Government anti-money laundering efforts. 

( 1 ) 



2 


The first issue is that we have not yet assigned responsibility for 
the success or the failure of these efforts. Working against money 
laundering means more than prosecuting particular individuals. It 
means combining civil regulatory criminal enforcement and diplo- 
matic initiatives. And the question is who is the responsible person 
if the necessary combination does not occur? 

The question is especially relevant to last year’s legislation, 
which dealt in large part with cross-border transactions, especially 
international banking and money movement. 

Implementing regulations are written by the Department of the 
Treasury. But the bank supervisory agencies, the SEC, and now 
the CFTC, examine various classes of financial institutions for com- 
pliance with the rules. 

Although the IRS is supposed to examine a vast range of 
nonbank institutions, including hawala money transmitters for 
compliance, a reorganization of the revenue service has made it dif- 
ficult for it to find staff resources for such audits. 

The Treasury retains ultimate authority to impose penalties for 
noncompliance with the new rules. But the experience has been 
that that job is usually left to the bank supervisors under different 
authority. 

The second issue is the Government’s difficulty in developing a 
fully coordinated approach to combat money laundering as a sepa- 
rate crime, again, in part because no one is responsible for doing 
so, or authorized to overcome organizational resistance. 

Now, central coordination I think has been in place to a signifi- 
cant extent to deal with terrorist funding. But that organization 
has not been duplicated to deal with narcotics-based money laun- 
dering, or with problems associated with correspondent banking 
and off-shore shell companies. 

Some of the proposed transfers in the Homeland Security legisla- 
tion heighten these questions, particularly the transfer of the Cus- 
toms Service and the Secret Service. The Customs Service has been 
a leader in money laundering investigations and the Secret Serv- 
ice’s expertise in dealing with credit card crimes is increasingly rel- 
evant to money laundering cases. 

There are also reports that indicate that the enforcement arm of 
the Bureau of Alcohol, Tobacco, and Firearms, and perhaps all or 
part of FinCEN, could also be moved, either to the Department of 
Justice or the new Department of Homeland Security, so that 
Treasury would have little or no law enforcement capacity remain- 
ing outside of the Internal Revenue Service. 

The possibility of shifting these investigative resources make it 
all the more important to examine how to centralize the formation 
and coordination of all Federal anti-money laundering efforts. 

By bringing attention to these issues, I do not mean to minimize 
the difficulties involved in carrying out a unified anti-money laun- 
dering program. Money-laundering involves a complex set of prob- 
lems that cut across jurisdictional and subject matter boundaries. 
But, we must face this challenge and it is one of the things that 
we need to explore in this hearing. 

With that, I yield to Senator Enzi. 
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STATEMENT OF SENATOR MICHAEL B. ENZI 

Senator Enzi. Thank you, Chairman Sarbanes. I appreciate your 
willingness and diligence with this issue. I also want to thank the 
witnesses who will be testifying today. This issue is of the utmost 
importance and the timing of the hearing is extremely important. 

Since September 11, the Congress and the Administration have 
worked in conjunction in an attempt to decide how to defeat an 
evasive and deadly enemy. Terrorists and terrorist organizations 
offer new threats to the security of the American people and we 
have to do everything possible to defeat them. 

I am proud to say that this Committee acted almost immediately 
after the September 11 tragedy to explore avenues to stop the fi- 
nancing of terrorism. Through bipartisan efforts led by Chairman 
Sarbanes and Senator Gramm, and the efforts of Senators Levin 
and Grassley, this Committee passed the International Money 
Laundering Abatement and Financial Anti-Terrorist Act of 2001. 
This legislation developed far-reaching laws which will assist our 
local law enforcement community in stopping funds from going to 
the enemy. 

Many of the provisions included in the bill required regulatory 
action by the Department of the Treasury and the Department of 
Justice. Now, as these regs are written, it is critically important 
that Congress remain aware of the implementation and areas that 
we may need to readdress to assist in the efforts to stop the flow 
of funds to these organizations. 

However, this is not just a domestic issue. Combatting terrorist 
financing is a global issue which requires the assistance of all our 
allies and, quite frankly, our allies are happy to finally have us 
joining the battle. 

Chairman Sarbanes and I have the privilege of being the Con- 
gressional delegates to the United Nations. Chairman Sarbanes 
has always conducted himself as a diplomat, and now he actually 
has diplomatic status and rank. 

[Laughter.] 

In that capacity, he and I are able to witness the coalition-build- 
ing taking place on the international front. An example of good 
work being done is the United Nations Security Council Counter- 
terrorism Committee, or CTC. The CTC was created by the Secu- 
rity Council Resolution 1373 after the attacks of last September 
and with full support from the United States. 

With the exemplary leadership of Sir Jeremy Greenstock, British 
Ambassador to the United Nations, the CTC has gathered reports 
from over 170 individual nations. The Committee has made sugges- 
tions on how these nations can continue to improve their financial 
monitoring systems in the fight against terrorism. 

Although not all reports to the CTC have shown effective action 
being made by nations, the knowledge garnered from the inter- 
national community can be used to find links between charities, 
NGO’s, and terrorist organizations. 

I have had the opportunity to work with Ambassador Greenstock 
and am very pleased with his leadership on the CTC. I am also 
pleased to hear of his support for regional organizations taking a 
larger role in the fight against terrorism. 
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I am concerned, however, about the future of this work. The in- 
formation gathered has been remarkable. But now we are faced 
with the question of what to do with it. 

The CTC was not designed to take action, just to gather informa- 
tion. It is up to the international community to cooperate and use 
this information. When cooperation on money laundering is not a 
high priority, the entire world is at risk. It only takes one nation 
with lax laws to provide terrorists and money launderers a safe 
place to hide. 

Again, Mr. Chairman, I appreciate your holding this hearing. I 
look forward to working with you and the other Members and I 
look forward to the testimony of Senator Grassley. He is always 
one of the best-prepared people, particularly on issues that require 
a lot of detail. And that is an unusual combination around here. 

Thank you, Mr. Chairman. 

Chairman Sarbanes. Thank you. Senator Enzi. 

Senator Grassley, we would be happy to hear from you. 

STATEMENT OF CHARLES E. GRASSLEY 
A U.S. SENATOR FROM THE STATE OF IOWA 

Senator Grassley. Thank you, Mr. Chairman, and Senator Enzi, 
most importantly for the invite at a time when Congress winds 
down. I think it shows on the part of you and your Committee that 
this is a very important issue and that you cannot let this issue 
drag or be unattended, or we are not really going to get things 
done that need to be done. 

In 1997, when I first started thinking about what would eventu- 
ally become the Money Laundering and Financial Crimes Strategy 
Act, there were a couple of facts that I highlighted. First, I believed 
then, and still do, that money laundering poses a significant threat 
to our country. It undermines legitimate financial transactions, 
promotes corruption, and funds terrorism. It also allows profits 
from a plethora of illicit transactions, from drugs to prostitution to 
gambling. 

Second, it seemed to me at that time that to best respond to this 
threat, we needed a comprehensive and coordinated response. Co- 
ordinated not only between Federal law enforcement agencies, but 
between regulators, industry experts, and policymakers. And to ac- 
complish this coordination, we would need a plan. 

Working with Representatives Velazquez and Leach, as well as 
the former Chairman of this Committee, Senator D’Amato, we 
agreed that the best way to encourage a comprehensive, coordi- 
nated response to money laundering was to require the develop- 
ment of a national strategy on money laundering. As a model, we 
used Operation El Dorado, a joint venture between Federal, State, 
and local law enforcement in New York City. Operation El Dorado 
was able to identify and shut down money laundering in a segment 
of the money transmitter industry. We hoped that that strategy 
would take the lessons learned from Operation El Dorado and 
apply them on the national level. But it does not seem to have been 
duplicated elsewhere. 

These elements of cooperation and coordination which made the 
Strategy an important concept in 1998, make it essential today. We 
know that money laundering is the functional equivalent of a war 
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industry for terrorist groups. More than ever, I am convinced that 
we need a coherent, comprehensive response on the issue. If we are 
going to ensure the legitimacy and security of our financial system, 
while protecting the privacy of investors, then everyone, from law 
enforcement to hank regulators, need to understand the threat and 
what their particular role is in addressing that threat. Difficult top- 
ics or turf disagreements cannot be swept under the rug. And those 
do exist. 

Unfortunately, this latest strategy falls short of the goal. I am 
disappointed to have come to this conclusion. But we must think 
clearer about what can be done, and we must exercise leadership 
and establish responsibility to ensure that it happens. 

This is not a criticism of current efforts. Most of the efforts we 
are making, such as Treasury’s Operation Green Quest or the Ter- 
rorism Financing Review Group at Justice, are doing a great job. 
I am confident Deputy Dam and Deputy Thompson will give you 
a full report. But there are weaknesses that these groups and oth- 
ers have identified in our financial system that we need to address 
if we are going to make an effective difference. And unfortunately, 
these weaknesses are not discussed in this latest Money Laun- 
dering Strategy. 

For example, Mr. Chairman, I am concerned that not enough at- 
tention is being paid to the correspondent accounts U.S. banks 
have established. While the USA PATRIOT Act moved the ball sig- 
nificantly forward, it appears that ^eater steps should be taken 
that may not be best accomplished with additional legislation. 

We know that even today, a satchel of thousands of U.S. dollars 
can be taken to a foreign bank that is willing to accept the deposit 
with no questions asked. The foreign bank, through its correspon- 
dent relationship with a U.S. bank, will provide either readily ne- 
gotiable U.S. dollar checks drawn on a U.S. bank or wire transfers 
initiated by the U.S. bank in exchange for the cash. These checks 
and wire transfers are drawn on the account of the foreign bank 
with the U.S. bank, effectively hiding the source of the funds. 

And since no banker wants to hold excess currency, the foreign 
banker, who does not have the option of sending his excess dollars 
to the Federal Reserve Bank, deposits the dollars in his U.S. cor- 
respondent account. This is a gaping hole in our money laundering 
net. It circumvents all the safety measures that the legislation put 
in place — yet it is not discussed at all in this Money Laundering 
Strategy. What we have instead is a report on current activities. 
Only actions currently underway are addressed, and potential new 
components which have been discussed in the past — such as the re- 
port required in the 2001 Strategy on the roles lawyers and ac- 
countants play in money laundering — are ignored. 

I believe a strategy should not be a report card on what has been 
done, but, instead, should provide a roadmap to where we want to 
be tomorrow. It should identify threats and the tools needed to ad- 
dress these threats. And it should provide direction for the steps 
necessary to reach objectives. If we are going to avoid duplication 
or inconsistent, ad hoc responses to these new threats, then we 
need to develop a clear, systematic approach to money laundering. 

We have had such a document in the past. The 2000 Strategy 
was a strategic document. The 1999 Strategy was as well, although 
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it wasn’t released until the end of the year. But both documents 
identified problems, and then listed specific steps that would or 
should be taken to address these challenges. They charged specific, 
individual offices with action items. And each of us may have had 
some difficulties with where the Strategy was taking us — ^but any 
good strategy will be controversial. It laid out a coherent, compre- 
hensive plan to deal with money laundering, nevertheless. 

If we were going to address money laundering in a coordinated 
and effective manner in the future, then we must have a coherent 
plan of action. An effective strategy should be released at the be- 
ginning of the year, before funding decisions are made. By law, the 
2003 Strategy is due February 1. It should talk less of targeting 
the individuals who manipulate the system, and more about how 
to make the methods that they use no longer workable. And it 
should outline the steps necessary to get from where we are today 
to where we want to be. 

I know that we can do better. I know that we have to do better. 
And I hope that when the 2003 Strategy is released early next 
year, it is. Thank you again for the invite. I look forward to con- 
tinuing to work with the Members of the Committee, and particu- 
larly the Administration, on this important issue. 

Chairman Sarbanes. Thank you very much. Senator Grassley, 
and thank you again for your constant efforts on this issue. 

I do just want to underscore one point you made. 

Of course, this Strategy came late. But the next report is due in 
February of next year. I think the Committee should obviously 
have a review of that report, which I hope will be on time, or close 
to it, shortly after it is released, and we look forward to again 
interacting with you in that regard. 

I think your suggestion that in addition to reviewing what has 
been done, which is always helpful, of course, as you look to moving 
ahead, but I think you are right, we need to have a strategic plan 
that focuses on other concerns as well. 

So, as we move ahead, we are really getting a comprehensive 
framework into place to deal with this issue. I think it is extremely 
important. And I look forward to continue to work with you in that 
regard. 

Senator Grassley. If that Strategy is delivered timely, it is going 
to come at the time that we develop the budget and then for the 
hearings of the Subcommittees of Appropriations. And if there is 
more money needed, it is going to be much more easy if we have 
that Strategy plan with us at that time. 

Chairman Sarbanes. I think that is an excellent point. 

Senator Enzi. 

Senator Enzi. I just want to thank Senator Grassley for the ex- 
cellent testimony and the ideas that he has here. 

Chairman Sarbanes. Senator Stabenow, do you have any ques- 
tions of Senator Grassley? 

COMMENTS OF SENATOR DEBBIE STABENOW 

Senator Stabenow. Thank you, Mr. Chairman. Not a question, 
but just to thank Senator Grassley for all of his work on this issue. 

Another issue Senator Grassley has raised and I have raised on 
the Committee is the issue of concentration accounts. I know that 
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we have been jointly urging the Department to move forward on 
rules related to concentration accounts, and I am interested in 
what the Department has to say in terms of being updated today. 

But I appreciate your comments and share your concerns. 

Senator Grassley. And maybe we should review our coordinated 
effort on that to see if we need to take any additional steps at this 
point. 

Senator Stabenow. I agree. Thank you. 

Chairman Sarbanes. Senator Grassley, we thank you very much. 

Senator Grassley. Thank you. 

Chairman Sarbanes. We look forward to continuing to work with 
you. 

Senator Grassley. Thank you. 

Chairman Sarbanes. If our next panel could come forward. Dep- 
uty Secretary Dam and Deputy Attorney General Thompson. 

Senator Stabenow, you have joined us since we made opening 
statements. I would yield to you now if you have a statement you 
might wish to make. 

Senator Stabenow. I would just submit one for the record, Mr. 
Chairman, and thank you again for this hearing. I am proud of the 
work that we did last year and I know that this was the focal point 
for really moving forward. I am anxious to hear what the Depart- 
ment has to say as they have taken the legislation that we worked 
on and passed last year. 

Chairman Sarbanes. Yes. Well, I want to thank the Committee 
Members for their commitment last fall when we took up this 
issue. We had actually scheduled a hearing on money laundering 
before September 11 happened. It was to occur about a week later. 
So, we were turning our attention to that issue and then, of course, 
September 11 occurred, which raised this to a crisis matter. And 
we were able, by working very diligently over a number of weeks 
last fall, to put together a good piece of legislation that became one 
of the titles of the USA PATRIOT Act. 

Secretary Dam, I think we will go to you, and then to Attorney 
General Thompson, unless you have worked out some contrary ar- 
rangement amongst yourselves. 

Mr. Dam. No, that would be fine. 

Chairman Sarbanes. All right. 

STATEMENT OF KENNETH W. DAM 
DEPUTY SECRETARY, U.S. DEPARTMENT OF THE TREASURY 

Mr. Dam. Mr. Chairman and distinguished Members of this Com- 
mittee, I appreciate this invitation to testify. I have a fairly lengthy 
prepared statement which I think will be helpful, but I would just 
like to summarize it briefly and ask that the full statement appear 
in the record. 

Chairman Sarbanes. The full statement will be included in the 
record and we appreciate the effort and care that went into the 
preparation of the full statement. 

Mr. Dam. Thank you. Chairman Sarbanes. 

I will focus on three principle areas — our progress on the finan- 
cial front of the war on terrorism, the 2002 National Money Laun- 
dering Strategy, and the implementation of the USA PATRIOT Act. 
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Now with regard to the first principal area, the financial front 
of the war on terror is critically important to America’s success in 
fighting terrorism. Our strategy is set forth in the National Money 
Laundering Strategy as Goal 2 . There, we make it clear that we 
need a multifaceted strategy, which includes intelligence gathering, 
freezing of suspect assets, law enforcement actions, diplomatic ef- 
forts and outreach, smarter regulatory scrutiny, outreach to the fi- 
nancial sector, and capacity building for other governments and the 
financial sector generally. 

These efforts are having an impact. As you, Mr. Chairman just 
pointed out in your opening statement, the United States and other 
countries have frozen more than $112 million in terrorist-related 
assets. But to see the full effect of the action, you cannot just count 
the money that has been seized. You also have to look at the flow 
of funds that has been disrupted. And just to illustrate that, I want 
to take one example. The al Barakat network, which is a worldwide 
network which was, according to some estimates, channeling $15 to 
$20 million a year to al Qaeda. We have not only frozen the assets, 
but we have also cut that flow, and it is the flow that is critically 
important. 

I wish to underscore the importance of the international coopera- 
tion we have received. After all, you cannot bomb a foreign bank 
account. So, we need the cooperation of other governments in order 
to achieve our objectives. And since September 11 of last year, we 
have obtained strong international cooperation. All but a small 
handful of countries have pledged support and over 160 countries 
actually have blocking orders in force. Hundreds of accounts worth 
more than $70 million have been blocked abroad, and foreign law 
enforcement agencies have acted swiftly to shut down terrorist fi- 
nancing networks. I have given you several examples in my written 
testimony, but let me just refer as one example to last month’s 
joint action by the United States and Saudi Arabia to refer to the 
U.N. Sanctions Committee a man named Wa’el Hamza Julaidan, 
who was an associate of Osama bin Laden and a supporter of al 
Qaeda terror. And of course, we also have blocked any accounts. 

Now, let me turn to the National Money Laundering Strategy as 
a whole. It is a strategic document, not a report card. But I can 
go into that at greater length. I would like to point out now that 
this Strategy involves 26 different U.S. Federal agencies, and they 
have all concurred in this Strategy. The Strate^ lays out six spe- 
cific goals. And I would like to refer to some specific aspects. 

As I mentioned, of course, disrupting terrorist financing is one of 
the major goals. But one of the things we have done that is new 
here is to show our determination to measure results. This is part 
of a general philosophy that is contained in the President’s Man- 
agement Reform Agenda. But I do not think I have to tell you that 
Secretary O’Neill, with his background and his experience, is very 
much focused on the results. Inputs are one thing, but results are 
another. And this strategy is focused on measuring the effective- 
ness of our program. 

The last two Strategies have been focused more, and particularly 
2002, on attacking large transnational, professional money laun- 
dering organizations. And we highlight this in our Goal 3. Now 
these kinds of cases, as opposed to just picking up somebody on the 
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street take time to develop. But, nevertheless, we are having some 
early successes. And let me just point out one illustration. 

Earlier this year, the Customs agents in New Jersey arrested an 
Assistant Vice President of a bank who was operating an illegal 
money transmitting business that moved approximately a half-bil- 
lion dollars in 8 months. This Assistant Vice President maintained 
over 250 accounts at the bank, 44 of which were in the names of 
nonexistent companies and people that were fronts for currency ex- 
changes, or actually firms, in Brazil. So this is an example of what 
you can accomplish if you focus on a large organization. 

Let me turn now to the USA PATRIOT Act. 

Chairman Sarbanes. What happened to that fellow? 

Mr. Dam. This has been dismantled and I will get you an answer 
on exactly where the status of the case stands. Perhaps Deputy At- 
torney General Thompson can provide that. 

Chairman Sarbanes. All right. Well, I will defer and I wait until 
the question period. 

Mr. Dam. Thank you very much. 

Turning to the implementation of the USA PATRIOT Act itself, 
our major accomplishments over the past 11 months include the 
following: Together with the Federal functional regulators, we 
issued customer identification and verification regulations. We 
have developed a proposed rule that seeks to minimize the risks 
presented by correspondent banking and private banking accounts. 
We expanded our basic anti-money laundering program require- 
ment to the major financial service sectors, including insurance and 
unregistered investment companies such as hedge funds. 

Now all of this is spelled out in my written testimony, but I 
grant you, we do have work to do. For example, I am not satisfied 
with the pace of our deliberations over the first use of the powers 
that you gave us in that Act under Section 311. We can go into that 
later if you would like, but it does raise some difficult legal and 
policy questions which our lawyers and our administrators have 
been wrestling with. But I can assure you that Treasury is working 
hard to invoke those powers and I expect to do so quite soon. 

Let me come to the conclusion. 

These three aspects of our program which I have just high- 
lighted, the financial war, the Money Laundering Strategy, and the 
USA PATRIOT Act, are all interrelated. As we move forward on 
them together, I think we are making a difference. 

Our combined efforts are making it increasingly more difficult for 
terrorists to use the U.S. financial system. We are disrupting the 
ability of terrorists to plan, operate, and execute attacks. And we 
are forcing terrorists to use methods such as bulk cash smuggling 
that hadn’t been necessary before to finance their operations. Now 
forcing terrorists to resort to bulk cash smuggling has some bene- 
fits. Principally, I would point to the fact that smuggling exposes 
both the courier and the cash or other financial instruments to a 
greater risk of detection and seizure by the authorities, and I want 
to give you an illustration and some figures. 

Since last September 11, Customs has seized over $9 million in 
cash being smuggled out of the United States to Middle Eastern 
destinations or with some other Middle Eastern connection. 
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As an example of what has been accomplished beyond that, this 
summer, Customs, Secret Service, and FBI agents apprehended, 
and there was a subsequent indictment of Jordanian-born Omar 
Shishani. This was in Detroit, where Shishani came in on a flight, 
and because of the work that had been done to get information sys- 
tems to work together, we were able to search and find that, con- 
trary to his declaration, he was actually smuggling in $12 million 
in forged cashier’s checks. So, he was vulnerable because he had 
to use this device. 

Now, I want to mention one other development. Just last month, 
I announced that we were forming a USA PATRIOT Act Task 
Force. And the purpose of that task force is to take a second look 
at the regulations we promulgated over the last 11 months and to 
ensure that they are doing a good job of disrupting terrorist financ- 
ing, and I might say also, doing a good job in the money laundering 
aspects of terrorist financing and other financing, and to do so in 
a way that imposes the least burden necessary on the privacy in- 
terests of our citizens and our financial sector. 

It will be a group to address some of the kinds of questions that 
have been raised, including the question that Senator Grassley was 
raising about correspondent banking relations — of U.S. financial in- 
stitutions. 

We look forward to working with you and your staffs on this 
project and I would be pleased to take any questions you may have. 

Thank you very much. 

Chairman Sarbanes. Thank you very much. Secretary Dam. 

General Thompson, we would be happy to hear from you. 

STATEMENT OF LARRY D. THOMPSON 
DEPUTY ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE 

Mr. Thompson. Thank you, Mr. Chairman. 

Mr. Chairman and Members of the Committee, I am pleased to 
appear before the Committee this morning to discuss with you 
issues related to money laundering, including the 2002 National 
Money Laundering Strategy and our progress on the financial front 
of our ongoing war on terrorism. 

And I, too, like Deputy Secretary Dam, have a detailed prepared 
statement, but would like to discuss with you this morning in sum- 
mary form with respect to issues in the prepared statement, and 
some additional issues. 

Chairman Sarbanes. The full statement will be included in the 
record. 

Mr. Thompson. Mr. Chairman, I appreciate your attention to 
this important issue and your interest in the Administration’s on- 
going efforts to refine our battle plan against domestic and inter- 
national money laundering. 

Initially, I would like to thank the Members of this Committee, 
as well as all the Members of Congress, for your efforts in devel- 
oping and in passing two landmark pieces of legislation in prompt 
response to the threats that our Nation has encountered over the 
past year. The USA PATRIOT Act, passed in response to the hor- 
rible attacks of September 11, provided those of us whose mission 
it is to protect the people of the United States with a wide array 
of new measures that will serve to enhance our ability to carry out 
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this important work. The Sarbanes-Oxley Act of 2002, passed in re- 
sponse to the threat to our economic well-being posed by corporate 
criminals, was a signal to those who seek to cheat hard-working 
Americans that these kinds of actions will not be tolerated. You 
should be proud of your accomplishments in passing these extraor- 
dinary bills, and on behalf of the dedicated men and women in law 
enforcement, we thank you for your efforts in this behalf. 

Chairman Sarbanes. Thank you. 

Mr. Thompson. The 2002 National Money Laundering Strategy 
makes significant strides in advancing our battle plan against 
money laundering and, in fact, addresses some formidable issues 
head-on. In Goal 1, the Strategy confronts the issue of defining the 
scope of the money laundering problem and the development of 
measures of effectiveness, and Deputy Secretary Dam addressed 
that in his opening statement. Goal 2 addresses the critical issue 
of terrorist financing, and I will discuss the Department’s progress 
on this front in more detail later in my summary testimony. 

I would like to focus at this point on Goal 3, which constitutes 
the core of the 2002 Strategy for purposes of law enforcement. This 
Goal sets forth what the Department believes are the major chal- 
lenges in attacking money laundering. The first objective of Goal 
3 is to enhance our interagency coordination of money laundering 
investigations. The first priority in this regard is to establish an 
interagency targeting team to identify money laundering related 
targets for our priority enforcement actions. This interagency tar- 
geting team has already been created and has met on several occa- 
sions. The purpose of this group is to identify those organizations 
or systems that constitute significant money laundering threats 
and to target them for coordinated law enforcement action. 

The second priority in Goal 3 is to create a uniform set of under- 
cover guidelines for Federal money laundering enforcement oper- 
ations. And our well-intended agents in the field are sometimes 
limited in conducting joint undercover operations, for example, be- 
cause they must follow different agency guidelines. If we can find 
ways to overcome these differences or develop uniform guidelines 
that address the concerns and priorities of all of the agencies, our 
efforts in conducting these operations I believe will be significantly 
enhanced. 

And the third priority of Goal 3 is to work with our 93 U.S. At- 
torneys’ Offices to develop the Suspicious Activity Reports (SAR) 
Review Teams, as we call them, where they do not currently exist 
but could add value. These SAR Review Teams are another vehicle 
for promoting interagency coordination. When an interagency task 
force is created to review the SAR’s in a coordinated manner, the 
value of the SAR’s is enhanced and investigative priorities can be 
identified and better coordinated. DOJ and Treasury are both pro- 
moting the value of these SAR Review Teams to the investigators 
and prosecutors in the field. And I am proud to say that, according 
to an Internal Revenue Service survey of their SAR Review Teams, 
our U.S. Attorneys’ Offices participate in 37 of the 41 Teams that 
have been established nationwide to date. 

Objective 2 of Goal 3 focuses on the High-Risk Money Laun- 
dering and Related Financial Crime Area, HIFCA Task Forces. The 
HIFCA concept was another attempt to coordinate the resources of 
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all of the law enforcement and regulatory agencies in a jurisdiction 
on the most significant money laundering targets or threats in that 
particular region. Now, Mr. Chairman, while a number of issues 
have hampered the HIFCA’s from reaching their true potential, the 
2002 Strategy will have DOJ and Treasury reviewing the HIFCA 
program and refining the mission, composition and structure of the 
Task Forces so that they can fulfill the mission that was intended 
for them. 

With regard to Goal 2 of the Strategy, we have no greater pri- 
ority than the prevention of further terrorist attacks against our 
citizens. We believe that the use of every tool in our arsenal is nec- 
essary to do that, including terrorist financing enforcement. And 
this is one of the focuses of this Committee. If we can identify 
would-be terrorists through financial techniques, or prosecute them 
for traditional financial crimes, or target their supporters and 
operatives with the crime of terrorist financing, we will be pre- 
venting violent attacks that may otherwise occur. 

The Department’s terrorist financing enforcement efforts are cen- 
tered around two components the Attorney General established in 
the aftermath of the September 11 attacks. 

Within the Criminal Division, Mr. Chairman, we created the 
DOJ Terrorist Financing Task Force, a specialized unit consisting 
of experienced white-collar prosecutors drawn from several U.S. At- 
torneys’ Offices, the Tax Division, and some litigating components 
of the Criminal Division. These are Washington-based prosecutors 
and they work with their colleagues around the country, using fi- 
nancial investigative tools in an aggressive manner to disrupt 
groups and individuals who represent terrorist threats. 

In the field, the Attorney General created 93 Antiterrorism Task 
Forces to integrate and coordinate antiterrorism activities in each 
of the Federal judicial districts. 

The criminal laws relating to terrorist financing are powerful 
tools in enhancing our ability to insert law enforcement into ter- 
rorist plots at the earliest possible stage of their conspiratorial 
planning. For example, the statute that makes it a crime for any- 
one subject to a U.S. jurisdiction to provide anything of value, in- 
cluding their own efforts or expertise, to organizations designated 
as “foreign terrorist organizations,” was used recently in the Char- 
lotte, North Carolina Hezbollah case, the John Walker Lindh mat- 
ter, the recent New York indictment of supporters of Sheik 
Rahman, and the actions that we took over the past few months 
in Seattle, Detroit, and Buffalo. It is a powerful preventive tool. 

The financial investigative tools at our disposal, which have been 
refined over the years for use in combatting money laundering, can 
also be employed in terrorist financing enforcement. And to the ex- 
tent that we succeed in raising the global standards for money 
laundering prevention or enacting tools that help our own efforts 
in this area, I believe we will be enhancing the world’s and our own 
ability to stop terrorist financing. In this sense, terrorist prosecu- 
tors are using money laundering as an important tool in these 
prosecutions. And terrorism prosecutors and money laundering 
prosecutors are beginning to share that same expertise, which I 
think is important. 
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Now no discussion about money laundering would be complete 
without a discussion about what we are trying to do with respect 
to drug money and our efforts to stop it. No one can tell us with 
any kind of certainty how much drug money is laundered in our 
country. But we do know that users in the United States spent at 
least $63 billion on drugs last year, an astonishing sum. Now since 
assuming the Office of Deputy Attorney General, I have made our 
Organized Crime Drug Enforcement Task Forces the centerpiece of 
the Department’s effort to attack the supply side of the drug prob- 
lem. The Attorney General and I announced this past March a new 
strategy to use OCDETF, as we call the Organized Crime Drug En- 
forcement Task Forces, to go after the entrenched and significant 
drug trafficking and drug money laundering groups. Integral in 
this Strategy is the use of money laundering charges, financial in- 
vestigations, and forfeiture. In fact, Mr. Chairman, our new guide- 
lines issues to the U.S. Attorneys now require that each OCDETF 
investigation must contain a financial component, and that the re- 
sults of those investigations must be documented. And I can assure 
you that we will be closely reviewing the results of these investiga- 
tions in order to use our scarce resources in the most effective way 
possible. We are trying to take the money away from these organi- 
zations in order to completely dismantle their illegal structure and 
prevent them from doing what they have been doing in the past. 

In conclusion, I would like to express the appreciation of the De- 
partment of Justice for the continuing support that this Committee 
has demonstrated for the Administration’s anti-money laundering 
enforcement efforts. 

Mr. Chairman and Members of the Committee, thank you for 
this opportunity to appear before you this morning. I look forward 
to working with you as we continue the war against terrorist fi- 
nancing and all forms of money laundering, and to refine our Strat- 
egy to address these serious threats. I would be happy to try to an- 
swer any questions that Members of the Committee may have. 

Thank you. 

Chairman Sarbanes. Thank you very much. 

Secretary Dam, I wanted to pick up on the reference to Section 
311 and focus attention on that. 

We provided in Section 311, authority to the Secretary of the 
Treasury to impose five special measures against foreign jurisdic- 
tions, foreign financial institutions, or transactions involving such 
jurisdictions or institutions that were determined to pose a primary 
money laundering concern to the United States. 

The special measures were pretty encompassing, I thought, re- 
quiring additional recordkeeping or reporting, requiring the identi- 
fication of the foreign beneficial owners of certain accounts at U.S. 
financial institutions, requiring the identification of customers of a 
foreign bank who use an interbank payable through an account 
opened by that foreign bank at a U.S. bank, requiring the identi- 
fication of customers of a foreign bank who use an interbank cor- 
respondent account opened by that foreign bank at a U.S. bank, 
and restricting or prohibiting the opening or maintaining of certain 
interbank correspondent or payable through accounts. 

Now these are pretty extensive authorities. But it is my under- 
standing that you have yet to use this authority. Is that correct? 
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Mr. Dam. That is correct, Senator. 

Chairman Sarbanes. What is the problem? 

Mr. Dam. I am going to answer that. But can I first answer your 
earlier question about the New Jersey case, just because I think it 
is very important? 

Chairman Sarbanes. Yes. 

Mr. Dam. Criminal charges have been filed against the senior ex- 
ecutive of the bank whom I mentioned, and there is a general in- 
vestigation trying to develop all of the facets of the case before pro- 
ceeding further. We have seized many of the accounts that were in- 
volved and we will be glad to give you a detailed written response 
beyond these simple points that I have made. 

I would also like to say that in the 2002 Strategy document, 
there is an Appendix 7, that is at page A-14 of the Appendix, 
which lists quite a number of major cases that had been developed 
in 2001 and 2002 before we were able to publish it in July. 

I think that illustrates what is possible if you focus on the big 
networks because most of these are cases involving major firms or 
major networks. So, that is one of the emphases, I guess I should 
say, in this strategy. We want to push in that direction. 

Chairman Sarbanes. Let me just follow up. 

What happened to the supervisors of that bank vice president? 
Are they being punished in any way? Obviously, there must have 
been some breakdown in supervision. 

Mr. Dam. I agree with you. And I think that is what the broader 
investigation is designed to get at. But I will include that in the 
response and we will get that to you quite promptly. 

Chairman Sarbanes. Thank you. 

Mr. Dam. With regard to your question about Section 311, now 
I too have been wondering why we have not gone forward yet, and 
I am a little impatient on that score, as I suspect that you are. 

Actually, there are some factors to bear in mind. One of them is, 
this is a terrific set of empowerments of measures that we can im- 
pose. But, because they are so far-reaching, they have some sub- 
stantial due process and procedural concerns that have been raised. 
And you know, we try to be very careful and not overreach, par- 
ticularly when we get into areas such as due process. So that is one 
factor that has been brought to my attention. 

The second one is evidentiary. We believe that we have to de- 
velop a record that will stand up if there is a case brought to set 
aside any measure that we impose. It is like terrorist financing in 
that regard, although in terrorist financing, we do have certain 
rights given to us in the USA PATRIOT Act to present the classi- 
fied evidence in camera to the judge. And my impression is, and 
I believe I am correct on this, that that power does not extend to 
Section 311 measures. So, we are trying to be sure that we have 
a good record before we use this. 

There is one other factor to bear in mind when it goes to the 
question of imposing Section 311 measures on a country. You can 
do it against a foreign jurisdiction, against institutions, and so 
forth. However, when you are thinking about countries, one of the 
important points here is that we want to get compliance with 
money laundering procedures, compliance with the FATF 40 rec- 
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ommendations, and imposing sanctions may be counterproductive 
to achieve that goal. 

In fact, we have a good record, I think, through the FATF in 
making progress with foreign jurisdictions and in nearly every 
case, countries have made progress and many of them are getting 
off the FATF list, and more will be taken off the FATF list when 
the plenary meeting occurs just next week. I would say that we are 
making good progress in bringing foreign countries along. 

I think that you need to think of the 311 measure there like the 
club that we keep in the closet, rather than as the objective of the 
measure being actually to use that power. 

Those are some of the considerations. But I want to underscore 
the fact that I, too, am very interested in why we have not been 
able to use those powers yet. 

Chairman Sarbanes. Well, of course, if you keep the club in the 
closet all the time, eventually, people come to think that you are 
not going to use it. So you need to try to focus on its use, at least 
in some instances, to send the message that in fact it can be used 
and you get the deterrent effect of that. 

Your point on foreign jurisdictions is one that needs to be care- 
fully thought through. But you can act against a foreign financial 
institution and you can also act against transactions involving cer- 
tain accounts. And it would seem to me that, in looking over the 
landscape, you can pick out a couple of instances that really would 
lend themselves to the invocation of Section 311, so people know 
that this club is not only there, but also on occasion, it will be used. 
Otherwise, I think that they eventually reach the conclusion that 
there is no backup here. 

Mr. Dam. I agree with you, Mr. Chairman. 

Chairman Sarbanes. Yes. My time has expired. I yield to Sen- 
ator Stabenow. 

Senator Stabenow. Well, thank you, Mr. Chairman. I appreciate 
the testimony of both of our distinguished witnesses. 

I would like to refer to a letter and ask Mr. Dam if you can re- 
spond, and both of you are certainly welcomed to make responses 
as it relates to the use of concentration accounts. 

There was a letter that was sent back on January 11 of this year, 
by Senator Grassley, Senator Carl Levin, and myself and I would 
appreciate knowing what has happened since that time. I do not 
believe we have had a written follow up to that. 

But Section 325, which I advocated that we place into the bill 
that we passed, explicitly authorizes the Treasury Secretary to pre- 
scribe regulations to close an existing loophole in the regulations 
governing how U.S. financial institutions operate their internal ad- 
ministrative financial accounts, often called concentration omnibus, 
or suspense accounts. We know that dollars that come into an ac- 
count when that is used, as you know, they are pooled. The concern 
is that it breaks the audit trail. It is difficult to track the dollars 
coming out to specific accounts. 

I know, in the past, probably the most notorious case was a 
money laundering case regarding drugs with Raoul Salinas and 
what happened back in the 1990’s. 

But I am concerned at this point that we should be moving for- 
ward to focus on these accounts and draw upon the statement that 
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the Federal Reserve issued actually back in July 1997, in their 
sound practices paper on private banking. 

And again, I would just read this and then ask you to comment 
and also what in fact, if anything at this point, has been done to 
focus on concentration accounts. 

However, the Federal Reserve back in 1997 issued a warning. 
Unfortunately, it was only to U.S. private banks and not all insti- 
tutions. It was a guideline, not a binding regulation. 

They did say at the time that private banking operations should 
have the policies and controls in place to confirm that a client’s 
funds flow into and out of the client’s accounts and not through any 
other accounts, such as an organization’s suspense, omnibus or con- 
centration accounts. 

Generally, it is inadvisable from a risk management and control 
perspective for institutions to allow their clients to direct trans- 
actions through these other accounts. Such practices effectively pre- 
vent association of the client’s name and account numbers with 
specific account activity, could easily mask unusual transactions 
and flows, the monitoring of which is essential to the sound risk 
management in private banking and could easily be abused. 

In the context of the debate in the Committee a year ago, I had 
raised this, as did Senator Grassley and Senator Levin. We did 
place a requirement to move forward on regulations and we are 
very anxious to know if the Department has begun moving in that 
direction. 

Mr. Dam. Thank you. Senator. Yes, I know about your interest 
in this subject. And let me say that we are moving forward on Sec- 
tion 325. We have formed an interagency working group that has 
been meeting and considering what types of controls should be im- 
posed. One thing that has become clear is that many of the abuses 
that we are talking about here are violations of existing rules and 
are being dealt with under those rules. 

But we, frankly, have been very concerned with meeting the 
deadlines, which are quite good deadlines and have forced an enor- 
mous amount of work with regard to other provisions which have 
specific near-term deadlines, and we have issued quite a long group 
of very voluminous regulations, rules, and that takes time. And I 
would just like to explain why it takes time to do that. 

We have a very extensive process of consultation with the finan- 
cial institutions involved. After all, these rules and regulations we 
promulgate have to be workable. And they work best when the fi- 
nancial institutions feel that they are reasonable and do not impose 
undue burdens on them. 

That does not mean we are soft, but it does mean that we go 
through this extensive consultation process. I know from personal 
experience that we have gotten very favorable feedback from our 
major financial institutions because of that. But in any event, we 
are continuing to work on the subject of concentration accounts. 

Now with regard to the letter you read, private banking is often 
a term used to refer to two things. You could have a major commer- 
cial bank which had private account managers. These are large ac- 
counts and so forth. And there, the commercial banks are already 
subject to important regulations. 
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The concentration account provisions of 325 will undoubtedly 
bear on them, too. There are also private banks, like hedge funds 
and so forth, and they are now subject to regulations we promul- 
gated — I believe they are proposed at this point. But, nevertheless, 
the hedge funds know what they have to do, which requires them 
to put in place something that they never had to have before, 
which was money laundering programs. 

And not only that. Since they are private banks and they are not 
subject to normal Federal regulation, they now have to register 
with FinCEN, so that we know who they are and we will be able 
to follow up. So, we are moving against that target as well. 

Senator Stabenow. I appreciate that and I think it is obviously 
important to work with the industry, so that whatever is done is 
workable. 

My question would be, though, do you believe that this, in fact, 
is an issue, a loophole that concentration accounts are accounts 
that can and have been abused and will be a focus of your efforts, 
along with the other issues that you are addressing? 

Mr. Dam. I will give you a personal opinion. If we could, I would 
like to give you a written response in general to what we are find- 
ing in the working group. However I will say that the Congress and 
you have identified this as a problem. You have given us the au- 
thority. We plan to use the authority. And we need to come out 
with rules that implement Section 325. 

Senator Stabenow. We would very much appreciate knowing an 
update from you on what is happening and where it fits into your 
priority list. And it looks like by not putting a deadline in there, 
next time we will put a date in, with all the other dates that were 
put in the bill. I realize that you have a lot to do and have been 
working diligently. But this is an issue that has come to my atten- 
tion a number of different ways. 

I would be curious, Mr. Thompson, and I can see my time is up, 
but I do not know if you have anything to add. If you had situa- 
tions occur where the use of concentration accounts, pooling of 
funds, and the loss of audit trails because funds are designated to 
a specific account, whether that has been an issue? 

Mr. Thompson. Well, in addition to the efforts that the Treasury 
Department is making in terms of defining the nature of this prob- 
lem, as I mentioned in my testimony. Senator, we are establishing 
these targeting teams across interagency, in connection with the 
interagency process. 

I do not have any personal knowledge with respect to these con- 
centration accounts and how they are being used, for example, in 
illegal narcotics trafficking, but I would like to look at that and 
also at how we are targeting systems, as well as just targeting or- 
ganizations and leaders. We are targeting systems. This looks like 
the kind of thing that we need to take a look at, especially as it 
relates to drug enforcement. And I would be pleased to get back to 
you on that. 

Senator Stabenow. Thank you. 

Mr. Thompson. Because as I was listening to your exchange with 
the Deputy Secretary, I do see how it could be applicable to our 
drug enforcement efforts. 
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Senator Stabenow. Absolutely. Thank you. I would appreciate it 
if you could get back to us on what you are doing or how much you 
think that this is an issue. 

Thank you, Mr. Chairman. 

Chairman Sarbanes. I think that this is a very important line 
of questioning that Senator Stabenow has been following. 

Secretary Dam, we appreciate that the Treasury had a heavy 
burden imposed upon them in terms of developing regulations to 
carry out the anti-money laundering legislation. As Senator 
Stabenow notes, we did not have a deadline on these regulations, 
although we had them in many other areas. I think you are close 
to completing that process, most of your rules and regulations. I 
think there are only a couple of projects left. 

So, I would anticipate that before the end of the year, you will 
be there. And therefore, I think that the next hearing that we 
would be thinking of holding would be fairly early in the new year, 
after we get the strategic plan, which is due the first of February. 
Then you would have an opportunity to have put all your rules and 
regulations into place and we could take a good view of the land- 
scape and where things are. We have to keep at this and we must 
not lapse back. 

I want to ask General Thompson, immediately after September 
11, there were a number of press reports about alleged suspicious 
trading activity in the European markets, which suggested that 
people with advanced knowledge or associated with those attacks 
had sought to profit by taking short positions in the airline and in- 
surance markets in the weeks leading up to the attack. At the 
time, the Justice Department indicated that they would investigate 
that matter. What can you tell us about where that matter stands? 

Mr. Thompson. Senator, I am aware of those instances that you 
are talking about. But as I sit here this morning, I am really not 
in a position to specifically respond to exactly where those inves- 
tigations are. I will be happy to give you a written response. 

Chairman Sarbanes. But there are investigations underway. Is 
that correct? 

Mr. Thompson. I do not know. 

Mr. Dam. Senator, may I respond to that question? 

The only investigation that I am aware of was done by the Secu- 
rities and Exchange Commission. And my understanding of their 
finding is that they did not find specific credible evidence to sup- 
port that newspaper story or those newspaper stories. But if we 
have anything more on it, we will certainly provide it to you. 

Chairman Sarbanes. My understanding is that inquiries to the 
SEC have resulted in the response that the Justice Department is 
the lead agency on that matter. 

Mr. Dam. Those may both be true. Senator. I just do not know. 
We will have to get back to you on that. 

Chairman Sarbanes. All right. 

General Thompson. 

Mr. Thompson. I am aware of one investigation and prosecution 
in the domestic area in which a person who was employed by the 
Eederal Bureau of Investigation was charged with using some im- 
proper information as it related to those events. But I just do not 
know where we stand with respect to any other investigation. 
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Chairman Sarbanes. How is this reorganization going to impact 
our efforts in this arena, as it relates to the Department of Home- 
land Security? I have great difficulty in seeing how all this is going 
to work. 

The Treasury is going to continue to be the responsible agency 
for promulgating these regulations, but you are not going to have 
any enforcement backup. Is that correct? 

Mr. Dam. Well, Senator, I heard what you said earlier about 
that. I do not believe that it has to unfavorably impact efforts in 
this area. 

You mentioned that perhaps part of FinCEN would go to Home- 
land Security. Unless the Congress so determines, I do not believe 
that would happen. It is certainly not anything that is proposed by 
the Administration. It is the first that I have actually heard of it 
and it strikes me as questionable to do that because the fact of the 
matter is that the great strength of the Treasury in this respect, 
and of FinCEN, is the contact with the financial community. 

That is a set of relationships that have been built up by many 
Administrations over a long period of time. We really need the co- 
operation of the financial community. It is not fundamentally a 
prosecutorial activity or even a law-enforcement activity. It is a set 
of arrangements whereby, to be sure, with the force of law, they 
are required to file reports and do certain things more and more 
now with the USA PATRIOT Act. But for this to work smoothly 
and quickly, it is very important to get real buy-in from the finan- 
cial community. And not just commercial banks, but the broker- 
dealers, insurance companies, and so on. 

So it seems to me that that strength will remain in Treasury. 
What is moving out of Treasury under the Homeland Security pro- 
posal is Customs and Secret Service. I do not want to get into a 
debate about whether they are to remain integral or not, but they 
will move as a body into Homeland Security and presumably, they 
will continue to participate in the way they do now in all of these 
activities. They will be part of the working groups and so forth. I 
do not think that has to be the result. 

Another very important point here is that the Internal Revenue 
Service, Criminal Investigative Service, is extremely important in 
money laundering activities, as perhaps Deputy Attorney General 
Thompson can testify even more than I can, because he has had 
actual experience of cases where they have been involved. And they 
remain very much in Treasury. They are excellent forensic account- 
ants who can really go into these complicated cases. 

Chairman Sarbanes. They are short-changed, though, on per- 
sonnel, aren’t they, in a serious way to deal with this matter? 

Mr. Dam. That is an interesting question. I do not want to ex- 
press a personal opinion because I have not done the personnel in- 
vestigation that would be necessary. There is a great demand for 
their services, I will tell you that, because there is something called 
the Webster Commission Report, with Bill Webster, who was head 
of the FBI and head of the CIA. His report says that they should 
all be devoted to tax matters. And there are other people who say, 
well, we need more of them in the money laundering area. 

I think we have worked out a good accommodation and I am sure 
with more money, there could be more of these people hired and 
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make a contribution. But it is like everything else, it is a trade-off 
of scarce resources with many tasks. 

Chairman Sarbanes. I always thought that the extra money that 
was required to enhance the IRS’s capabilities in these two areas 
you mentioned more than paid for itself in terms of the results they 
produce. Isn’t that correct? 

Mr. Dam. That is probably correct. But you know, that is prob- 
ably like many things the IRS does. So that is always an argument 
for giving the IRS more money, although their resources have been 
not necessarily increased. 

We do have an arrangement — just so I am not misunderstood — 
a large number of IRS-CI employees are devoted right now to the 
drug problem in OCDETF and so forth. And as I say, the whole re- 
sponsibility and leadership there is Mr. Thompson. He knows more 
about that than I do and perhaps he can shed light on it. 

Mr. Thompson. Senator, as I mentioned earlier, the Department 
is concerned about money laundering and using the really great 
and powerful money laundering tools in a number of law enforce- 
ment actions, and not just in our anti terrorism work, but in other 
kinds of law enforcement. 

Chairman Sarbanes. Now, do you have these task forces that 
you talked about, that you said were antiterrorism, do they also 
exist to deal with other forms of money laundering, or only in the 
terrorism field? 

Mr. Thompson. No, they also exist to deal with other forms of 
money laundering. Senator. 

For example, I mentioned our Organized Crime Drug Enforce- 
ment Task Forces, which is very important in order for us to get 
at the supply side of the drug enforcement problem. And that is, 
to identify the leaders of drug-trafficking organizations, identify the 
significant organizational structures in those criminal activities, 
and to dismantle them. The only way to do that, and the only way 
to get at dismantling those organizations is through asset forfeit- 
ures, through money laundering charges. 

The IRS has been a very important participant in the past in 
that program. In 1990, we had, I believe, over 850 IRS agents as- 
signed to our very important work in that program. They partici- 
pated in 69 percent of our OCDETF investigations. This year, we 
are down to 450 agents and only 38 percent of our OCDETF inves- 
tigations. And what we have done in trying to retool this effort in 
our OCDETF and drug enforcement efforts is to make certain that 
we do not lose sight of how important and how essential it is to 
have financial investigations along with all of these significant 
drug enforcement investigations. 

But getting to your question to the Deputy Secretary with re- 
spect to what is going to happen to our money laundering efforts 
if the new Department of Homeland Security is created as we ex- 
pect it to be, we believe that because of the Department of Justice’s 
expertise in a number of these areas, and because of our resources, 
we would be in a position to assume a greater leadership role in 
these money laundering efforts, working with our colleagues at 
Treasury. 

I agree with Deputy Secretary Dam that Treasury will need to 
continue a very important role in these efforts because of their re- 



21 


lationships with banks and financial institutions. But we do believe 
from a law enforcement standpoint that the expertise and the re- 
sources of the Department of Justice would make the Department 
uniquely suited to take a greater leadership role in what we are 
doing in our money laundering law enforcement efforts. 

Chairman Sarbanes. Has the Department reviewed the legisla- 
tion with an idea of coming to the Congress for any changes or any 
additions that it may needed made in order to enhance its capabili- 
ties to deal with this problem? 

Mr. Thompson. I know that with respect to the Department of 
Homeland Security, Senator 

Chairman Sarbanes. No, no. I mean with respect to the anti- 
money laundering title that we passed last year. 

Mr. Thompson. Let me just address the resource issue. 

I know that we are seeking to reprogram our OCDETF efforts to 
provide additional monies or additional focus for training, joint 
training of FBI and DEA agents. And we are seeking to reprogram 
our efforts to provide the establishment of a special task force to 
investigate money laundering havens. 

As I see what we are trying to do, we need the resources to be 
able to use the very powerful tools that you have given us so that 
we can better do drug enforcement efforts and our law enforcement 
efforts as it relates to corporate fraud. 

I think that is an important part of our analysis of this legisla- 
tion and our efforts in terms of how we can do our jobs better. 

Chairman Sarbanes. Yes, I think that is a valid point. But I still 
want to come back to the question, which is whether, in reviewing 
the statute that was put into place, you feel that there are changes 
that should be made that would enhance your abilities to address 
this problem? 

Mr. Thompson. I am not aware of specifically what we have done 
along those lines. Senator. 

Chairman Sarbanes. Well, maybe both the DOJ and Treasury 
could undertake to do that. But at the time we hold our next hear- 
ing on this issue, which I would anticipate sometime in the early 
part of the next year, we would have a chance to get the benefit 
of any recommendation. 

Did you want to speak to that. Secretary Dam? 

Mr. Dam. Well, I just wanted to say, Mr. Chairman, that was one 
of the motivations in creating this internal Treasury Task Force. 
And it will work with other departments and agencies and with the 
private sector to see if additional legislation is necessary. 

Now it might in some cases be to reduce authorities if they are 
creating a problem. But more likely, it will be to fill in gaps. 

We certainly will have in mind the timetable that you mentioned 
and be able to express an opinion at that time as to whether addi- 
tional authority or some other kind of change is required in the leg- 
islation, and we will work with Justice. 

Chairman Sarbanes. When we have passed the point where peo- 
ple can say, well, we are still baking the cake because we do not 
have all the rules and regulations in place yet, or we are still bak- 
ing the cake because we haven’t figured out how we are going to 
do all the allocation of resources and so forth. 
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We are beyond that point and we are now, in a sense, moving 
ahead. Then we need to look to see what else needs to be done to 
bolster this effort. And then, of course, carefully examine what the 
results of the effort are. 

As I indicated in my opening statement, I do think we face some 
difficult questions on coordination. Of course. Senator Grassley was 
very strong on the point of great strategic thinking as we go into 
the future. 

So, I think I just should leave that charge with you as we think 
of the early part of next year. As we get the next Money Laun- 
dering Strategy report, as Senator Grassley pointed out, we will be 
in the budget process, so there may be efforts to bring about impor- 
tant change, although you can do that now as the budget is being 
put together, rather than us trying to do it later when the budget 
comes to us. And I encourage you in that regard. 

Mr. Dam. Could I respond to one aspect of what you just said? 

I thought that, in general. Senator Grassley made a very fine 
statement. But I do find the last three or four paragraphs a little 
misleading, perhaps, because in talking about the need for strategy 
and knowing who does what and when, I think that is exactly what 
is different about the new Money Laundering Strategy from the 
past. The past was very much focused on how can we spend more 
money on this problem, rather than what specifically do we have 
to do. And you will notice if you look through the actual document, 
that for each and every priority, and there are many, there is a 
specific statement of who is responsible and a specific statement of 
what was accomplished in 2001 and what was accomplished in 
2002. 

If you have a copy, for example, I could point to page 11, Priority 
3, which has to do with going out and seizing the money. Who has 
the lead? 

Well, the lead is shared between Justice and Treasury and there 
is a very specific person in the Treasury, the Director of the Execu- 
tive Office of Asset Forfeiture, and in Justice, the Chief of the 
Asset Forfeiture and Money Laundering section who is responsible. 

In 2001, for the very first time, the two Departments actually es- 
tablished a definition of what is money laundering, so that they 
could actually figure out what they had done in seizures because 
there are other kinds of seizures that are not money laundering 
seizures. For 2002, we are establishing a reporting system, so we 
actually know what we are accomplishing in taking the money 
away from the money launderers. 

So it seems to me that that is exactly the kind of thing Senator 
Grassley is calling for and I think it is here. I agree that it was 
not present in the past to nearly the same extent. I think you will 
find that for each and every priority, we have indicated who is in 
the lead and what they are going to do in 2002. 

Now will they accomplish it all? I do not know. But it is not be- 
cause they do not know what they are supposed to do to carry out 
the Strategy. 

Chairman Sarbanes. How often do you and General Thompson 
meet on this question of the Money Laundering Strategy? 

Mr. Dam. Well, in principle, we meet every month. I have to say 
that is not always true. We also talk to each other a great deal. 
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Chairman Sarbanes. You meet every month on this issue? 

Mr. Dam. Or whatever issues are open. And often it is money 
laundering questions we have had quite a number of conversations 
about the allocation of the IRS agents, for example, of how we can 
fund more agents because Justice finds them extremely useful. 

Chairman Sarbanes. Can one say that the Deputy Secretary of 
the Treasury and the Deputy Attorney General meet monthly to co- 
ordinate and examine the Money Laundering Strategy? 

Mr. Dam. I wouldn’t go quite that far, not that maybe that is not 
a good idea and maybe we should do that, but we do in principle 
try to meet every month to go over all of the open items between 
Treasury and Justice. 

Chairman Sarbanes. Now do the Secretary and the Attorney 
General ever meet on this question? 

Mr. Dam. I cannot answer that question. I know they meet. But 
I cannot answer that question. 

One of the things that I hope this new Treasury Task Force will 
do is reach out specifically to Justice, but also all the other non- 
Treasury agencies, bureaus, and departments in order to be sure 
that we are on track. 

I know that there are a lot of working groups working every 
week on these tasks that are laid out, one of which I just referred 
to, like the reporting system on seizures. And at that level, we 
meet constantly. 

Chairman Sarbanes. Gentlemen, thank you very much. 

It has been a very helpful panel and presumably, we will see you 
not too far into the new year to review once again where we are. 
And hopefully, at that point, to have gotten under our belt a lot of 
the start-up aspects of this effort, which we are still engaged in. 

Thank you for coming and being with us. 

Mr. Dam. Thank you, Mr. Chairman. 

Mr. Thompson. Thank you, sir. 

Chairman Sarbanes. 

We will now call the next panel. We are very pleased to have this 
panel with us. 

Stuart Eizenstat, now a partner at Covington & Burling, but 
with a very long and distinguished career in public service and a 
great familiarity with the issues we are dealing with. He, in fact, 
served as Deputy Secretary of the Treasury in the previous Admin- 
istration and was the lead official on anti-money laundering initia- 
tives and was also our Ambassador to the European Union in 1993 
to 1996. 

Elisse Walter is the Executive Vice President for Regulatory Pol- 
icy and Programs at the National Association of Securities Dealers. 
She has held senior positions at both the SEC and the CETC. In 
her current position at the NASD, she oversees the operating legal 
and policy activities for the securities industry and is responsible, 
as I understand it, for monitoring the steps the securities industry 
is taking to create anti-money laundering and reporting programs 
pursuant to the legislation. 

Alvin James, a Principal at Ernst & Young, has much expertise 
in investigating money laundering schemes, particularly the Co- 
lombian Black Market Peso Exchange. He has been a Senior Money 
Laundering Policy Advisor to the Einancial Crimes Enforcement 
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Network and a Special Agent in the IRS Criminal Investigation Di- 
vision. 

We are very pleased to have this panel here. 

Secretary Eizenstat, why don’t we start with you? Then we will 
go to Ms. Walter and we will close out the panel with Mr. James. 

STATEMENT OF STUART E. EIZENSTAT 
FORMER DEPUTY SECRETARY 
U.S. DEPARTMENT OF THE TREASURY 

Mr. Eizenstat. Thank you, Mr. Chairman. I appreciate your con- 
tinued leadership on this issue because effectively dealing with 
money laundering is not only essential to dealing with narcotics 
trafficking, organized crime, and corruption abroad, but also with 
terrorism financing and therefore, national security directly as 
well. 

The Bush Administration has made important advances in deal- 
ing with money laundering and antiterrorism funding. Some ter- 
rorist funds have been frozen. Organizations and individuals have 
been designated under lEEPA, and our allies have helped block 
their accounts. But the Bush Administration has barely scraped 
the surface of what needs to be done. There is no genuine strategy 
to attack money laundering and money launderers. lEEPA designa- 
tions have become less frequent. 

Our Government is still not properly structured internally to 
focus priority attention on terrorist financing. There is no existing 
international entity to work exclusively on locating and blocking 
terrorist money. And we have not put the kind of pressure we have 
to convince nations in the Middle East and Persian Gulf, who are 
the principal locations and transit points for terrorist financing, to 
bring their laws and practices on money laundering and the track- 
ing of terrorist money up to international standards. Until these 
steps are taken to shut down the financial sources of terrorism, our 
Nation will remain vulnerable. 

We have disrupted, but we are a long way from dismantling, al 
Qaeda’s financial network. During the Clinton Administration we 
established that the bulk of al Qaeda’s wealth did not come from 
Osama bin Laden’s inherited personal fortune, but rather from 
multiple sources and was distributed through multiple sources. 
This money comes from both businesses cloaked with the mantle 
of legitimacy and from criminal activities, from petty crimes to the 
heroin trade in Afghanistan. But its principal source of money, Mr. 
Chairman, comes from its fundraising activities through “char- 
ities,” mosques, financial intermediaries, and financial institutions. 
Charities and individuals in Saudi Arabia have been the most im- 
portant source of funding. In our Clinton Administration, two mis- 
sions were sent to the Gulf and Saudi Arabia to enlist their support 
in shutting down these charities and dealing with these individ- 
uals, but we received virtually no cooperation. 

Let me suggest the outlines of a strategy. First, on the U.S. Gov- 
ernment side, we have to more effectively coordinate the several 
branches of our Government working on this issue. The Inter- 
agency Policy Coordination Committee on Terrorist Financing, 
chaired by the General Counsel of Treasury has made strides in 
this direction, but it is neither institutionalized nor possesses clear 
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lines of authority. We must have a high level coordinator within 
the U.S. Government that has the President’s ear to coordinate the 
diplomatic law enforcement and regulatory activities of our Govern- 
ment and focus our Government’s attention on terrorist financing 
on a continuous and sustained basis. 

Second, we must ensure greater attention at the international 
level to the problem of money laundering in general, and terrorist 
funding in particular. 

The Financial Action Task Force, FATF, has done a good job of 
placing an international spotlight on those countries which do not 
meet international standards in dealing with money laundering, 
and thus, can be misused by terrorist groups to launder their 
money. During the Clinton Administration, we began important 
elements of a dual track policy of both tracking terrorist funds and 
working to upgrade international money laundering strategies and 
standards. Fifteen nations were cited as being noncooperative in 
the international fight against money laundering in 2000, and we 
followed up those FATF actions, Mr. Chairman, with our own hard- 
hitting advisories to U.S. financial institutions, recommending en- 
hanced scrutiny against potential money laundering transactions 
involving those countries. The reaction was positive. Bahrain, UAE, 
and Egypt passed anti-money laundering laws. Panama, Israel, and 
Liechtenstein took important steps to bring their laws up to inter- 
national standards and were removed from the list. 

But, frankly, this important initiative seems to have hit a snag. 
I am very concerned that the Bush Administration may be retreat- 
ing from the strong effort to identify noncooperating countries. 
Only last week, it was reported that FATF was planning to agree 
to suspend for at least 1 year its practice of identifying noncooper- 
ating countries. This, Mr. Chairman, would be a serious mistake. 
The plan to abandon the blacklisting practice somehow con- 
templates in its place an increased role by the IMF and the World 
Bank. But these are not contrary to each other. Indeed, hopefully, 
the Administration will continue to publicize noncomplying nations 
through the FATF process, while also encouraging a greater role 
for the IMF and World Bank. 

FATF is only part of the solution. There is no international orga- 
nization dedicated solely to tracking terrorist funds. We should 
work with our G7 and G8 partners to create such an organization, 
working in parallel to FATF. The Greenberg Task Force on the 
Council on Foreign Relations dealing with terrorist financing, of 
which I am a member, will have detailed recommendations here 
and in terms of our international organization, by the end of the 
month. 

It is critical to establish international standards through this 
new organization to regulate charitable organizations, put money 
laundering on the agenda of major international fora, and set inter- 
national standards to regulate hawalas. 

The Administration needs to place the issue of terrorist funding 
on the regular agenda of every major international event — ^APEC, 
ASEAN, and the twice annual EU-U.S. Summits. With regard to 
the EU, unless our EU allies and their banking systems employ the 
same approach as we have, and maintain the degree of political 
commitment necessary to achieve financial transparency, then the 
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value of our Government’s work with our own financial institutions 
will be greatly reduced. 

The EU countries have taken some positive steps to cooperate in 
tracking down terrorist funds. But, frankly, the robustness of their 
regulatory approach does not match the strength of their anti- 
money laundering laws. For example, the EU only bars funding by 
the military wing of Hamas, not its civilian wing, when, in fact, 
they are all one organization, dedicated to terror. Likewise, EU na- 
tions do not forbid Hezbollah funding at all. Their evidentiary 
standards also make it difficult to block assets. Their financial in- 
stitutions submit a very low number of SAR’s and their porous bor- 
ders invite the transit of terrorist funds. 

It must be — as it appears not to be now — a major talking point 
of the President to raise in meetings with foreign leaders. If more 
effort is needed with the EU, then certainly, special efforts must 
be made with countries like Saudi Arabia, Pakistan, and the Gulf 
States, which are the principal sources and transit points for ter- 
rorist money. Their anti-money laundering laws are weak and their 
follow-up no better. They do not deserve the diplomatic pass the 
Administration seems to have given them. If we really want to put 
sand in the gears of al Qaeda, we must press them to cooperate in 
dealing with the phony charities and individuals who support al 
Qaeda, and to come up to international standards on money laun- 
dering. We have to speak plainly and bluntly, even if privately, in 
the face of such noncooperation. 

Third, we cannot skimp on technical and development assistance 
to help other nations build the technical capacity to supervise their 
financial systems adequately. The President’s fiscal year 2003 
budget allocates only a few million dollars to assistance. Far more 
is necessary. 

Fourth, we need to bring the underground hawala system into 
the Federal regulatory system and simultaneously urge other coun- 
tries to regulate and control them. FinCEN has not been as effec- 
tive as it needs to be to register hawalas. There is no coordinated 
law enforcement plan at the Federal, State, and local levels to reg- 
ister and prosecute unregistered hawalas. 

And fifth, we cannot leave the job to others, even to our allies. 
We must not hesitate to employ stronger measures than diplomacy 
when necessary. As you pointed out, Mr. Chairman, the Adminis- 
tration has made no use of the authority granted to the Treasury 
by Section 311 of the USA PATRIOT Act to identify certain aspects 
of terrorist financing as “primary money laundering concerns” re- 
quiring special reporting, regulatory, or other measures. This 
would allow sanctions short of a Presidential designation under 
lEEPA, and I urge the Administration, as Ken Dam indicated he 
would like to do, to move forward on this. 

These observations reflect a basic premise with which I would 
like to conclude. And that is, dealing with terrorist financing re- 
quires “structure, integration, and focus” both within our Govern- 
ment and between our Government and its allies. This is true not 
only with money laundering, but with antiterrorism financing as 
well. 

There has to be a common thread and that thread is working 
against money laundering systems and high-risk problems every- 
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where they occur, coordinated enforcement and regulatory activity, 
leveling the playing field among financial institutions so money 
launderers cannot go to those most weakly regulated, and making 
and keeping money laundering on the international agenda. 

Thank you very much. 

Chairman Sarbanes. Thank you for a very helpful statement. 

Ms. Walter. 


STATEMENT OF ELISSE B. WALTER 
EXECUTIVE VICE PRESIDENT 
REGULATORY POLICY AND PROGRAMS 
NATIONAL ASSOCIATION OF SECURITIES DEALERS 

Ms. Walter. Thank you, Mr. Chairman, for the opportunity to 
testify before you today. 

I am here today to tell you about the steps that NASD has taken 
in cooperation with the Securities and Exchange Commission, the 
Treasury Department, and the securities industry to begin the im- 
plementation of those aspects of the USA PATRIOT Act that apply 
to broker-dealers. 

NASD, as you know, is the self-regulatory organization for every 
one of the roughly 670,000 registered representatives in the United 
States securities industry, and all 5,500 brokerage firms that con- 
nect investors to the markets. 

Even before the USA PATRIOT Act, we had some experience 
overseeing the securities industry’s compliance with anti-money 
laundering regulations. For example, in July 2001, before Congress 
passed the USA PATRIOT Act, NASD Enforcement filed a case in 
which NASD ultimately barred a registered representative from 
the industry for evading Bank Secrecy Act reporting requirements. 

In that case, we enforced the Bank Secrecy Act regulations under 
an NASD rule of conduct, which obliges firms and their employees 
“to observe high standards of commercial honor and just and equi- 
table principles of trade.” 

Today, with the advent of the USA PATRIOT Act, a number of 
new anti-money laundering requirements apply directly to the se- 
curities industry. We have worked very hard over the last year to 
educate broker-dealers and to bring about and monitor their com- 
pliance with these new requirements. 

For example, NASD has adopted a rule that mirrors the USA 
PATRIOT Act’s mandate that all broker-dealers develop and imple- 
ment an anti-money laundering compliance program. We are now 
examining our members to determine whether they are meeting 
that obligation. We have issued four notices to our membership to 
provide guidance and we have conducted educational workshops to 
help firms build their compliance programs. 

Congress wisely made anti-money laundering program require- 
ments flexible enough so that each firm can tailor their own pro- 
grams to the firm’s size, business activities, and customer base. 
Many smaller securities firms, and they are the majority in the in- 
dustry, did not have the extensive experience with anti-money 
laundering regulations that large, bank-affiliated firms have had 
and were uncertain about how aspects of the USA PATRIOT Act 
apply to them. 
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To aid these firms, we developed a template to assist them in 
setting up their compliance programs. In addition to giving detailed 
explanations for the rules and how they apply to various business 
relationships and financial products, the template contains instruc- 
tions and links to other useful resources. Since being posted on our 
website in July, this template has been consulted by our member- 
ship almost 8,000 times. 

We have also created a search tool that enables securities firms 
to electronically search OF AC’s list. Since its launch in June, there 
have been over 17,000 visits to our OF AC search tool, which is ac- 
cessible through our anti-money laundering website. 

We have also developed an online training course, which can be 
used to help firms meet their USA PATRIOT Act training obliga- 
tions. As of the end of August, over 6,000 people had registered for 
that course. 

As soon as the statute and rule went into effect, NASD began ex- 
amining and enforcing compliance with the anti-money laundering 
program requirements. Through our examinations, we determine 
whether firms have the required compliance programs and assess 
any deficiencies we find. 

Critical in this effort has been the effective coordination among 
Treasury, the SEC, and the securities SRO’s. Throughout, Treasury 
and the SEC have provided us with timely and helpful information 
and critical feedback on our template and the other initiatives we 
have undertaken. 

This continued coordination will remain critical because we must 
continue to provide regulatory consistency and certainty in guiding 
the securities industry because, for this industry, this is a time of 
great change in this aspect among others. There are significant 
issues that still remain concerning how this regulatory regime, 
which traditionally has applied to depository institutions, will af- 
fect and apply to the securities industry, and we look forward to 
continuing that dialogue and that productive relationship. 

I am pleased to have shared with the Committee our part in the 
extensive efforts that have been made to date to ensure compliance 
with the USA PATRIOT Act and, in particular, its anti-money 
laundering provisions. 

NASD is committed to continuing its work with Congress, with 
the Treasury Department, with the SEC, and with other regulators 
on this important initiative, which makes our markets stronger 
and our Nation safer. 

Thank you. 

Chairman Sarbanes. Thank you very much for your statement. 

Mr. James. 


STATEMENT OF ALVIN C. JAMES, JR. 

FORMER SENIOR MONEY LAUNDERING POLICY ADVISOR 
U.S. DEPARTMENT OF THE TREASURY 

Mr. James. Thank you, Mr. Chairman. I am very pleased to be 
given this opportunity to return to your Committee to speak to you 
today about our Government’s anti-money laundering programs 
and strategy. I serve as the leader of the Anti-Money Laundering 
Solutions Group at Ernst & Young, LLP. However, the views I am 
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expressing here today are my own and do not necessarily reflect 
the views of Ernst & Young. 

Mr. Chairman, I have submitted a statement for the record and 
I would like to summarize and briefly add to those remarks today. 

Chairman Sarbanes. The full statements of all of the panelists 
will be included in the record. 

Mr. James. Thank you, Mr. Chairman. 

Chairman Sarbanes. We would appreciate your summarizing. 

Mr. James. Mr. Chairman, our current National Money Laun- 
dering Strate^ is replete with all the right buzzwords — 
money laundering systems, interagency cooperation, coordination of 
effort and information sharing. Unfortunately, this strategy has 
failed to enhance our ability to deter systemic money laundering. 
It has failed because at the root of our efforts, we cling to prosecu- 
tion and indictment as our primary tool and our primary measure 
of success in dealing with systemic financial crime. We must use 
all the tools in our tool chest if we are to build a solution to this 
systemic money laundering problem. 

The source of this failure to successfully address systemic crime 
lies at a fundamental level. Major money laundering is a systemic 
crime. Systemic crime is brought about by an illicit demand within 
society that is not dependent upon the action of any particular indi- 
vidual or group of individuals. Therefore, the criminal conduct can- 
not be effectively deterred by the threat of indictment and prosecu- 
tion, fines, or imprisonment. Systemic financial crime is crime that 
for various reasons will always have a new criminal ready to step 
up when his predecessor falls to criminal sanctions. When we fail 
to acknowledge the shortcoming of prosecution as the sole deterrent 
in critical areas, then we also failure to strategize toward a more 
effective means of disruption and elimination of the criminal sys- 
tems that plague our Nation. 

As I continue in my testimony, I will set out several areas of sys- 
temic abuse of our Nation’s financial structure. I will also suggest 
at the end an approach that I believe might effectively design and 
implement a strategy to combat systemic crime within our enforce- 
ment and regulatory communities. 

The first area of systemic abuse I would like to mention centers 
on correspondent banking. I agree with Senator Grassley that this 
is a very serious area of concern. The USA PATRIOT Act began to 
bring attention to these correspondent relationships. 

However, in spite of the actions of the USA PATRIOT Act, this 
network is currently being abused as the primary narcotics-cur- 
rency placement vehicle for the Colombian Black Market Peso Ex- 
change. 

Money remitters make up another large category. Numerous 
money remitter systems exist throughout the world. They all offer 
similar services of foreign exchange and small dollar money remit- 
tance through informal networks based on ethnicity and trust. 
They exist in Asia, Africa, and South America. They all have 
branches in other lands based on the Diasporas of their people. Al- 
though they serve many useful purposes, by their very nature, they 
are also vulnerable to money launderers. 

Yet another system involved the gold broker networks. The U.S. 
Government has taken little notice of the workings of these net- 
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works within our country or the world. Nonetheless, it is possible 
to transfer millions of dollars of value internationally within these 
amorphous networks with no paper trail. The transfers can go from 
the souks of Dubai, India, and the Far East to the brokers of Swit- 
zerland and Italy to the coin shops of the United States. It is very 
likely that recent transactions of terrorist funds were moved 
through this network. There is a similar international network in- 
volving diamonds, especially the blood diamonds that have been de- 
scribed recently in the press. 

False invoicing is another means of covertly moving funds from 
one country to another that has existed for centuries and is well 
known and well documented. Yet, as with many of the others men- 
tioned, it remains almost untouched by U.S. law enforcement as a 
systemic means to launder money. 

In addition, there are remittance companies. These firms should 
be distinguished from money remitters in that they offer discreet 
international transfers of funds for wealthy individuals and firms 
along the lines of the services provided for private banking clients 
within the legitimate financial industry. They do so by moving 
these funds through their personal accounts without notice to any- 
one of the true ownership of the funds. 

Finally, hawala and Colombia Black Market Peso are also areas 
of systemic abuse which have been dealt with extensively by this 
Committee. I describe these systems more fully in my written testi- 
mony. But I will note here that although these systems are well 
known, they continue to be major areas of systemic money laun- 
dering abuse. 

I offer the following proposal as one means to address these prob- 
lems. A coordinated effort using all of the tools available to the 
Government is the key to disrupting and dismantling systemic fi- 
nancial crime. The home agency solely responsible for systemic 
criminal law enforcement and Bank Secrecy Act regulatory policy 
and enforcement is the best means to achieve this coordination. I 
strongly suggest the new agency be given the power via a Presi- 
dential directive to coordinate all investigations impacting systems 
of financial crime that are a threat to our national security. This 
would be investigations outside this agency as well as in. I also be- 
lieve it is essential to see that the new agency has the security 
clearances necessary to coordinate its strategies with the intel- 
ligence community. Finally, it is vital that this new agency include 
this Nation’s private financial sector as a partner in designing and 
implementing overarching strategies designed to impact systemic 
financial crime. 

The problem of overlapping jurisdiction has always been an im- 
pediment to cooperation and to coordination of the investigations 
related to systemic financial crime. Anti-money laundering is nec- 
essarily a fragmented jurisdiction due to the numerous substantive 
crimes that generate illicit funds. But the recognition of systemic 
crime gives rise to a logical division of effort along the lines of sys- 
temic enforcement versus individual indictment and prosecution. 
The agency I proposed would be charged with systemic financial 
enforcement and could pass off individual cases to the appropriate 
investigating agency, thus providing an incentive for cooperation 
rather than competition. In addition, the performance of the sys- 
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temic crime agency could be measured along the lines of its strat- 
egy, which would not directly include individual prosecution. 

As an example of the type of coordinated strategy that might 
arise from this agency I propose, let me turn to the area I know 
best — Black Market Peso Exchange. The goal of the following strat- 
egy would be to force the BMPE money launderer and the Colom- 
bian drug lord to use processes to launder drug money that are less 
suited to their purpose and thus, easier to detect and attack, both 
by systemic and traditional criminal enforcement. First, I propose 
a coordinated series of disruption-oriented undercover operations 
that could be added to the strategic plan. These operations can in- 
filtrate the BMPE money laundering organizations and then use 
their insider status just at the right moment to seize or otherwise 
divert the funds that they have been trusted to launder. Then a 
BSA Geographic Targeting Order directed at correspondent bank- 
ing accounts that are funded with substantial currency deposits, 
those mentioned by Senator Grassley earlier this morning, could be 
added to the mix. An international arm could be included that 
would coordinate the impact of intelligence to be shared with, say, 
Colombian or other foreign law enforcement agencies. In addition, 
related individual investigations could be coordinated in such a 
way as to maximize their effect on the overall system. And finally, 
the private sector could be included by advising them at the most 
appropriate moment of the overall scheme that we are trying to 
combat, as well as specific countries, foreign banks or particular ac- 
counts that are known to be involved in the system. 

The overall strategy could be designed to shake the confidence of 
the illicit users of the system. On the one hand, they would lose 
confidence that the money that they launder is safe and will be re- 
turned to them. On the other hand, the appropriate individuals in- 
volved could be passed on for individual prosecution or investiga- 
tion, not only to our country, but also by their own law enforcement 
as well if they lie outside this country. Those who maintain legiti- 
mate businesses could find their ability to use the financial institu- 
tions throughout the world hampered by their link to narcotics 
crime, if they are linked to this process. Providing the identity of 
the known users of the money laundering system to the inter- 
national press could further shame and deter future use of the sys- 
tem. The final effect is to eliminate the market for Black Market 
Peso Exchange dollars in foreign exchange. Such a coordinated ef- 
fort as part of an overall strategy to attack a system of financial 
crime could begin to impact the system itself, rather than just chip 
away at the individuals involved. 

Mr. Chairman, thank you for allowing me this opportunity to ex- 
press my views. At the least, I hope that my comments will foster 
a continuing debate directed at more effective enforcement of sys- 
temic financial crime and more efficient use of the tools available 
to our enforcement community. 

Thank you. 

Chairman Sarbanes. Thank you very much, Mr. James. 

We thank all the panelists. You have made some very helpful 
suggestions and ve^ positive contributions. 

We have been joined by Senator Carper. Senator, I will yield to 
you at this point. 
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COMMENT OF SENATOR THOMAS R. CARPER 

Senator Carper. I have no questions. I am delighted to see our 
witnesses, and especially welcome Mr. Eizenstat. 

Chairman Sarbanes. Let me try to segment this thing in time 
terms. 

As you heard, as I was talking with Secretary Dam and the Dep- 
uty Attorney General, it would be our intention to get their next 
strategic plan on time, or close to on time, which is February 1. 

We have also pushed them to get the system into place, as pro- 
vided for in the USA PATRIOT Act. The Treasury Department still 
has some rules and regulations to do and so forth. And then we 
would have an opportunity for a thorough examination of this early 
in the new Congress, before a heavy legislative agenda intervenes. 

What in the interim, as we approach that thorough and com- 
prehensive examination, can the Congress be doing? Or what can 
we do over the next few months to move this effort forward before 
we undertake that review, recognizing that the number of legisla- 
tive days left are extremely limited, so there is not a legislative 
agenda I think that we can pursue over the next few months? 

Does anyone have any suggestions in that regard? 

Stu. 

Mr. Eizenstat. Well, quite frankly, I would hope that you and 
Members of the Committee, Senator Carper and others, might in- 
corporate some of the recommendations and suggestions that you 
have heard this morning into a letter to Secretary Dam and Deputy 
Attorney General Thompson so that there is a direct input from the 
Committee into their Strategy. 

Having a hearing is very important in terms of accountability. 
But this is a place where specific recommendations should be 
made. For example, as I have suggested here, I think that the real 
key is political will and that has to be expressed in a number of 
ways. First, organizationally, that there is no one person in the 
U.S. Government with sufficient clout who can be designated by 
the President to coordinate all the diplomatic law enforcement, po- 
litical, and other activities that are necessary, nor is there an inter- 
national organization to do that. 

FATE does a good job on the money laundering. But there is 
nothing on the terrorist financing side. 

Chairman Sarbanes. Who should that person be? Do you have 
a suggestion in that regard? 

Mr. Eizenstat. I think that this is something that the Council 
on Foreign Relations Task Force will designate. But it needs to be 
somebody that is in the White House and that has the ear of the 
President and can coordinate across departmental lines. 

Chairman Sarbanes. When is that Task Force Report coming in 
from the Council? 

Mr. Eizenstat. It will be at the end of October and again, I do 
not want to step on any headlines. They have their own recommen- 
dations. I am part of that Task Force. 

Chairman Sarbanes. All right. 

Mr. Eizenstat. But I think it will be very concrete. And the 
same with respect to the international institution. 

Second, the Congress can urge that in their Money Laundering 
Strategy, that the Administration commit itself to put the issue of 
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money laundering and terrorist financing on every major inter- 
national fora that we participate in — ^APEC, ASEAN, the EU-U.S. 
summits, and that we press both our close allies in the EU and 
those in the Gulf and the Middle East to take this issue more seri- 
ously and we have to break some diplomatic crockery. 

We simply cannot sit back and say that the Saudis have done 
everything that we have asked them to do, when that simply is not 
the case. 

And third, as you have suggested here, but, again, I think con- 
cretely, it should be something that Congress and this Committee 
could ask them to include. And that is, not to back off FATE des- 
ignations, to continue to highlight those countries which do not 
come up to international standards in their money laundering laws 
and implementation, and to get on with the business, as you sug- 
gested, of making these Section 311 designations. 

So, I think that perhaps a letter from yourself and Members of 
the Committee incorporating some of the thoughts that you have 
heard from Mr. James, myself, and Ms. Walter, might mean that 
the actual Strategy when it comes out is more concrete. 

Chairman Sarbanes. That is very helpful. Does anyone want to 
add to that? 

Mr. James. I would certainly agree with Mr. Eizenstat. I think 
that there is a tendency in the current Strategy and current efforts 
to not see the forest for the trees. And this Committee, by letter 
and comment, can continue to focus attention on the overall effect, 
the impact of this Strategy, and what it is doing to prevent ter- 
rorist financing, to prevent money laundering, to actually move 
these systems toward deterrence. 

Counting the number of prosecutions, and the number of cases 
we have open, all of that is well and good. But if there is not some 
overarching plan to eventually diminish the opportunity to have 
those cases, then I submit we are not getting where we need to be. 
And I think your leadership in that regard, Mr. Chairman would 
be very helpful. 

Chairman Sarbanes. Ms. Walter, are you encountering any re- 
sistance within the industry to your efforts to bring them up to 
speed on these requirements and so forth? How cooperative are 
people being? Or do they regard it as an imposition that has been 
thrust upon them, which they are reluctantly trying to comply 
with? 

Ms. Walter. I would not say that we are encountering any re- 
sistance. This has been a period of great change and turmoil, not 
an easy period for the securities industry. 

Given those difficulties, it is to me a tribute to the industry that 
they have stepped up to the plate as well as they have, and our 
initial results of our initial exams are really quite encouraging. 

We have found that well over 90 percent of the firms that we 
have examined thus far, and it is about 500, do have their compli- 
ance programs in place. They have some more work to do. We obvi- 
ously want that figure to be 100 percent and we want all aspects 
of those exams to be up to snuff. 

Chairman Sarbanes. Now are you examining just whether they 
have established a program, or are you also examining how thor- 
oughly the program is being implemented? 
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Ms. Walter. We are examining both. Obviously, the requirement 
to have the program has only been in place since April. 

Chairman Sarbanes. Right. 

Ms. Walter. And the SAR’s reporting requirement for most 
broker-dealers has not yet gone into effect. So this will be an evolv- 
ing process. 

But we have also found in our exams that people are starting to 
get better attuned, and this is a new mode of analysis particularly 
for many of our smaller firms, to the issues that arise, and we use 
our examinations as well to point out to them areas in which a re- 
port would be appropriate, where a report has not up till now been 
required, but will shortly be required. 

Chairman Sarbanes. Right. 

Ms. Walter. So both issues are really covered. 

Chairman Sarbanes. Mr. James. 

Mr. James. Mr. Chairman, thank you. I would add that, from my 
perspective, it brought my thought back to your reference earlier, 
I think when you were talking to Mr. Dam about the club in the 
closet. 

Chairman Sarbanes. Right. 

Mr. James. I think that club could be a little bit more effective 
of an incentive if it had — pardon my reference here — but a little 
blood on it. 

CEO’s have a myriad of compliance issues that they have to face 
and they have just so many dollars to fund them. And getting a 
particular issue past their concern and up to the level where they 
are actually going to spend some money on it sometimes takes 
some incentive. 

Certainly, in my perspective, most companies that I have dealt 
with are very concerned about this issue and very willing to deal 
with it. But they would probably have a little more impetus to do 
so if some of the worst offenders out there were brought to heel a 
little more effectively. 

Chairman Sarbanes. Yes, it really defies common sense to think 
that there aren’t transactions or enterprises that could not be 
found to be a primary money laundering concern and then bring 
those sanctions to bear. 

Mr. James. I think a few good examples along those lines would 
help immeasurably. 

Mr. Eizenstat. One of the reasons that we wanted to have some- 
thing like the USA PATRIOT Act was that, prior to that, we really 
were between two extremes. That is, having an lEEPA designation, 
which requires a major Presidential designation. It is blocking 
funds of a foreign government. It is a major diplomatic action and 
problem. Or virtually doing nothing except advisories. 

Chairman Sarbanes. Yes. 

Mr. Eizenstat. And the purpose of this was to try to give a more 
flexible set of sanctions short of a Presidential designation that can 
be taken, as you pointed out in your own questioning, not just 
against a government, but against a type of transaction or against 
a particular financial institution as well, rather than the govern- 
ment itself. That flexibility should be employed. That is the whole 
purpose of it so, again, we were not forced to either do virtually 
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nothing except advisories or the nuclear bomh of an lEEPA des- 
ignation. 

Chairman Sarbanes. Yes, I think that is a very apt observation. 
And it is obviously why we structured it that way and it does offer 
an opportunity, it seems to me, as Mr. James said, to send some 
very important messages. And I think if you send out a few of 
those messages, they are going to have a real impact. 

There is a vote underway and so I have to draw this to a close. 
But we very much appreciate your testimony. We probably will 
seek to call on you again in the future and we are most grateful 
to you for your responsiveness and your assistance as we examine 
this problem. 

The hearing is adjourned. 

[Whereupon, at 11:40 a.m., the hearing was adjourned.] 

[Prepared statements and additional materials supplied for the 
record follow:] 
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PREPARED STATEMENT OF SENATOR DEBBIE STABENOW 

Thank you, Chairman Sarhanes. I am glad you have called this hearing. 

I would also like to welcome our colleague, Senator Grassley, to today’s hearing. 
He has heen a real leader on the subject of money laundering. 

He and I have worked together in encouraging the Administration to move 
promptly in issuing a regulation regarding concentration accounts and their poten- 
tial use as a vehicle for terrorist financing — a subject that I hope the Treasury 
Department will update us on today. I look forward to hearing Senator Grassley’s 
comments today. 

Combating money laundering in the aftermath of September 11 has proven to be 
particularly critical. We have long seen money laundering associated with terrible 
illegal activities such as drug trafficking. These activities pose ongoing serious chal- 
lenges to our country, but now we must also look at the fight against money laun- 
dering as one to ensure our basic national security. 

Our task since the horrible attacks has not been a simple one. However, this Com- 
mittee acted swiftly and aggressively after the attacks to address terrorist financing. 
I was proud to have been an active participant in that debate. 

We now have an opportunity to examine the implementation of the International 
Money Laundering Abatement and Financial Anti-Terrorist Act. I am anxious to 
hear the testimony of our witnesses about the promulgation of regulations related 
to the Act and to hear their assessment of how the law is working. I also welcome 
their insight on what Congress can further do to help combat terrorist financing. 

The free movement of money across borders, unnoticed and untracked is so crit- 
ical to the work of terrorists. By acting quickly to cut off the supply of money, we 
limit their ability to act. This is key. As I have said in this Committee before, in 
this new era, economic warfare will be one of our strongest weapons against ter- 
rorism. Terrorists who would destroy our way of life, in an ironic way need our insti- 
tutions to thrive and we will not allow that to happen. 

Thank you again, Mr. Chairman, for calling this hearing today. I appreciate your 
vigilant attention to this matter. 


PREPARED STATEMENT OF JOHN F. KERRY 

A U.S. Senator from the State of Massachusetts 
October 3, 2002 

Mr. Chairman, I would like to thank you for the opportunity to testify again on 
the implementation of the anti-money laundering provisions included in the USA 
PATRIOT Act. I know that these anti-money laundering provisions would not have 
been included in the law, and their implementation would not be as effective, with- 
out your hard work and dedication. 

The USA PATRIOT Act provides a clear warning to those who have assisted or 
unwittingly assisted those involved in the al Qaeda network or other terrorist orga- 
nizations in laundering money that the United States will take whatever actions are 
necessary to stop those funds from entering into the United States. These actions 
include denying foreign banks and jurisdictions access to the U.S. economy, to stop 
terrorists and international criminal networks from laundering money into the 
United States through the international financial system. 

Over the past year, the United States and our allies have made important 
progress to limit the ability of terrorist organizations to move money through the 
international financial system. But we must do far more to coordinate and marshal 
the resources of the Federal Government and international organizations to fully 
implement an effective strategy that will end the scourge of money laundering. 

In September, a United Nations report said that despite initial successes in locat- 
ing and freezing $112 million in assets belonging to al Qaeda and its associates, al 
Qaeda continues to have access to considerable financial resources. The frozen funds 
represent only a small fraction of the economic resources that many experts believe 
are still available to al Qaeda. The United Nations also reports that funds to assist 
al Qaeda continue to be available from bin Laden’s own personal inheritances and 
investments; from funding provided by members and supporters of al Qaeda and 
from contributions from some Islamic charitable organizations. The report also 
states that a large number of ostensibly legitimate businesses continue to be main- 
tained and managed on behalf of bin Laden in northern Africa, Europe, the Middle 
East, and Asia. 
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This report highlights the need for additional steps to increase intelligence and 
information sharing to stop al Qaeda from moving funds within the international 
financial system. 

The USA PATRIOT Act includes legislation, which I sponsored, that provides the 
tools the United States needs to crack down on international money laundering ha- 
vens and protect the integrity of the U.S. financial system from the influx of tainted 
money. The United States has the largest and most accessible economic marketplace 
in the world. Foreign financial institutions and jurisdictions must have unfettered 
access to markets to effectively work within the international economic system The 
Secretary of the Treasury now has the authority to leverage the power of our 
markets to force countries or financial institutions to stop interacting with known 
terrorists and those involved with money laundering. I am surprised and deeply dis- 
mayed that the Bush Administration has taken no steps to exercise its authority 
under this law. I believe that the Bush Administration’s inaction is especially trou- 
bling given the current threats the United States faces. 

The USA PATRIOT Act also includes a number of important provisions that have 
begun to seal the cracks in existing law and that provide new tools to law enforce- 
ment to stop money laundering. First, the law requires U.S. financial institutions 
to use appropriate caution and diligence when opening and managing accounts for 
foreign financial institutions. Second, it prohibits foreign shell banks, that have no 
physical location in any country from opening accounts in the United States and 
requires our financial institutions to take reasonable steps to ensure that foreign 
banks are not allowing shell banks to use their U.S. accounts to gain access to the 
U.S. financial system. Third, it expands the list of money laundering crimes and it 
assists our law enforcement efforts by making it easier to prosecute those crimes. 
Fourth, it requires financial institutions to develop appropriate anti-money laun- 
dering programs. Finally, it prohibits the use of concentration accounts that allow 
foreign banks to transfer large amounts of cash into the United States without in- 
cluding appropriate information on the beneficial owner of the funds. As the final 
regulations for the USA PATRIOT Act are developed, it is my hope that the U.S. 
Department of the Treasury will work with the online commerce industry to develop 
appropriate standards for identifying suspicious behavior and to combat money 
laundering which do not unnecessarily invade the privacy of American consumers. 

With this new law in place, we must now continue to develop a broad strategy 
both within the Federal Government and in coordination with our allies to stop 
international terrorists from laundering money into the United States. As the in- 
ternational financial system becomes more adept at stopping money laundering, ter- 
rorists will become more adept at developing new and more sophisticated ways of 
moving funds internationally. The Federal Government must do a better job of inte- 
grating and coordinating among its investigative, prosecutorial, and regulatory 
resources to combat money laundering. Better information sharing and a central co- 
ordination point among Federal agencies fighting money laundering, as has taken 
place in efforts to deal with terrorist financing, is overdue and will assist in a broad 
range of efforts. 

Additional funding is needed for many agencies and programs that fight money 
laundering. The Financial Crimes Enforcement Network (FinCEN) within the U.S. 
Department of the Treasury supports the investigative efforts of both law enforce- 
ment and financial institutions to stop domestic and international financial crimes. 
EinCEN deserves additional funding to expand its ability to work with financial in- 
stitutions in the United States to review Suspicious Activity Reports (SAR’s) that 
help discover illegitimate banking activities. The Electronic Crimes Task Force de- 
veloped by the U.S. Secret Service has been effective in stopping attacks on our crit- 
ical financial infrastructure and has stopped financial fraud. These efforts must be 
continued and expanded with adequate resources. They must also be coordinated 
with the work already being done by the Department of Justice, the Federal Bureau 
of Investigation, and others, to combat money laundering. 

I am deeply concerned that terrorists and international criminal organizations are 
hiding money derived from the sale of drugs, weapons, and other criminal enter- 
prises, in countries with inadequate tax laws, called “tax havens.” In many cases, 
the funds that criminals hide in these tax havens have already been laundered in 
the international financial system. To stop criminals from hiding the proceeds of 
crime, I have introduced the Tax Haven and Abusive Tax Shelter Reform Act of 
2002. First, the bill would impose strict measures against nations identified as unco- 
operative tax havens. Second, it would impose strict measures against those which 
use confidentiality rules and practices to undermine tax enforcement and adminis- 
tration or refuse to participate in effective information exchange agreements. Third, 
it would limit foreign teix credits claimed by teixpayers operating in uncooperative 
tax havens. Finally, it would require a strict reporting of outbound transfers by U.S. 



38 


taxpayers and impose a new civil penalty on U.S. teixpayers who fail to report an 
interest in an offshore account. 

The events of September 11 and the recent United Nations report show the need 
for additional efforts by the United States and its allies to limit the ability of inter- 
national terrorists and others to use teix havens to hide the proceeds of their crimes. 
I remain extremely concerned about the Bush Administration’s policy to take a uni- 
lateral approach to the issue of tax havens and to step away from the bilateral 
efforts of the European Union and the Organization of Economic Cooperation and 
Development (OECD) to place appropriate limits on tax havens. Contrary to what 
some claim, the OECD approach does not punish countries just for having low tax 
rates or seek a harmonization of tax policy. Instead, the OECD attempts to reduce 
the number of countries whose tax systems have a lack of transparency, a lack of 
effective exchange of information and those that have different tax rules for foreign 
customers than for its own citizens. I believe the Bush Administration approach will 
make it more difficult for the international community to track and freeze the assets 
international terrorists like bin Laden and expand upon our recent progress in fight- 
ing financial crimes. 

Working together, we have achieved a great deal to crack down on international 
money laundering havens and to protect the integrity of the U.S. financial system 
from the influx of tainted money. I look forward to working with Chairman Paul 
Sarbanes and others to ensure that the new law is properly implemented to stop 
international criminal and terrorist networks from laundering the financial proceeds 
of their crimes and to stop the use the international financial system to develop ter- 
rorist networks and fund terrorist actions. 


PREPARED STATEMENT OF KEN NETH W. DAM 

Deputy Secretahy, U.S. Department of the Treasury 

October 3, 2002 

Chairman Sarbanes, Ranking Member Gramm, and distinguished Members of the 
Committee, thank you for inviting me to testify about the implementation of the 
USA PATRIOT Act and the National Money Laundering Strategy. In many ways, 
the National Money Laundering Strategy and the USA PATRIOT Act regulations 
are central to the war on terrorism. I applaud the Committee for its work in passing 
the USA PATRIOT Act and its continued interest in the success of the National 
Money Laundering Strategy. I look forward to continuing to work with the Com- 
mittee as we further implement the Act. 

Before reviewing the work we have done to implement the Act and discuss the 
status of the 2002 National Money Laundering Strategy, I wish to update the Com- 
mittee on the progress we are making on the financial front of the war on terrorism. 
Along with my testimony, I am submitting a document entitled, “Contributions by 
the Department of the Treasury to the Financial War on Terrorism.” This document 
is available on our website at http: ! I www.treas.gov ! press ! releases ! reports ! 2002910 
184556291211.pdf. 

The President has emphasized that the financial front of the war on terror is criti- 
cally important to America’s success in fighting terrorism. The President has di- 
rected the Secretary of the Treasury and the Department, in coordination with other 
departments of the Federal Government and with other nations, fight this front on 
the war on terrorism. As set forth in Goal 2 of the National Money Laundering 
Strategy, the long-term battle against terrorist financing requires a multifaceted ap- 
proach: (1) intelligence gathering; (2) freezing of suspect assets; (3) law enforcement 
actions; (4) diplomatic efforts and outreach; (5) smarter regulatory scrutiny; (6) out- 
reach to the financial sector; and (7) capacity building for other governments and 
the financial sector. This is an integrated interagency strategy because these efforts 
draw on the expertise and resources of the Treasury Department and our sister 
departments and agencies, as well as our foreign partners and the private sector. 

As Deputy Secretary of the Treasury, I ensure that this Strategy and the Sec- 
retary’s initiatives draw on the relevant expertise within the Department and are 
implemented across all the components of the Department. I also help lead National 
Security Council deputies committee meetings in setting strategic priorities for the 
financial front. Our Under Secretary for Enforcement, Jimmy Gurule, leads our en- 
forcement bureaus including the United States Customs Service, the United States 
Secret Service, the Financial Crimes Enforcement Network (FinCEN), and the Of- 
fice of Foreign Assets Control (OFAC) in fighting terrorist financing. In addition. 
Under Secretary Gurule oversees a particularly important Treasury initiative, Oper- 
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ation Green Quest — an interagency task force that draws upon expertise in the Cus- 
toms Service, the United States Secret Service, the IRS Criminal Investigations 
Division (IRS-CI), the Department of Justice, the FBI, and the other agencies to in- 
vestigate terrorist financing. Our Under Secretary for International Affairs, John 
Taylor, works, along with the State Department and the Department of Justice, to 
build and maintain the international coalition against terrorist financing. Our 
Under Secretary for Domestic Finance, Peter Fisher, works to help implement the 
USA PATRIOT Act, and to help protect our Nation’s critical financial infrastructure. 
And, of course, we have many, many employees who are working hard and, in some 
cases, putting their lives at risk to fight the financing of terror. In all of these ef- 
forts, we work closely with the State Department, the Department of Justice, and 
other departments. This is a team effort and our success depends on it. 

Achievements in Financial Aspects of U.S. Anti-Terrorism Initiatives 

Our goal is straightforward. We seek to prevent terrorist attacks by: (1) disrup- 
ting terrorist finances in the short and the long term; and (2) following financial 
trails to disrupt terrorists themselves. Our challenge is to accomplish this without 
unduly compromising or burdening legitimate businesses or our citizens privacy. We 
expect our ability to do this to grow as we learn more about the threat and our en- 
forcement and penalty strategies in accordance with this. 

Our first actions after the tragedy of September 1 1 were to identify known terror- 
ists and terrorist entities, freeze their assets in the United States, and work with 
our allies to extend those freezes worldwide. Since September 11, the United States 
and other countries have frozen more than $112 million in terrorist-related assets. 
The actual amount of money blocked understates the full effect of the blocking ac- 
tion in that our efforts to freeze accounts and fund transfers have effectively cut the 
flow of terrorist money through funding pipelines and permanently excluded des- 
ignees from using the formal financial system. For example, we — through OFAC 
blocking actions, law enforcement actions performed by Operation Green Quest and 
the FBI and subsequent prosecutions — we disrupted al Barakat’s worldwide network 
that, by some estimates, was channeling $15 to $20 million dollars a year to al 
Qaeda. As another example, we froze the assets of the Holy Land Foundation for 
Relief and Development, which, as the principal U.S. fundraiser for Hamas, raised 
over $13 million in 2000. 

Where warranted, we have also unblocked funds. Three hundred fifty million dol- 
lars in Afghan government assets that were frozen in connection with the Taliban 
sanctions, mostly before September 11, have now been unfrozen for use by the legiti- 
mate Afghanistan government. 

We have obtained strong international cooperation in this effort. All but a small 
handful of countries have pledged support for our efforts, over 160 countries have 
blocking orders in force, hundreds of accounts worth more than $70 million have 
been blocked abroad, and foreign law enforcement agencies have acted swiftly to 
shut down terrorist financing networks and to seize terrorists’ assets. The United 
States has often led these efforts, but there have also been important independent 
and shared initiatives. To cite just four examples: On March 11, 2002, the United 
States and Saudi Arabia jointly referred to the U.N. Sanctions Committee two 
branches of a Saudi-based charity; on April 19, 2002, the G7 jointly designated nine 
individuals and one entity; on August 29, 2002, the United States and Italy jointly 
designated twenty-five individuals and entities; and, on September 6, 2002, the 
United States and Saudi Arabia jointly referred to the U.N. Sanctions Committee 
Wa’el Hamza Julaidan, an associate of Osama bin Laden and a supporter of al 
Qaeda terror. These efforts have been bolstered by actions from the European 
Union, which has issued three lists of designated terrorists and terrorist groups for 
blocking and by Germany, which recently submitted the names of four al Qaeda ter- 
rorists connected to the September 11 hijackers to the United Nations Sanctions 
Committee. Also, other countries have been taking proactive freezing actions and 
enforcement measures. 

In addition to these efforts, we work with countries daily to get more information 
about their efforts and to ensure their cooperation is as deep as it is broad. In many 
cases, we provide technical assistance to countries to help them develop the legal 
and enforcement infrastructure they need to find and freeze terrorist assets. 

We have also had success pursuing international cooperation through multilateral 
forums including the U.N., the G7, APEC, the G20, the Financial Action Task Force 
(FATF), the Egmont Group, and the international financial institutions. In par- 
ticular, Treasury continues to play a strong leadership role in FATF, a 31-member 
organization dedicated to the international fight against money laundering. In late 
October 2001, the United States hosted an Extraordinary FATF Plenary session, at 
which FATF adopted eight Special Recommendations on Terrorist Financing. These 
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recommendations quickly became the international standard on how countries can 
take steps to avoid having their financial systems abused by terrorist financiers. 
Many non-FATF members have committed to implement these recommendations, as 
well. Over 80 non-FATF members have already submitted reports to FATF assess- 
ing their compliance with these recommendations. We are continuing our work with- 
in FATF to ensure that member countries fully implement the recommendations. 

We are cleaning up the financial environment generally. Hardly a week passes 
without news that a foreign government or bank has taken an important new step 
to crack down on money laundering or terrorist financing. For example, according 
to foreign press accounts, Thailand recently announced plans “to reduce the min- 
imum value of transactions subject to scrutiny” by its anti-money laundering office. 
As another example, the foreign press recently reported that Qatar National Bank 
provided its entire staff with a 4-day course on fighting money laundering and ter- 
rorist financing. There are scores of similar examples involving countries around the 
globe. 

Governments are also taking steps to prevent charities from being abused by ter- 
rorists. In the United States, we have designated or blocked the assets of several 
U.S. and foreign charities including the Holy Land Foundation, the Afghan Support 
Committee, and the Pakistan and Afghan offices of the Revival of Islamic Heritage 
Society. We have also blocked the financial accounts of the Benevolence Inter- 
national Foundation and the Global Relief Foundation pending ongoing investiga- 
tions of these organizations. The international community, including FATF, is also 
focused on this issue because of the threat it poses not only to our collective security 
but also to the sanctity of charitable giving. Kuwait and Saudi Arabia have each 
reportedly established new supervisory authorities to better regulate charities. This 
work is very important. Charity is an important component of many religions, in- 
cluding Islam, and few acts are as reprehensible as misusing charities for terrorist 
purposes. We seek to ensure a regulatory climate in which donors can give to char- 
ities without fear that their donations will be misused to support terrorism. 

In addition to preventing terrorists from abusing our formal financial systems, 
governments are taking important steps to prevent terrorists from abusing informal 
financial systems, including hawala (a centuries-old, trust-based method of moving 
money that generates little paper trail). FATF’s Eight Special Recommendations re- 
quire member countries to impose anti-money laundering rules on informal financial 
systems, including hawala dealers. As of December 31, 2001, the United States re- 
quired money service businesses to register, maintain certain records, and report 
suspicious activity. In May 2002, the United Arab Emirates hosted an international 
conference where several countries agreed to improve the regulation of hawalas hy, 
among other things, implementing the FATE Recommendations against hawalas 
and designating a supervising authority to enforce the rules. 

We have concentrated the world’s attention on this problem, and these efforts are 
paying off. We know that al Qaeda and other terrorist organizations are suffering 
financially as a result of our actions. We also know that potential donors are being 
deterred from giving money to organizations where they suspect that the money 
might wind up in the hands of terrorists. 

Under leadership from the President, the Congress, and this Committee, we are 
making it increasingly difficult for terrorists to use the mainstream financial sys- 
tem. As a result, we believe that terrorists increasingly will attempt to finance their 
operations by smuggling bulk cash or other instruments. But smuggling is costly. 
It takes time. It is uncertain. Smuggling exposes the cash or other instruments to 
possible detection and seizure by the authorities. Indeed, since September 11, our 
Customs Service has seized over $11 million in cash being smuggled out of the 
United States to Middle Eastern destinations or with some other Middle Eastern 
connection. By making bulk cash smuggling a crime, the USA PATRIOT Act helped 
make these increased seizures possible. 

Smuggling also exposes couriers to possible capture. This summer, Customs, 
United States Secret Service, and EBI agents apprehended and subsequently in- 
dicted Jordanian-born Omar Shishani in Detroit for smuggling $12 million in forged 
cashier’s checks into the United States. The detention and arrest of Shishani are 
highly significant as they resulted from the Customs Service’s cross-indexing of var- 
ious databases, including information obtained by the U.S. military in Afghanistan. 
That information was entered into Customs’ “watch list,” which, when cross-checked 
against inbound flight manifests, identified Shishani. 

While we have had important successes, I must tell you that we have much to 
do. Although we believe we have had a considerable impact on al Qaeda’s finances, 
we also believe that al Qaeda’s financial needs are greatly reduced. They no longer 
bear the expenses of supporting the Taliban government or of running training 
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camps, for example. As I have cautioned before, we have no reason to believe that 
al Qaeda does not have the financing it needs to conduct additional attacks. 

2002 National Money Laundering Strategy 

Although terrorist financing is a key component of our Anti-Money Laundering 
Strategy, our fight against money laundering goes well beyond terrorist financing 
issues. And just as we have made great strides in the war against terrorist financ- 
ing, the Administration’s more general fight against money laundering — domesti- 
cally and internationally — has achieved tremendous progress. 

We are making solid progress on our more traditional money laundering case in- 
vestigations. For the first time, the 2002 Strategy reports on some of the significant 
money laundering cases that the Federal Government has investigated and pros- 
ecuted in the last year. For example, earlier this year. Customs agents in New Jer- 
sey arrested an Assistant Vice President of a bank who was operating an illegal 
money transmitting business that moved approximately a half billion dollars in 8 
months. The Assistant Vice President maintained over 250 accounts at the bank, 
44 of which were in the names of nonexistent companies and people that were fronts 
for currency exchange firms in Brazil. Customs received substantial assistance from 
IRS-CI and DEA in the case, which is now being prosecuted by the U.S. Attorney’s 
Office in Newark. 

In 2001, law enforcement agents of the Departments of Treasury and Justice 
seized over $1 billion in criminal funds — about 38 percent of which was related to 
money laundering investigations. The Departments forfeited over $241 million in 
criminal assets in fiscal year 2001 relating to money laundering. 

But much remains to be done. The vision for how we, as a Government, will ac- 
complish this mission and what we, as a Government, hope to accomplish is laid 
out in the annual National Money Laundering Strategy. 

Congress directed the President, acting through the Secretary of the Treasury, in 
consultation with the Department of Justice and a number of other agencies, to de- 
velop a national strategy for combating money laundering and related financial 
crimes in the Money Laundering and Financial Crimes Strategy Act of 1998. On be- 
half of the President and his Administration, this Department was proud to release 
the 2002 National Money Laundering Strategy, which reflects the views, contribu- 
tions, and consensus of 26 different Federal agencies, in July of this year. I am de- 
lighted to appear before you today to discuss the 2002 Strategy. The 2002 Strategy 
describes our multiyear effort to safeguard the integrity of the world’s financial sys- 
tem and to reduce the vulnerability of the U.S. financial institutions to criminal ac- 
tivities. I am especially proud of our efforts to implement the anti-money laundering 
provisions of the USA PATRIOT Act, which has become a cornerstone of U.S. anti- 
money laundering efforts, and I will expand upon those efforts in a moment. 

The 2002 Strategy is precedent setting. It lays out, for the first time, the com- 
prehensive national strategy to attack the financing of terrorist groups, which I 
have described above. It sets another important precedent too, a precedent about 
accountability, and we have the leadership of Secretary O’Neill to thank for this. 

The 2002 Strategy also reflects two themes that have driven this Administration’s 
approach to money laundering enforcement since its first day in office: (1) the need 
for interagency coordination and cooperation in conducting anti-money laundering 
policy; and (2) the need to ensure that the information that the financial institutions 
are required to report is useful, and can be used effectively by the Government. 

Effective Interagency Coordination 

First, coordination. As I have already noted, 26 distinct agencies participated in 
the drafting of the Strategy and all 26 are necessary to the successful execution of 
the Strategy. We rely on many of these same agencies to lend their experience and 
expertise in drafting regulations to implement the USA PATRIOT Act. 

We have learned through experience that it is only by working cooperatively that 
we will be able to cut off the lifeblood that criminals and terrorists rely on to finance 
their illegal acts. It is vitally important to cooperate and coordinate on an inter- 
agency basis to investigate priority targets whenever it is possible to do so. 

The notion of interagency cooperation is not new. And it is not new in the specific 
area of anti-money laundering investigations. In the Money Laundering and Finan- 
cial Crimes Strategy Act of 1998, Congress directed the Secretary, in consultation 
with the Attorney General, to designate High-Risk Money Laundering and Related 
Financial Crime Areas or HIFCA’s. HIFCA’s can be established to focus on money 
laundering in an industry, sector, or group of financial institutions. 

These HIFCA Task Forces are intended to improve the quality of Federal money 
laundering investigations by concentrating the money laundering investigative 
expertise of the participating Federal and State agencies in a unified task force. 
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HIFCA’s are supposed to leverage the resources of the participants and create inves- 
tigative synergies. Thus, interagency coordination on money laundering investiga- 
tions takes place every single day in HIFCA areas, and the six existing HIFCA Task 
Forces initiated over 100 investigations during 2001. 

Perhaps the most important of these HIFCA cases was Operation Wire Cutter. 
Wire Cutter was a multiyear investigation where the U.S. Customs Service and the 
Drug Enforcement Administration (DEA) teamed with Colombia’s Departamento 
Administrative de Seguridad to arrest 37 individuals as part of an undercover inves- 
tigation of Colombian peso brokers and their money laundering organizations. Inves- 
tigators seized over $8 million in cash, 400 kilos of cocaine, 100 kilos of marijuana, 
6.5 kilos of heroin, nine firearms, and six vehicles. 

I should also note the long-standing “El Dorado” Task Force, which is led by U.S. 
Customs and IRS in New York and is also a High Intensity Drug Trafficking Area 
(HIDTA) initiative. Comprised of 185 individuals from 29 Federal, State, and local 
agencies, the “El Dorado” Task Force is one of the Nation’s largest and most suc- 
cessful financial crimes task forces, having seized $425 million and arrested 1,500 
individuals since its inception in 1992. 

However, we recognize that it is not enough simply to create HIFCA’s or celebrate 
the success of isolated cases. A number of obstacles still remain before the mission 
of all the HIFCA’s can be fully realized. For example, the Federal law enforcement 
agencies have provided different levels of commitment and staffing to the Task 
Forces. Few of the HIFCA’s have succeeded in integrating non-law enforcement per- 
sonnel into their work. 

We have been candid about the difficulties some of the HIFCA’s have experienced, 
and we discussed them in Goal 3 of the 2002 Strategy along with our plan to deter- 
mine how to improve the functioning of the HIFCA’s. During this year, the Depart- 
ments of Treasury and Justice are reviewing what has worked and what has not 
since the initial designation of the HIFCA’s, and will seek to implement appropriate 
changes through the work of an interagency HIFCA review team. 

The 2002 Strategy presents a concrete plan and a vision for further improving 
interagency coordination on law enforcement investigations. The Strategy calls on 
the Treasury and Justice to co-lead an interagency effort to identify potential money 
laundering-related targets, and then deploy the necessary assets to attack those 
agreed upon targets. Those efforts are well under way and I am very pleased with 
the progress the interagency group has made in a short period of time. 

Effective Use of Reported Information 

Next, the Strategy focuses on ensuring that we are making effective use of infor- 
mation that financial institutions are required to report to the Government. Both 
inside and outside of Congress some have wondered whether the information re- 
ported by financial institutions, especially the Suspicious Activity Reports (SAR’s), 
makes any difference and whether any one in law enforcement reviews them. The 
answer to both questions is an unequivocal YES. 

Federal law enforcement agents, often together with their Federal and State fi- 
nancial regulatory colleagues and State law enforcement colleagues, currently 
download and review over 15,000 SAR’s every month. Each SAR filed is reviewed 
in the field, often by more than one agency. Obviously, given restraints on resources 
and the number of hours in the day, we have to make educated decisions about 
which SAR’s merit further investigation, and then proceed accordingly. 

The 2002 Strategy strongly supports the creation and development of interagency 
SAR Review Teams. Goal 3, Objective 1, Priority 3 specifically addresses the cre- 
ation of five additional SAR Review Teams in the U.S. Attorney Offices that do not 
currently have or support a SAR Review Team, but would benefit from having one. 
Several HIFCA Task Forces, such as San Juan, Los Angeles, New York, and Chi- 
cago, have also successfully integrated their SAR Review efforts into the work of 
their HIFCA Task Forces. 

Let me give you a few examples of how SAR’s have been used in some high-profile 
cases and in recent criminal investigations. 

• A SAR filed in August 1998, by Republic National Bank reported a series of sus- 
picious transfers of large sums of money from a Russian bank correspondent 
account to accounts in the Bank of New York. Federal authorities began an inves- 
tigation of Peter Berlin and his wife, Ludmila Edwards, a BONY Account Execu- 
tive. Seizure warrants were executed against the BONY accounts and several 
other Berlin entities, as well as the correspondent account for a Russian bank at 
the Bank of New York, and resulted in seizures totaling $21,631,714 from 11 dif- 
ferent accounts. Berlin and his wife pled guilty to conspiracy, money laundering, 
and conducting an illegal money transmittal business, and agreed to criminal for- 
feitures totaling approximately $8.1 million. 
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• In January 2001, Citibank Miami filed a Suspicious Activity Report (SAR) con- 
cerning the deposit of approximately $15 million from an individual whom law en- 
forcement determined to be the “bagman” for Vladimiro Lenin Montesinos-Torres, 
the former Chief of the Peruvian National Intelligence Service (SIN). Montesinos 
was under investigation in Peru for fleeing with government funds, trafficking in 
narcotics, and violating human rights. Intelligence information revealed that 
Montesinos had maintained a global network of bank accounts and front compa- 
nies to move and to hide hundreds of millions of dollars received from drug traf- 
fickers, defense contract kickbacks, embezzlement of public funds, and gun-run- 
ning since the mid-1990’s. This money was deposited into banks located in Peru, 
Switzerland, the Ca3mian Islands, Panama, and the United States. Following the 
bagman’s arrest, Montesinos attempted to extort U.S. bank officials to release 
about $38 million seized in connection with the investigation. This effort backfired 
when Montesinos associate was arrested in Miami and cooperated with the FBI, 
providing them with the location of Montesinos hiding place. Over $22 million has 
been seized in the United States for forfeiture related to this investigation. 

• In May of this year, as a result of several SAR’s filed by different financial institu- 
tions, three principals and the former treasurer of a group of metal trading com- 
panies were charged with conspiracy to commit bank fraud, mail fraud, and wire 
fraud in connection with a sophisticated international scheme to defraud banks 
worldwide of more than $600 million. 

• In April of this year, information learned from an interagency investigation gen- 
erated by SAR’s led to the successful prosecution of a man for operating an illegal 
money transmitting system. From September 5, 2000 through November 2001, the 
defendant operated the money transmitter without the license required by the 
State, despite notice from the State supervisory agency that this was criminal 
conduct. During this period, the defendant transmitted $2.8 million to the UAE. 
The money transmitter in this case is one of a number of outlets of a money trans- 
mitter system that had its assets frozen by OFAC. 

• Another SAR filing led to the investigation, arrest, and guilty plea in February 
of this year of three brothers who pled guilty to fraudulently selling food stamps 
out of their convenience store. The scam netted nearly $2 million. The brothers 
wire transferred several hundred thousand dollars to foreign nationals in the Mid- 
dle East, and these transactions are still under investigation by Federal agents. 

SAR’s have also been used to aid investigations of terrorist financing. In the 6 
month period following the September 11 attack, 255 financial institutions filed over 
1,600 SAR’s concerning potential terrorist financing activity, with violation amounts 
ranging up to $300 million. FinCEN continues to support law enforcement efforts 
in tracking terrorist financing. 

Implementation of the USA PATRIOT Act 

As I have just stated, the importance of the SAR’s is, of course, interrelated with 
our work in implementing the many provisions of the USA PATRIOT Act. Goal 4 
of the Strategy focuses on our work on the USA PATRIOT Act and our related goal 
to ensure that these regulations are meaningful and useful to law enforcement. In 
that vein, I wish to turn now to an update on Treasury’s implementation of the 
money laundering and antiterrorism provisions of Title III of the USA PATRIOT 
Act. We have devoted ourselves at the highest levels of Treasury to carrying out the 
tasks that this Committee and Congress have placed on our shoulders to improve 
and to fortify our anti-money laundering and antiterrorist financing regime. The 
provisions of the Act, and now our regulations, take aim at areas in which our fi- 
nancial services sector may be vulnerable to abuse. As the principal architect of 
these new regulations. Treasury is mindful of the need to craft rules that achieve 
the goals of the Act without unduly burdening legitimate business activities or our 
citizens’ privacy. 

Any discussion of Treasury’s implementation of the USA PATRIOT Act would be 
incomplete without recognition of the assistance provided by the Federal banking 
agencies, the Securities and Exchange Commission, the Commodity Futures Trading 
Commission, and the Department of Justice. These agencies have lent their time 
and expertise for the common goal of protecting our financial system through intel- 
ligent regulations. Active participation by the financial services industry that will 
operate under our regulations, has also been essential. 

Our major accomplishments over the past 11 months include: 

• Together with the Federal functional regulators, issuing proposed customer identi- 
fication and verification regulations. 

• Developing a proposed rule to that seeks to minimize risks presented by the cor- 
respondent banking and private banking accounts. 
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• Expanding our basic anti-money laundering program requirement to the major 
financial services sectors, including insurance and unregistered investment com- 
panies, such as hedge funds. 

• Developing rules to permit and facilitate the sharing of information between law 
enforcement and financial institutions, as well as among financial institutions 
themselves. 

Of course, each of these accomplishments emanated from the very legislation that 
this Committee was instrumental in drafting. 

Ensuring Appropriate Customer Identification and Verification of Identification 
In July, Treasury and the Federal functional regulators, jointly issued proposed 
rules requiring certain financial institutions to develop identification and verifi- 
cation procedures that enable them to form a reasonable belief as to the identity 
of the customer. The proposed rules apply to banking institutions, securities brokers 
and dealers, mutual funds, futures commission merchants, and futures introducing 
brokers. Just as this Committee enyisioned, the proposed rules seek to make man- 
datory what many financial institutions are already doing — obtaining basic identi- 
fying information from customers at the time of account opening. However, the rules 
also maintain sufficient flexibility so as to accommodate advancing technology and 
the wide range of channels through which financial services are offered by these in- 
stitutions, including opening accounts yia the Internet. Obtaining certain informa- 
tion is mandatory, but the manner in which that information is obtained and 
verified is appropriately left to the discretion and judgment of each particular finan- 
cial institution. We are continuing our work on drafting similar regulations for the 
remaining types of financial institutions that maintain accounts for customers. 

From the outset, we recognized the potential benefits to a financial institution’s 
identification program if it were able to reliably confirm that the customer’s name 
matched the Social Security number provided at the time of account opening. The 
most reliable source for this information is, of course, the Social Security 
Administration. This spring, we reached an agreement in principle with the Social 
Security Administration to permit financial institutions to verify with the Social Se- 
curity Administration the authenticity of the Social Security numbers provided by 
accountholders. We are continuing to work out the logistical details and hope to 
have this service available in the near future. However, I caution that verifying the 
authenticity of a Social Security number does not ensure that the person who pro- 
vided the information is, in fact, that person. 

Eliminating Risks Associated with Correspondent Banking Activities of 
Foreign Banks and Other Foreign Financial Institutions 

Several important provisions of the USA PATRIOT Act take aim at systematically 
eliminating the risks that can exist when U.S. financial institutions offer correspon- 
dent accounts to foreign hanks and other foreign financial institutions. Given their 
breadth and international focus, these provisions are some of the more significant 
ones in the Act. 

One month after the Act became law, we issued interim guidance to financial 
institutions describing how they were to comply with two key provisions — the prohi- 
bition on maintaining correspondent accounts for foreign shell banks (Section 313), 
as well as the recordkeeping provisions for foreign banks having correspondent ac- 
counts (Section 319(b)). A proposed rule followed shortly thereafter. Having thor- 
oughly reviewed public comments received and analyzed the issues presented, we 
issued on September 18 a final rule implementing both provisions. 

In the final rule, we have defined “correspondent account” to reflect the objectives 
of different provisions of the Act, as well as comments received from the private sec- 
tor. With respect to the shell bank prohibition, for example, we have construed the 
term “correspondent account” broadly to reflect the intent of Congress to cut off 
unregulated “brass plate banks” from the U.S. financial system. Similarly, we deter- 
mined that a broad definition of “correspondent account” was appropriate for the 
recordkeeping provisions of Section 319(b). These recordkeeping provisions apply to 
correspondent accounts maintained by any foreign bank, regardless of the jurisdic- 
tion in which the foreign bank is licensed. Obtaining the basic information required 
by this Section from all foreign banks, namely, the names of the owners of the for- 
eign bank and the name of a U.S. agent for service of process, serves a valuable 
law enforcement purpose and will assist U.S. banks and securities brokers with 
their anti-money laundering efforts. Further, Section 319(b) also contains an im- 
portant provision authorizing both the Secretary of the Treasury and the Attorney 
General to serve administrative subpoenas on any foreign banks with correspondent 
accounts in the United States. Any limitation on the definition of a correspondent 
account in this Section would unduly limit this subpoena power. 
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Treasury has also issued a proposed rule that aggressively implements Section 
312 of the Act, a provision that takes aim at a wide array of money laundering risks 
associated with correspondent accounts maintained for foreign financial institutions 
in the United States. Additionally, both the statute and Treasury’s proposed rule 
seek to curb potential abuses in connection with private banking accounts for for- 
eign persons by requiring due diligence, including obtaining information on the true 
ownership and source of funds placed in such accounts. Recent events have dem- 
onstrated the risks posed by well-intentioned financial service professionals seeking 
to court and maintain wealthy foreign clients. This rule is designed to minimize 
those risks. Treasury’s rule also includes important safeguards to prevent the pro- 
ceeds of foreign official corruption from finding a home in the U.S. financial system. 

After issuing this proposed rule. Treasury received extensive comments from the 
affected industries. While many of the issues raised will take time to analyze. Sec- 
tion 312 became effective on July 23. Accordingly, on that date we issued an interim 
rule that effectively tolled the application of this provision pending our issuance of 
a final rule for most financial institutions. However, because of the importance of 
this provision in protecting the financial system, we required certain financial insti- 
tutions, such as banks and securities and futures brokers, to begin conducting the 
type of due diligence that will eventually be incorporated into the final rule. 

Expanding the Anti-Money Laundering Regime to All Facets of the 
U.S. Financial System 

A basic tenet of our anti-money laundering regime is that tainted funds will follow 
the path of least resistance to enter the legitimate financial system. Therefore, a 
comprehensive approach to minimizing money laundering and terrorist financing 
risks within the Nation necessarily involves extending controls to the full range of 
financial services industries that may be susceptible to abuse. Section 352 of the Act 
embodies this approach by directing Treasury to expand the basic anti-money laun- 
dering program requirement to all financial institutions presenting risks of money 
laundering by virtue of the products or services offered. The challenge is to take the 
broad statutory mandate and translate that into rules applicable to each of the 
diverse industries defined as financial institutions under the Bank Secrecy Act. 

In April, Treasury, with the assistance of the SEC, the CFTC, their respective 
self-regulatory organizations, and the banking regulators, issued regulations requir- 
ing firms in the major financial sectors to establish an anti-money laundering pro- 
gram. In addition to the banks, which already had an anti-money laundering pro- 
gram requirement, we covered securities brokers and dealers, futures commission 
merchants and introducing brokers, mutual funds, money services businesses, and 
operators of credit card systems. Separate rules applicable to each financial industry 
were drafted to ensure that the programs would be appropriately tailored to the 
risks posed by their operations. With the pledge that we would work diligently to 
complete our task, the Secretary exercised his discretion and allocated additional 
time for us to study the remaining industry sectors and craft regulations. 

Since that time, we have studied the business operations of the remaining finan- 
cial industries in order to take banking oriented regulations and modify them to 
apply to these other industries. Members of the remaining financial industries have 
never been subject to comprehensive Federal regulation of their relationships with 
customers, let alone anti-money laundering regulation. Additionally, the remaining 
categories of financial industries encompass a broad range of businesses, from sole 
proprietorships to large corporations, further complicating the process of drafting a 
regulation that does not impose an unreasonable regulatory burden. Following 
months of meetings with industry groups and representatives, we have virtually 
completed our research and are working now on the task of drafting the regulations. 

We recently issued proposed rules that would require firms in certain segments 
of the insurance industry and certain investment companies (namely, those not reg- 
istered with the Securities and Exchange Commission) to establish anti-money laun- 
dering programs. These two rules reflect the complexities of our task. For the insur- 
ance industry, after tapping the expertise of the State insurance regulators and both 
domestic and international law enforcement officials, we tailored the rule to those 
areas of the industry where the products offered are particularly susceptible to 
money laundering abuse and instances of money laundering have been documented. 
This is primarily the life and annuity products. Also while the insurance agent must 
play a vital role in any comprehensive anti-money laundering program, we 
expressly left the obligation on tbe insurance company to set up and assure imple- 
mentation of the program. Upon the establishment of an effective program, the in- 
surance company can delegate responsibilities to the agents as appropriate. With re- 
spect to investment companies, such as hedge funds, that are not registered with 
tbe SEC, with the expert guidance and assistance of the SEC and the CFTC, we 
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specifically targeted collective investment vehicles with characteristics that make 
them susceptible to money laundering. Those vehicles investing in securities, com- 
modity futures, or real estate fall within the rule. Furthermore, to facilitate effective 
regulation, we are proposing to require investment companies covered by the rule 
to file a notice with FinCEN identifying themselves, their principal investments, 
and contact information. Such a notice is crucial given that many such vehicles 
often have offshore operations despite their marketing to U.S. investors. 

Another important component of an effective anti-money laundering regime is en- 
suring that financial institutions report suspicious activity to FinCEN promptly. 
With the able assistance of the SEC and the Federal Reserve, we have successfully 
completed a final suspicious activity reporting rule for securities brokers and deal- 
ers, ensuring that firms in this critical financial sector have a mechanism in place 
for reporting suspicious activities. Similarly, we are working with the CFTC to com- 
plete a proposed rule that would require the futures industry to file suspicious activ- 
ity reports, and we are working with the SEC on a rule requiring mutual funds to 
file suspicious activity reports. And, although not required by the Act, we recently 
issued a final rule requiring casinos to file suspicious activity reports. Beyond these 
financial institutions, we are considering whether reporting obligations should be 
imposed on additional financial sectors such as the insurance industry. As we gain 
more experience with the various financial sectors, we will be able to make an 
informed judgment as to the efficacy of imposing reporting requirements. 

Facilitating the Sharing of Critical Information Relating to Money Laundering 
and Terrorist Financing 

Early in the implementation process, I emphasized that one of the principles that 
guides Treasury’s implementation of Title III is honoring a central purpose of the 
Act to enhance coordination and information flow. To that end, we have issued a 
final rule pursuant to Section 314(a) seeking to establish FinCEN as an information 
conduit between law enforcement and financial institutions to facilitate the sharing 
and the dissemination of information relating to suspected terrorists and money 
launderers. The system builds upon FinCEN’s ongoing relationships with law en- 
forcement, the regulators, and the financial community. We have also pledged to 
work going forward to provide the financial sector with additional information, such 
as typologies of money laundering or terrorist financing schemes and updates on the 
latest criminal trends. 

Since March of this year. Treasury has authorized certain financial institutions 
to share information among themselves concerning those suspected of terrorism or 
money laundering pursuant to Section 314(b) of the Act. Our final rule retains the 
central features of the prior rule, but we have expanded the scope of financial insti- 
tutions eligible to share information under this provision. Also, as required by the 
statute, financial institutions must provide FinCEN with a yearly notice that they 
will be taking advantage of this provision to share information. 

Further facilitating the sharing of information is FinCEN’s establishment of the 
USA PATRIOT Act Communication System (PACS). PACS is designed to allow par- 
ticipating financial institutions to quickly and securely file BSA reports over the 
Internet. This e-filing will expedite reporting the process, make the information 
available to law enforcement more rapidly, and reduce the costs for financial institu- 
tions in compl3dng with the filing of BSA reports. FinCEN has completed a success- 
ful beta test in which twenty-six major financial institutions volunteered to file their 
BSA reports using this system. They have also begun offering this optional filing 
method to financial institutions generally. 

Conclusion 

In summary, we have made substantial progress in the global fight against money 
laundering, through our coordinated efforts, including our work in terrorist financ- 
ing and the National Money Laundering Strategy and our implementation of the 
USA PATRIOT Act. The Act is making a difference. Recently, USA Today reported 
the results of a survey of over 2,000 financial professionals. Sixty-nine percent of 
them agreed that the USA PATRIOT Act will prevent terrorist access to the U.S. 
financial system. They are right. We believe that the Act is making it increasingly 
difficult for terrorists to use the U.S. financial system. We are disrupting their 
ability to plan, operate, and execute attacks. And we are forcing them to resort to 
methods, such as bulk cash smuggling, that expose them to a greater risk of detec- 
tion and capture. 

Of course, we still have much more work to do, and this important work must 
continue once the new Department of Homeland Security has been created. Regard- 
less of the final structure of the new Department, Treasury will continue playing 
a pivotal role. 
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For example, our regulatory and oversight responsibilities for the USA PATRIOT 
Act and Bank Secrecy Act will continue. We are hard at work on developing addi- 
tional implementing regulations, and I have testified repeatedly that the work does 
not stop once the regulations have been released. Time and experience will allow 
reasoned reflection on the decisions we have made, and it is incumbent upon the 
Treasury to make adjustments to these rules when it is necessary to ensure that 
they continue to achieve our goals. 

To that end, I announced the creation of a new task force within the Treasury, 
the TreasuryAJSA PATRIOT Act Task Force. This task force will work with other 
financial regulators, the regulated community, law enforcement, and consumers to 
improve the regulations that we have issued in light of the experience we gain 
through implementation. 

Even after the creation of the new Department, Treasury will continue to partici- 
pate in analyzing and investigating the information reported by financial institu- 
tions. IRS-Criminal Investigation will maintain its leadership of the interagency 
SAR Review Teams that I discussed earlier in my testimony. Again, these SAR Re- 
view Teams currently review over 15,000 SAR’s each month. IRS-CI has established 
41 SAR Review Teams across the country and will continue to devote substantial 
resources to this effort. 

OFAC, of course, will continue its role in administering targeted financial sanc- 
tions. FinCEN will also remain at work in developing new analytical tools to find 
patterns in the data provided by the financial institutions. In addition to its tradi- 
tional role of supporting law enforcement agencies on specific investigations, 
FinCEN has begun to develop proactive leads to send to the field for investigation. 
FinCEN will continue these efforts and continue to send the necessary information 
to the appropriate law enforcement agencies, wherever they hang their hats at the 
end of the day. 

We look forward to working with the new Department and the Committee on our 
continued work toward our common goal. 
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Executive Summary 

One year ago, terrorists struck our Nation with unforeseen guile and unprece- 
dented consequences — unprecedented consequence for Americans and our way of 
life. In turn we have taken unprecedented actions to dismantle terrorist networks. 
Under the leadership of President Bush, Americans have rallied to the war on ter- 
ror, and we have struck back on every front: military, political, and financial, even 
as we have strengthened our homeland defenses against future attacks. 

The Department of the Treasury — in coordination with the Departments of Justice 
and State — leads an interagency effort to disrupt and dismantle terrorist financing. ^ 
No less than the military campaign, the financial war has required careful planning, 
domestic and international coalition-building, and decisive execution. And as with 
the military campaign, we have achieved results. 

As a necessary first step in leading the financial war against terrorism, we have 
developed and published a comprehensive strate^ to identify, disrupt, and dis- 
mantle terrorist financing networks. This strategy is three-fold. First, we are apply- 
ing technology, intelligence, investigation, and regulations to locate and freeze the 
assets of terrorists, wherever they may hide. New powers granted by the President 
and Congress have enabled us to scour the world financial system for suspicious 
activities with greater precision than ever before. 

Second, we are attacking terrorist financial infrastructures — their formal and un- 
derground methods for transferring funds across borders and between cells, whether 
through banks, businesses, hawalas, subverted charities, or innumerable other 
means. Our approach is to deny terrorists access to the world’s formal financial in- 
frastructure and use the money trail to locate and apprehend terrorists. 

Third, we are using diplomatic resources and regional and multilateral engage- 
ments to ensure international cooperation, collaboration, and capability in disman- 
tling terrorist financing networks. 

The war on terrorist financing is an immense undertaking. The openness of our 
modern financial system, which allows savers and investors to fuel economic growth, 
also creates opportunities for terrorist parasites to hide in the shadows. Our chal- 
lenge in this front of the war is to protect the freedom and flexibility the world’s 
financial systems while driving our enemies into the sunlight, where we and our 
allies can sweep them up. We have enjoyed success, but much more remains to be 
done. 

The United States took six principal steps in the fall of 2001 to pursue financial 
underwriters of terrorism: 

1. President Bush signed Executive Order 13224 giving the United States greater 
power to freeze terrorist-related assets; 

2. The United States won the adoption of UN Security Council Resolutions 1373 
and 1390, which require member nations to join in the effort to disrupt terrorist fi- 
nancing; 

3. We are implementing the USA PATRIOT Act to broaden and deepen informa- 
tion sharing and the regulatory net for our financial system; 

4. We are engaging multilateral institutions such as the Financial Action Task 
Force and the international financial institutions (IFTs) to focus on terrorist financ- 
ing; 

5. We established Operation Green Quest — an interagency task force which has 
augmented existing counter-terrorist efforts by bringing the full scope of the Govern- 
ment’s financial expertise to bear against systems, individuals, and organizations 
that serve as sources of terrorist funding; and 

6. We are sharing information across the Federal Government, with the private 
sector, and among our allies to crack down on terrorist financiers. 

The President’s Executive Order 13224 explicitly targets terrorist financing and 
casts a global net over the fundraisers, donors, transfer agents, and bankers of ter- 
ror. It subjects managers and fiduciaries of nongovernmental organizations, foreign 
financial institutions and donors to economic sanctions if they support terrorism. 

The UN Security Council Resolutions amplify the effect of the President’s Execu- 
tive Order. The resolutions — 1373 and 1390 — direct member states to criminalize 
terrorist financing and to adopt regulatory regimes intended to detect, deter, and 
freeze terrorist funds. The UN actions have been critical to winning support for our 


^This fact sheet highlights the Treasury Department’s efforts against terrorist financing over 
the past 12 months since September 11, 2001. This is not intended to document all United 
States Government activity on the financial front on the war on terrorism. The activities of 
other areas within the U.S. Government — specifically the intelligence community, the military 
community, the diplomatic community, and the non-Treasury law enforcement community — are 
not detailed here. 
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campaign, and they have been essential tools for building the international coalition 
against terrorist financing. 

International alliances against terrorism are crucial, because the overwhelming 
bulk of terrorist assets, cashflows, and evidence lie outside our borders. We are 
working strategically with allies around the world to address regional threats: we 
have recently submitted names to the UN jointly with Italy, Saudi Arabia, China, 
and central Asian states. To augment our allies’ good intentions and capabilities, 
we are providing technical assistance to many Persian Gulf, African, South Amer- 
ican, and Southeast Asian countries. Our assistance allows them to accomplish their 
goals for neutralizing those who support terror. 

We are reaching out to other international organizations, such as the Financial 
Action Task Force (FATF), an international body created to fight money laundering, 
to impact terrorist financing. FATF adopted eight principles of conduct specifically 
directed at terrorist financing — Eight Special Recommendations that all member na- 
tions have endorsed and moved to implement. The U.S. Treasury Department has 
also prompted the G7, the G20, the IMF, and the World Bank to take actions, enlist- 
ing their member nations in the comprehensive program against terror. 

Domestically, the enactment of the USA PATRIOT Act has provided several tools 
for the financial front of the war. The USA PATRIOT Act imposes responsibilities 
for opening and monitoring bank accounts, permits information sharing within the 
Government and among financial institutions, bars transactions with shell banks, 
requires information from foreign financial institutions, protects sensitive evidence 
from disclosure, and expands the industry sectors subject to rigorous anti-money 
laundering and terrorist financing compliance programs. The USA PATRIOT Act 
also encourages partnerships between the Government and the private sector. 
Treasury and the FBI have reached out to the financial services sector in order to 
develop effective screening mechanisms for suspect transactions. 

Over the past year, we have seen successes in the financial war on terrorism. 

For example, we exposed and dismantled the al Barakat financial network. A1 
Barakat’s worldwide network and its owners were channeling several million dollars 
a year to and from al Qaeda. Last November, Treasury agents shut down eight al 
Barakat offices in the United States, and took possession of evidence that will be 
investigated for further leads in the terrorist money trail. Millions of dollars have 
moved through these U.S. offices of al Barakat. At its core, it was a conglomerate 
operating in 40 countries around the world with business ventures in telecommuni- 
cations, construction, and currency exchange. They were a source of funding and 
money transfers for bin Laden. Our allies around the world are joining us in cutting 
al Barakat out of the world financial system. Dubai, UAE is the home base of al 
Barakat. The UAE blocked the accounts of al Barakat, paralyzing the nerve center 
of the operation. 

Another success is our action against the Holy Land Foundation for Relief and 
Development. Holy Land headquartered in Richardson, Texas, raises millions of dol- 
lars annually that is used by Hamas. In 2000, Holy Land raised over $13 million. 
Holy Land supports Hamas activities hrough direct fund transfers to its offices in 
the West Bank and Gaza. Holy Land funds are used by Hamas to support schools 
that serve Hamas ends by encouraging children to become suicide bombers and to 
recruit suicide bombers by offering support to their families. Our action blocked 
their current accounts and prohibits U.S. persons from doing business with Holy 
Land in the future, thereby stopping the flow of millions of dollars every year from 
the United States to Hamas. 

Our war on terror is working — both here in the United States and overseas. We 
are harvesting information, and we are putting it to good use. We are seeing 
progress. We have frozen dollars and the assets of organizations, stopping acts of 
terror before they can occur, and forcing terrorist backers to riskier, more vulner- 
able positions. 

Our efforts are having real-world effects, al Qaeda and other terrorist organiza- 
tions are suffering financially as a result of our actions. Potential donors are being 
more cautious about giving money to organizations where they fear that the money 
might wind up in the hands of terrorists. In addition, greater regulatory scrutiny 
in financial systems around the world is further marginalizing those who would sup- 
port terrorist groups and activities. 

The war on terrorism is only beginning, and it is certain to demand constant vigi- 
lance. In the year since that terrible day, we have hit them hard. Our goal is to 
bankrupt their institutions and beggar their bombers. This war — the financial war 
against terrorism — won’t be easy and much more remains to be done. We are off 
to a good start but it is a long obstacle filled road ahead. We will not relent. 
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Executive Order 13224 

"We will starve terrorists of funding, turn them against each other, rout them out 
of their safe hiding places, and bring them to justice. ” 

President George W. Bush 
September 24, 2001 

On September 24, President Bush issued Executive Order 13224, authorizing the 
blocking of the assets of terrorists and those who assist them. 

The Order expands the Treasury Department’s power to target the support struc- 
ture of terrorist organizations, freeze the assets subject to U.S. jurisdiction and 
block the transactions of terrorists and those that support them, and deny them 
access to U.S. markets. 

Disrupting the Financial Infrastructure of Terrorism 
The Executive Order — 

• Targets all individuals and institutions linked to global terrorism. 

• Allows the United States to freeze assets subject to U.S. jurisdiction and prohibit 
transactions by U.S. persons with any person or institution designated pursuant 
to the Executive Order based on their association with terrorists or terrorist orga- 
nizations. 

• Names specific individuals and organizations whose assets and transactions are 
to be blocked. 

• Punishes financial institutions at home and abroad that continue to provide re- 
sources and/or services to terrorist organizations. 

Authorities Broadened 

New Executive Order actions and authorities: 

The Executive Order blocks the U.S. assets and transactions of specified terror- 
ists, terrorist organizations, and terrorist supporters and authorizes the imposition 
of blocking orders on additional domestic or foreign institutions that support ter- 
rorism. It also directs Federal agencies to work with other nations to cut off funding 
and shut down the institutions that support or facilitate terrorism. 

The new Executive Order broadens existing authority in three principal ways: 

• It expands the coverage of existing Executive Orders from terrorism in the Middle 
East to global terrorism. 

• The Order expands the class of targeted groups to include all those who provide 
financial or material support to, or who are “associated with,” designated terrorist 
groups. 

• Establishes our ability to block the U.S. assets of, and deny access to U.S. mar- 
kets to, those foreign banks that refuse to freeze terrorist assets. 

Blocking Terrorist Assets 

• The Order prohibits U.S. transactions with designated terrorist organizations, 
leaders, support networks, donors, and corporate and charitable fronts. 

• Terrorist groups from around the world are designated under the Order, including 
organizations that are related to the al Qaeda network. 

• Terrorist leaders and operatives are listed; including Osama bin Laden and his 
chief lieutenants along with many of the entities that act as a support network 
for al Qaeda, including charities and front organizations. 

• The Order authorizes the Secretary of State and the Secretary of the Treasury 
to make additional terrorist designations. 

— The Treasury’s Office of Foreign Assets Control (OFAC) plays a key role in im- 
plementing and administering the Order, including by working with financial 
institutions to ensure that they implement blocking orders and maintaining a 
current list of designated entities on its website: http: II www.ustreas.gov ! of- 
fices ! enforcement / ofac 

Results 

Two hundred thirty-six individuals, entities, and organizations are currently des- 
ignated under the Executive Order as supporters of terrorism. This includes 112 in- 
dividuals ranging from organizational leaders such as Osama bin Laden and his key 
lieutenants to terrorist operatives, financiers, and intermediaries around the globe. 
All 34 U.S. -designated Foreign Terrorist Organizations are listed under the order 
as are 15 other terrorist organizations such as the Continuity IRA and the East 
Turkistan Islamic Movement. Seventy-four other companies, charitable organiza- 
tions, or entities who support and/or finance terrorism are also listed under the 
Order. Working bilaterally and through the United Nations and other multilateral 
institutions, we have spread the effort to freeze terrorist assets across the globe. 
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Over 165 countries and jurisdictions have issued blocking orders against the assets 
of terrorists. Since September 11, 2001, $112 million in terrorist assets have been 
frozen worldwide in over 500 accounts. Thirty-four million dollars of those assets are 
frozen in the United States, $78 million overseas. 

While the money frozen in bank accounts is one measure of the impact of the 
blocking orders, it is not the most important one. Each of the accounts frozen has 
the potential to be a pipeline for far more money than what was in the account on 
the day it was frozen. In addition to closing off these identified pipelines, blocking 
actions have a deterrent effect leading those who would assist the financing of ter- 
rorism to avoid use of the traditional financial system. Finally, following the money 
assists worldwide law enforcement, intelligence, and military communities to iden- 
tify, capture, arrest, and neutralize terrorists. 

The Executive Order applies to all global terrorists. The list of designees includes 
74 terrorists or supporters of terrorism not part of the al Qaeda network such as 
Shining Path, the REAL IRA, the Tamil Tigers, Hamas, ETA, and Hezbollah, among 
others. 

Just as the United States needed new Government powers to enable the financial 
war on terrorism to begin, other nations around the globe examined their laws and 
sought new legislation to enable them to engage in the financial front of the war 
on terrorism. Since September 11, over 180 countries and jurisdictions have imple- 
mented, passed, or drafted legislation strengthening their abilities to combat the 
financing of terrorism. 

USA PATRIOT Act 

On October 26, 2001, the President signed into law the Uniting and Strength- 
ening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001. Contained within this comprehensive pack- 
age is a wide array of provisions designed to enhance our ability to combat ter- 
rorism, the financing of terrorism, and money laundering. 

I. Provisions Bolstering our Anti-Money Laundering/Anti-Terrorist 
Financing Regulatory Regime 

• The USA PATRIOT Act contains sweeping revisions to our anti-money laundering 
and antiterrorist financing regime that dramatically enhanced Treasury’s ability 
to combat the financing of terrorism and money laundering. These provisions re- 
flect the important principles of: (1) enhancing transparency in financial trans- 
actions; (2) protecting the international gateways to the U.S. financial system; and 
(3) increasing the vigilance of all our financial institutions that are themselves the 
gatekeepers of the financial system. 

• Over the past year we have: 

— Issued a series of proposed and interim regulations targeting money laundering 
and terrorist financing risks associated with correspondent accounts maintained 
by foreign financial institutions. 

— Issued jointly with the Federal financial regulators proposed rules requiring 
banks, securities brokers, futures commission merchants, and mutual funds to 
establish basic customer identification and verification procedures. 

— Issued regulations requiring key financial sector industries to implement anti- 
money laundering programs designed to prevent the services they offer from 
being used to facilitate money laundering or the financing of terrorism. 

II. Provisions Enhancing the Ability to Share Critical Information 

• The USA PATRIOT Act permits and facilitates greater information sharing 
among law enforcement and the intelligence community. 

• Treasury has issued regulations implementing another provision of the Act de- 
signed to improve two other key channels of communication regarding terrorism 
and money laundering between the Government and financial institutions; and 
among the financial institutions themselves. 

• Treasury’s FinCEN has developed a new, highly secure website through which fi- 
nancial institutions will be able to file Bank Secrecy Act information electroni- 
cally. The same system will also permit FinCEN, as well as financial regulators 
and law enforcement, to send alerts or other communications directly to financial 
institutions in a secure environment. The USA PATRIOT Act Communication Sys- 
tem (PACS) has the capability of providing an instantaneous communication link 
between FinCEN and all financial institutions and will better enable us to fight 
terrorism and financial crime. 
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III. Provisions Providing the Additional Tools Necessary to Block 
AND Freeze Terrorist Assets 

• The USA PATRIOT Act also makes several amendments to International Emer- 
gency Economic Powers Act (lEEPA), which enhances our ability to freeze ter- 
rorist assets. In the financial war on terrorism, this blocking and freezing power 
has been an essential weapon in our arsenal. Among others things, the amend- 
ments clarify the authority (1) to freeze assets during an investigation, and (2) 
to use classified information to support a blocking order without having to reveal 
that information to anyone other than a reviewing court. 

Results 

The USA PATRIOT Act was enacted with the assistance of the Federal banking 
regulators, the Securities and Exchange Commission, the Commodity Futures Trad- 
ing Commission, and the Department of Justice. Since the USA PATRIOT Act was 
enacted, the Treasury Department has worked with these agencies to issue over 
dozen regulations covering a wide array of financial institutions and transactions. 

Charities 

Unfortunately, some charities have been abused by those who finance terror, 
through schemes to siphon money away from humanitarian purposes and to funnel 
it to terrorism. Charities across the world do important work, making a difference 
in the lives of millions of people, and the sanctity of charitable giving is a critical 
component of many cultures. In 2000, for example, Americans donated $133 billion 
dollars to charity with humanitarian intent. Donors around the world deserve to 
know that protections are in place to assure that their contributions are being chan- 
neled to the good purposes intended. 

The President’s Executive Order 

Under the authority of E.O. 13224, the United States has designated 10 foreign 
charitable organizations as having ties to al Qaeda or other terrorist groups and has 
shut down two prominent U.S. -based charities with alleged ties to Osama bin Laden 
and the Taliban. In addition, the U.S. Government has frozen the assets of the larg- 
est U.S. -based Islamic charity which acted as a funding vehicle for HAMAS. Six mil- 
lion three hundred thousand dollars in U.S. charitable funds have been frozen to 
date and an additional $5.2 million have been frozen or seized in other countries. 

Outreach to Safeguard Charitable Organizations from Abuse by Terrorists 
U.S. Treasury officials have met with charitable sector watchdog and accredita- 
tion organizations to raise their awareness of the threat posed by terrorist financing 
including the Better Business Bureau Wise Giving Alliance and the International 
Committee on Fundraising Organizations. 

Our goal is to guard charities against abuse without chilling legitimate charitable 
works. Our strategic approach, as set forth in the recently published 2002 National 
Money Laundering Strategy, involves domestic and international efforts to ensure 
that there is proper oversight of charitable activities as well as transparency in the 
administration and functioning of the charities. It also involves greater coordination 
with the private sector to develop partnerships that include mechanisms for self-po- 
licing by the charitable and nongovernmental organization sectors. 

International Coalition-building 

We are seeking to increase the transparency and oversight of charities through 
multilateral efforts. The Financial Action Task Force (FATF) adopted a recommend- 
ation committing all member nations to ensure that nonprofit organizations cannot 
be misused by financiers of terrorism. The United States submitted a paper to the 
FATF in June 2002 discussing our approach to combating such abuse. Going for- 
ward, we will work with FATF to promote international best practices on how to 
protect charities from abuse or infiltration by terrorists and their supporters. 

We are working bilaterally and regionally with countries in the Persian Gulf to 
develop best practices for ensuring the accountability of charitable organizations, 
and we have urged international watchdog groups to expand their work to ensure 
transparency in charitable operations. The vast majority of donors give to charity 
for humanitarian, altruistic reasons. It is an egregious abuse of their altruism to 
allow any of these funds to be diverted to terrorism. 

Results 

The United States has secured commitments from international financial 
groups — such as FATF — to develop best practices to increase oversight of charities. 

The United States has designated 10 foreign charitable organizations as having 
ties to al Qaeda and other terrorist groups and has shut down two prominent U.S.- 
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based charities with alleged ties to Osama bin Laden and the Taliban. In addition, 
the U.S. Government has frozen the assets of the largest U.S.-based Islamic charity 
which acted as a funding vehicle for Hamas. Six million three hundred thousand 
dollars in U.S. charitable funds have been frozen to date and an additional $5.2 mil- 
lion have been frozen or seized in other countries. 

Charities Abused by Terrorist Groups Shut Down by the United States 

On January 9, 2002, the United States designated the Afghan Support Committee 
(ASC), a purported charity, as an al Qaeda supporting entity. The ASC operated by 
soliciting donations from local charities in Arab countries, in addition to fundraising 
efforts conducted at its headquarters in Jalalabad, Afghanistan, and subsequently 
in Pakistan. The ASC falsely asserted that the funds collected were destined for 
widows and orphans. In fact, the financial chief of the ASC served as a key leader 
of organized fundraising for Osama bin Laden. Rather than providing support for 
widows and orphans, funds collected by the ASC were turned over to al Qaeda 
operatives. With our blocking action on January 9, 2002, we publicly identified the 
scheme being used by ASC and disrupted this flow of funds to al Qaeda. 

Also on January 9, 2002, we designated the Pakistani and Afghan offices of the 
Revival of Islamic Heritage Society (RIHS). The RIHS is an example of an entity 
whose charitable intentions were subverted by terrorist financiers. The RIHS was 
a Kuwaiti-based charity with offices in Pakistan and Afghanistan. The Peshawar, 
Pakistan, office director for RIHS also served as the ASC manager in Peshawar. The 
RIHS Peshawar office defrauded donors to fund terrorism. In order to obtain addi- 
tional funds from the Kuwait RIHS headquarters, the RIHS Peshawar office padded 
the number of orphans it claimed to care for by providing names of orphans that 
did not exist or who had died. Funds sent for the purpose of caring for the non- 
existent or dead orphans were instead diverted to al Qaeda terrorists. In this in- 
stance, we have no evidence that this financing was done with the knowledge of 
RIHS headquarters in Kuwait. 

On March 11, 2002, the United States and Saudi Arabia jointly designated the 
Somali and Bosnian offices of the Saudi-based al Haramain organization. Al 
Haramain is a Saudi Arabian-based charity with offices in many countries. Prior to 
designation, we compiled evidence showing clear links demonstrating that the So- 
mali and Bosnian branch offices were supporting al Qaeda. For example, we uncov- 
ered a history of ties between al Haramain Somalia and al Qaeda, the designated 
organization al Itihaad al Islamiya (ALAI), and other associated entities and individ- 
uals. Over the past few years, al Haramain Somalia has provided a means of fun- 
neling money to AIAI by disguising funds allegedly intended to be used for orphan- 
age projects or the construction of Islamic schools and mosques. The organization 
has also employed AIAI members. Al Haramain Somalia has continued to provide 
financial support to AIAI even after AIAI was designated as a terrorist organization 
hy the United States and the United Nations. In late-December 2001, al Haramain 
Somalia was facilitating the travel of AIAI members in Somalia to Saudi Arabia. 
The joint action by the United States and Saudi Arabia exposed these operations. 

On December 4, 2001, we blocked the assets of the Holy Land Foundation for 
Relief and Development, which describes itself as the largest Islamic charity in the 
United States. It operates as a U.S. fundraising arm of the Palestinian terrorist or- 
ganization Hamas. The Holy Land Foundation for Relief and Development, head- 
quartered in Richardson, Texas, raises millions of dollars annually that is used by 
Hamas. In 2000, Holy Land raised over $13 million. Holy Land supports Hamas ac- 
tivities through direct fund transfers to its offices in the West Bank and Gaza. Holy 
Land Foundation funds are used by Hamas to support schools that serve Hamas 
ends by encouraging children to become suicide bombers and to recruit suicide 
bombers by offering support to their families. 

On December 14, 2001, OFAC utilized this authority to block suspect assets and 
records during the pendency of an investigation in the case of Global Relief Founda- 
tion and Benevolence International Foundation, two charities with locations in the 
United States. 

We have also designated as terrorist supporters the al Rashid Trust and the Wafa 
Humanitarian Organization both Pakistan based al Qaeda financier organizations. 
Wafa was a militant supporter of the Taliban. Documents found in Wafa’s offices 
in Afghanistan revealed that the charity was intimately involved in assassination 
plots against U.S. citizens, as well as the distribution of “how to” manuals on chem- 
ical and biological warfare. 

Hawalas 

The word “hawala,” meaning “trust” refers to a fast and cost-effective method for 
worldwide remittance of money or value, particularly for persons who may be out- 
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side the reach of the traditional financial sector. In some nations hawala is illegal; 
in others the activity is considered a part of the “gray” economy. It is therefore dif- 
ficult to measure accurately the total volume of financial activity associated with the 
system; however, it is estimated that the figures are in the tens of billions of dollars, 
at a minimum. Officials in Pakistan, for example, estimate that more than $7 billion 
flow into the nation through hawala channels each year. 

The very features which make hawala attractive to legitimate customers — effi- 
ciency, anonymity, and lack of a paper trail — also make the system attractive for 
the transfer of illicit funds. As noted in a recent report of the Asia Pacific Group 
(APG) on Money Laundering, the terrorist events of September 2001 have brought 
into focus the ease with which alternative remittance and underground banking sys- 
tems may be utilized to conceal and transfer illicit funds. Not surprisingly, concerns 
in this area have led many nations to reexamine their regulatory policies and prac- 
tices in regard to hawala and other alternative remittance systems. 

Actions 

The USA PATRIOT Act requires hawalas to register as “money services business” 
or “MSB’s” which subjects them to money laundering regulations including the re- 
quirement that they file Suspicious Activity Reports (SAR’s). 

The USA PATRIOT Act makes it a crime for the money transfer business owner 
to move funds he knows are the proceeds of a crime or are intended to be used in 
unlawful activity. 

The new U.S. regulatory requirements are echoed in the principals set forth in 
the Special Recommendations on Terrorist Financing, issued in October 2001, by the 
Financial Action Task Force (FATF) on Money Laundering. The FATF has called 
upon all countries to: 

“take measures to ensure that persons or legal entities, including agents, that 
provide a service for the transmission of money or value, including transmission 
through an informal money or value transfer system or network, should be li- 
censed or registered and subject to all the FATF Recommendations that apply 
to banks and nonbank financial institutions. Each country should ensure that 
persons or legal entities that carry out this service illegally are subject to ad- 
ministrative, civil or criminal sanctions.” 

Results 

The operations of several hawalas implicated in terrorist financing have been dis- 
rupted. U.S. experts have worked with officials in other nations on proposed licens- 
ing and/or registration regimes for hawaladars, to ensure greater transparency and 
recordkeeping in their transactions. 

Using criminal authorities stemming in part from the USA PATRIOT Act, U.S. 
law enforcement has charged individuals who are illegally operating money remit- 
ting businesses. 

Under the provisions of the USA PATRIOT Act, well over 10,000 money service 
businesses have registered with the Federal Government and are now required to 
report suspicious activities. This provides law enforcement with an additional win- 
dow into financial transactions previously unregulated by the Federal Government. 

FATF adopted eight special recommendations to impose anti-money laundering 
rules on all alternative systems used for transferring value, including hawala. Mem- 
bers, as well as many nonmember nations are currently working to implement new 
legal and regulatory measures in accordance with the FATF recommendation. 

At a conference on hawala in the UAE in May 2002, a number of governments 
agreed to adopt the FATF recommendation and shortly thereafter the UAE govern- 
ment announced it would soon impose a licensing requirement on hawalas. Partici- 
pants at the UAE meeting drafted and agreed upon the Abu Dhabi Declaration on 
Hawala which set forth the following principles: 

• Countries should adopt the 40 Recommendations of the Financial Action Task 
Force (FATF) on Money Laundering and the 8 Special Recommendations on Ter- 
rorist Financing in relation to remitters, including Hawalas and other alternative 
remittance providers. 

• Countries should designate competent supervisory authorities to monitor and en- 
force the application of these recommendations to Hawalas and other alternative 
remittance providers. 

• Regulations should be effective but not overly restrictive. 

• The continued success in strengthening the international financial system and 
combating money laundering and terrorist financing requires the close support 
and unwavering commitment of the international community. 
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• The international community should work individually and collectively to regulate 
the Hawala System for legitimate commerce and to prevent its exploitation or 
misuse by criminals and others. 

International Efforts 

UN 

On September 28, 2001, the UN adopted UNSCR 1373, requiring all member 
states to prevent and suppress the financing of terrorist acts. 

• The UN also required all member states to submit reports on the steps they have 
taken to implement this resolution. As of June 27, 2002, 164 states had completed 
their reports. The UN is now reviewing those reports with the intent of identi- 
fying gaps that member nations need to fill in order to comply with UNSCR 1373. 

The UN adopted UNSCR 1390 on January 16, 2002, which modifies and continues 
the international sanctions against the Taliban, Osama bin Laden, and al Qaeda as 
set forth by UNSCR 1267 (1999) and 1333 (2000). Together these resolutions obli- 
gate all UN member states to “Freeze without delay the funds and other financial 
assets or economic resources” of those entities and individuals designated by the 
UN. Currently, 288 individuals and entities are on this list (135 al Qaeda linked 
and 153 Taliban linked). 

G7 

The G7 Finance Ministers and Central Bank Governors issued an Action Plan to 
Combat the Financing of Terrorism on October 6, 2001. Under the plan, the G7 
countries: 

• Committed to ratifying the UN convention on the Suppression of Terrorism. 

• Called on the Financial Action Task Force (FATF) to hold an extraordinary ses- 
sion and play a vital role in fighting the financing of terrorism. 

• Encouraged all countries to develop financial intelligence units (FIU’s) and share 
information more extensively. 

Financial Action Task Force (FATF) 

On October 31, 2001, at the United States’ initiative, the 31-member FATF issued 
Eight Special Recommendations on Terrorist Financing, to be adopted by all mem- 
ber nations: 

• Ratify the UN International Convention for the Suppression of the Financing of 
Terrorism and implement relevant UN Resolutions against terrorist financing. 

• Require financial institutions to report suspicious transactions linked to ter- 
rorism. 

• Criminalize the financing of terrorism, terrorist acts, and terrorist organizations. 

• Freeze and confiscate terrorist assets. 

• Provide the widest possible assistance to other countries’ laws enforcement and 
regulatory authorities for terrorist financing investigations. 

• Impose anti-money laundering requirements on alternative remittance systems. 

• Require financial institutions to include accurate and meaningful originator infor- 
mation in money transfers. 

• Ensure that nonprofit organizations cannot be misused to finance terrorism. 

Many non-FATF members have committed to complying with the 8 Recommenda- 
tions and over 80 non-FATF members have already submitted reports to FATF as- 
sessing their compliance with these recommendations. 

FATF will build on its successful record in persuading jurisdictions to adopt anti- 
money laundering rules to strengthen global protection against terrorist finance. As 
part of this effort, FATF has established a terrorist financing working group devoted 
specifically to developing and strengthening FATF’s efforts in this field. Among 
other things, it has begun a process to identify nations that will need assistance to 
come into compliance with the 8 Recommendations. 

G20 

The G20 Finance Ministers and Central Bank Governors issued an Action Plan 
on Terrorist Financing on November 17, 2001. Under the plan, G20 countries agreed 
to: 

• Implement UN measures to combat terrorist financing, including blocking ter- 
rorist access to the financial system. 

• Establish EIU’s and enhance information sharing. 

Provide technical assistance to countries that need help in combating terrorist fi- 
nancing and called on the International Financial Institutions to provide technical 
assistance in this area. 
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International Financial Institutions 

In response to calls by the International Monetary and Financial Committee and 
the Development Committee, the IMF and World Bank each developed and are im- 
plementing action plans which call for intensified work on anti-money laundering 
and the combat against the financing of terrorism (AML/CTF). The action plans call 
for joint Fund and Bank action: 

• Expand Fund/Bank involvement in anti-money laundering work to include efforts 
aimed at countering terrorism financing. 

• Expands Fund/Bank anti-money laundering work to cover legal and institutional 
framework issues in addition to financial supervisory issues. 

• Agreeing with the Financial Action Task Force on a converged global standard on 
AML/CTF. 

• Increases technical assistance to enable members to strengthen their AML/CTF 
regimes in accord with agreed international standards. 

• Conducting a joint Fund/Bank study of informal funds transfer systems. 

Under its Action Plan, the World Bank is also integrating AML/CTF issues in the 
Bank’s country assistance strategies. 

Under its Action Plan, the Fund is accelerating its Offshore Financial Center as- 
sessment program, and has circulated a voluntary questionnaire on AML/CFT in 
the context of the IMF’s Article IV consultations with its members. As part of its 
Article IV consultation, the United States provided detailed responses to the AML/ 
CFT questionnaire. 

In addition, the IMF early this year invited its member countries to submit re- 
ports on steps that they have taken to combat the financing of terrorism. As of the 
final week in August 2002, over 150 countries out of a total IMF membership of 184 
had submitted reports. 

Egmont Group 

The Egmont Group is an international organization of 69 financial intelligence 
units (EIU’s) from various countries around the world. Each serves as an inter- 
national financial network, fostering improved communication among FIU’s in shar- 
ing information and training. 

The EIU’s in each nation received financial information from financial institutions 
pursuant to each government’s particular anti-money laundering laws, analyzes and 
processes these disclosures, and disseminates the information domestically to appro- 
priate government authorities and internationally to other FIU’s in support of na- 
tional and international law enforcement operations. 

Since September 11, the Egmont Group has taken steps to use its unique intel- 
ligence gathering and sharing capabilities to support the United States in its global 
war on terrorism. On October 31, 2001, FinCEN (the U.S. FIU) hosted a special 
Egmont Group meeting that focused on the FIUs’ role in the fight against terrorism. 
The FIU’s agreed to: 

• Work to eliminate impediments to information exchange. 

• Make terrorist financing a form of suspicious activity to be reported by all finan- 
cial sectors to their respective FIU’s. 

• Undertake joint studies of particular money laundering vulnerabilities, especially 
when they may have some bearing on counterterrorism, such as hawala. 

• Create sanitized cases for training purposes. 

After September 11, the Egmont Group reached out to nations across the globe 
to increase the information sharing that is vital to pursuing a global war on ter- 
rorism. In June 2002, 11 new EIU’s were admitted to the Egmont Group, increasing 
its size to 69 members. 

Approximately 10 additional FIU’s are being considered for admission to the 
Egmont Group. Egmont is planning several training sessions to continuously im- 
prove the analytical capabilities of FIU staff around the world. 

Technical Assistance and Diplomatic Outreach 
Nations wanting to safeguard their financial systems from abuse by terrorists 
have sought the expertise of the U.S. Government. We have met with officials from 
over 111 nations, reviewing systems and providing input to increase transparency 
of financial transactions and better enable financial institutions and regulators to 
identify suspicious activities. We have in cooperation with other Federal agencies 
presented training programs to countries that are crucial to the war on terrorism 
that focus on the creation of an effective legislative framework to combat terrorism. 
These programs are ongoing. We have also conducted, in cooperation with other 
Federal agencies, reviews of priority countries’ laws and enforcement mechanisms 
against terrorism and made recommendations for changes and reform and proposed 
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follow up technical assistance to facilitate recommended changes and reforms. These 
reviews are also ongoing. 

After September 11, Treasury created the Office of International Enforcement Af- 
fairs (OIEA) to coordinate and focus Treasury law enforcement bureau’s inter- 
national training and technical assistance work to complement and support U.S. 
Government priorities in international law enforcement and antiterrorist fund- 
raising efforts. As part of this effort, Treasury is using the International Law En- 
forcement Academies around the world, including in the newly constituted Costa 
Rica facility, to better train law enforcement in the field of terrorist financing. 

Since September 11, 2001, Treasury’s Office of Technical Assistance has deployed 
dozens of technical assistance missions around the world to combat financial crimes 
and terrorist financing. In several instances, in addition to offering TA, these teams 
have received vital tactical information on terrorist activities and terrorist finance 
and have ensured that this information was placed in the hands of the appropriate 
authorities. In addition, the Office of Foreign Assets Control, the Office of Comp- 
troller of Currency, and FinCEN have traveled abroad to provide needed training 
and assistance to members of the regulatory community in other countries to 
strengthen their capacity to detect, monitor, and uncover terrorist financing. 

Results 

To date, $112 million in the assets of terrorists and their supporters has been 
frozen worldwide and the international pipeline of terrorists funds has been con- 
stricted. Over 165 countries have issued blocking orders against the assets of terror- 
ists and over 80 countries have implemented or are in the process of drafting new 
laws to combat terrorist financing. 

G7 Finance Ministers and Central Bank Governors announced the first joint G7 
designation and blocking action on April 20, 2002. 

G7 Finance Ministers and Central Bank Governors on June 15, 2002, urged the 
IMF and the World Bank to begin conducting integrated and comprehensive assess- 
ments of standards to combat money laundering and financing of terrorism. 

• IMF and World Bank Executive Boards on July 26 and August 6, respectively, 
endorsed proposals to begin 12-month pilot programs to comprehensively assess 
their members anti-money laundering and terrorist financing regimes and per- 
formance. Such assessments are expected to commence shortly. 

• An August 8, 2002, IMF document titled, “IMF Advances Efforts to Combat 
Money Laundering and Terrorist Finance” (available on the IMF website: 
www.imf.org) provides details on the program endorsed by the Executive Board. 

Since September 11, the international financial institutions have increased focus 
on terrorist financing and anti-money laundering in their work. The IMF in its as- 
sessment of offshore financial centers evaluates financial supervision and regula- 
tion, and helps members identify gaps. In 2002, 8 such assessments are already 
completed and another 15 or so are scheduled or underway. 

IMF and World Bank reviews and assessments of their members’ performance 
and strategy now generally incorporate focus on issues relating to terrorism financ- 
ing and anti-money laundering. IMF Article IV consultations with members now en- 
compass such reviews. In line with its action plan, the World Bank’s country assist- 
ance strategies increase focus on the member’s framework and regime to combat 
money laundering and the financing of terrorism. 

As of December 1999, the UN has called on all member states to sign its Conven- 
tion for the Suppression of the Financing of Terrorism. Since September 11, 71 
nations, including the United States, have done so, bringing the total number of sig- 
natories to 131. By so doing, the countries pledge to make the financing of terrorism 
a criminal act in their jurisdictions and to cooperate with other signatories in com- 
bating it. 

In addition to the important UN action, joint designations are becoming more 
frequent: 

• On March 11, 2002, the United States and Saudi Arabia jointly designated two 
branches of a charity. 

• On April 19, 2002, the G7 jointly designated nine individuals and one entity. 

• The European Union has issued three lists of designated terrorists and terrorist 
groups for blocking. 

• On August 29, 2002, the United States and Italy blocked the assets of twenty- 
five individuals and entities because of their support for and connections to ter- 
rorism. 

• On September 6, the United States and Saudi Arabia jointly designated Wa’el 
Hamza Julaidan, an associate of Osama bin Laden and a supporter of al Qaeda 
terror. 
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• On September 9, the United Nations added to its list of terrorists and terrorist 
supporters associated with Osama bin Laden and his al Qaeda network the East- 
ern Turkistan Islamic Movement (ETIM). 

International Law Enforcement Cooperation 

One of the chief benefits of the financial war on terrorism and following the 
money is to identify and locate terrorists. There has been unprecedented law en- 
forcement cooperation around the world as countries ferret out terrorist operatives 
and support networks. As information sharing and cooperation continue to improve, 
law enforcement will continue to encircle and unveil terrorist cells. 

Results 

• International law enforcement cooperation has resulted in over 2,400 arrests in 
95 countries. 

• Arrests have led to the prevention of terrorist attacks in places like Singapore, 
Morocco, and Germany and have uncovered al Qaeda cells and support networks 
in countries such as Italy, Germany, and Spain. 

• A working arrangement between the United States and Switzerland signed on 
September 4, 2002, will result in the assignment of Swiss and United States Fed- 
eral agents to respective terrorism and terrorist financing task forces to accelerate 
and amplify work together on cases of common concern. 

• Soon after September 11, the Bahamas provided critical financial information 
through its FIU to FinCEN that allowed the revelation of a financing network 
that supported terrorist groups and stretched around the world. 

• Interpol’s website serves as a clearinghouse for foreign law enforcement for the 
lists of those subject to freezing actions. 

Domestic Law Enforcement Efforts 

Green Quest 

Treasury’s Operation Green Quest augments existing counter-terrorist efforts by 
bringing the full scope of the Government’s financial expertise to bear against sys- 
tems, individuals, and organizations that serve as sources of terrorist funding. The 
initiative is targeting current terrorist funding sources and identifying possible fu- 
ture funding sources. Underground financial systems, illicit charities, and corrupt 
financial institutions are among the entities scrutinized as possible facilitators of 
terrorist funds. 

The initiative also targets cash smuggling, trademark violations, trade fraud, 
credit card fraud, drug trafficking, cigarette smuggling, and other activities that 
may fund terrorists. Operation Green Quest uses the full array of law enforcement 
techniques to pursue its objectives, including undercover operations, electronic sur- 
veillance, outbound currency operations, and the exploitation of intelligence, finan- 
cial data, trade data, and confidential source data. Green Quest draws on the re- 
sources and expertise of the Treasury and Justice Departments and many other 
Federal agencies. 

The investigators with the Customs Service, the IRS, the FBI, and the Secret 
Service are globally recognized as among the best and brightest financial investiga- 
tors in the world. They are second to none. The same talent pool and expertise that 
brought down Al Capone is now being dedicated to investigating Osama bin Ladin 
and his terrorist network. 

Operation Green Quest (OGQ) was established on October 25, 2001. 

Customs 

After September 11, the U.S. Customs Service undertook an enhanced inbound/ 
outbound bulk currency initiative directed at countries with known terrorist financ- 
ing links. Customs inspectors at the Nation’s 301 ports of entry have made 369 sei- 
zures of smuggled currency and monetary instruments. 

The cash smuggling provisions of the USA PATRIOT Act increased penalties 
against those who bring in more than $10,000 in cash or monetary instruments with 
the intent of avoiding a reporting requirement. 

Cadres of Customs dogs are specifically trained to alert to the scent of dyes and 
inks in currency. 

Results 

OGQ’s investigations have resulted in over 40 arrests, 27 indictments, and the sei- 
zure of over $16 million in bulk cash, (over $9 million with Middle East connection) 
and are pursuing several hundred leads into potential terrorist financing networks. 
(For the year ending September 11, 2001, Operation Oasis seizures outbound to 
Middle and Far East countries totaled $5,216 million. Post-September 11 seizures 
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outbound to the same countries total $16.1 million. Thus, there has been a threefold 
increase.) 

The increased scrutiny on terrorist financing has proved fruitful to law enforce- 
ment. We are seeing an increase in seizures made by the U.S. Customs Service. The 
following are a few of the seizures made to date:^ 

• Customs inspectors seized $624,691 in smuggled cash hidden in plastic bags that 
were professionally sewn into the lining of a comforter. The money-laced comforter 
was in a suitcase bound for the Middle East aboard a commercial flight. 

• Customs inspectors seized smuggled negotiable checks totaling $1.06 million that 
was hidden in a parcel bound for the Middle East. 

• Customs inspectors seized a smuggled certificate of deposit worth $297,000 that 
was concealed in a parcel bound for Central America and which had originated 
in Asia. 

• Recently Customs, U.S. Secret Service, and FBI agents apprehended and the Jus- 
tice Department subsequently indicted — Jordanian-born Omar Shishani in Detroit 
for smuggling $12 million in forged cashier’s checks into the United States. The 
Justice Department’s detention and arrest of Shishani resulted directly from the 
Customs Service’s cross-indexing of various databases, including information ob- 
tained by the U.S. military in Afghanistan. That information was entered into 
Custom’s “watch list,” which, when cross-checked against inbound flight mani- 
fests, identified Shishani. 

In addition to preventing the cash from reaching its desired destination, these sei- 
zures have provided leads for new investigations into money laundering, terrorist 
finance and other criminal activity. The currency initiative has also resulted in the 
arrests of several individuals, including the first to be successfully prosecuted under 
the new bulk cash smuggling provisions of the USA PATRIOT Act. 


2 The Treasury Department has not determined that these seizures are related to terrorism. 
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PREPARED STATEMENT OF LARRY D. THOMPSON 

Deputy Attorney General, U.S. Department of Justice 

October 3, 2002 

Chairman Sarbanes, Ranking Minority Senator Gramm, Members of the Com- 
mittee, I am pleased to appear before the Committee on Banking, Housing, and 
Urban Affairs to discuss issues related to money laundering, including the 2002 Na- 
tional Money Laundering Strategy and our progress on the financial front of the on- 
going war on terrorism. I appreciate your attention to this important issue and your 
interest in the Administration’s ongoing efforts to refine our battle plan against do- 
mestic and international money laundering. 

Initially, I would like to thank the Members of this Committee, as well as all of 
the Members of Congress, for your efforts in developing and passing two landmark 
pieces of legislation in prompt response to the threats that our Nation has encoun- 
tered over the past year. The USA PATRIOT Act, passed in response to the rep- 
rehensible attacks of September 11, provided those of us whose mission it is to pro- 
tect the people of the United States with a wide array of new measures that will 
serve to enhance our ability to carry out this work. The Sarbanes-Oxley Act of 2002, 
passed in response to the threat to our economic well-being posed by corporate 
criminals, was a signal to those who seek to cheat hard-working Americans that 
these kinds of actions will not be tolerated. You should be proud of your accomplish- 
ments in passing these extraordinary bills, just as we at the Department of Justice 
are proud of our efforts to protect the physical and economic well-being of the people 
in this country. 

As the Members of this Committee are well aware, money laundering enforcement 
is a critical component in the fight against all kinds of criminal activity, whether 
it be international terrorism, drug trafficking, health care fraud, or white collar 
crime. It makes no difference whether money is the motive of the crime, as it is in 
the case of drug trafficking and fraud, or whether money is the fuel that powers 
the engine, as it is in the case of terrorism. Money is the key, and money laundering 
and other financial investigations allow us to unlock the doors to these criminal or- 
ganizations and provide us a road map that ties together the links in the criminal 
organization. In cases where profit is the motive, following the money forward leads 
to those who seek to profit from their crimes. In terrorism cases, following the 
money backward leads to those who developed or planned the terrorist attacks. A 
graphic example of this principle was provided by our efforts following the attacks 
of September 11, where the financial trail provided the first links in our efforts to 
unravel the plot that led up to those attacks. 

Our country faces a multitude of threats during these challenging times, threats 
that law-abiding, hardworking Americans should not have to face, yet they do. 
International terrorists seek to undermine our security. Drug traffickers seek to 
poison the minds and the bodies of our children. Organized crime groups seek to 
corrupt our businesses and institutions. Corporate criminals seek to undermine our 
economic well-being. But we do not shrink from these challenges. In fact, they in- 
spire us to work even harder, because the American people deserve to live their 
lives in a safe and secure world, and it is our duty to provide that safety and secu- 
rity for them. Those challenges inspire us to strive for new and better ways to uti- 
lize our resources, and to use our limited resources in the most effective manner 
that we can. 

The first step in marshaling our forces to confront a challenge is to develop a 
strategy. In the case of money laundering, the development of a strategy was man- 
dated by Congress in 1998 with the passage of the Money Laundering and Financial 
Crimes Strategy Act of 1998. This Act (codified at Title 31, United States Code, 
§ 5340 et seq.) requires the President, acting through the Secretary of the Treasury 
and in consultation with the U.S. Attorney General, to develop a national strategy 
for combating money laundering and related financial crimes. The first National 
Strategy was issued in September 1999. The 2001 Strategy was due to be presented 
to the Congress on September 12, 2001. The horrific events of September 11 and 
the legislative and law enforcement responses to it have obviously changed our ap- 
proach to the Strategy. The 2002 Strategy reflects some of those changes. In addi- 
tion to the five goals that comprised the 2001 Strategy, a sixth goal — addressing ter- 
rorist financing — was added. The 2002 National Money Laundering Strategy was 
issued on July 25, 2002 and, as with all the previous Strategies, was signed by the 
Secretary of the Treasury and the U.S. Attorney General. 

The prevention, investigation, and prosecution of money laundering crimes pre- 
sent unique challenges. Money itself is not contraband. The background cir- 
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cumstances surrounding the source, movement, and destination of the money must 
be ascertained to make such a determination and must be proven in court to convict 
someone of a money laundering offense. Furthermore, because money laundering en- 
compasses all different kinds of criminal activity, the methods of money laundering 
will vary depending on the nature of the criminal activity that generated the illegal 
proceeds or that the money laundering is furthering. 

The 2002 National Money Laundering Strategy, building upon the previous Strat- 
egies, makes significant strides in advancing our battle plan against money laun- 
dering and, in fact, addresses some formidable issues head-on. In Goal One, the 
Strategy confronts the issue of defining the scope of the money laundering problem 
and the development of measures of effectiveness. Goal Two addresses the critical 
issue of terrorist financing. I will discuss the Department’s progress on this front 
in more detail later in my testimony. 

Goal Three constitutes the core of the 2002 Stratep^ for purposes of law enforce- 
ment. This Goal sets forth what the Department believes are the major challenges 
in attacking money laundering. The first Objective of Goal Three is to enhance 
interagency coordination of money laundering investigations. Because money laun- 
dering encompasses all kinds of criminal activity, all of our major law enforcement 
agencies, as well as State and local law enforcement agencies, are involved in money 
laundering enforcement. The first priority in this regard is to establish an inter- 
agency targeting team to identify money laundering-related targets for priority en- 
forcement actions. This interagency targeting team has already been created and 
has met on several occasions. The purpose of this group is to identify those organi- 
zations or systems that constitute significant money laundering threats and to tar- 
get them for coordinated enforcement action. This will ensure that all of our law 
enforcement agencies are focusing their resources on the most significant targets in 
a coordinated manner. 

The second priority in Goal Three is to create a uniform set of undercover guide- 
lines for Federal money laundering enforcement operations. Our well-intended 
agents in the field are sometimes limited in conducting joint undercover operations 
because they must follow different agency guidelines. These guidelines are not arbi- 
trary or archaic; they are carefully drafted guidelines to address policy concerns of 
the agencies, but sometimes they address these concerns in different ways. If we can 
find ways to overcome these differences or develop uniform guidelines that address 
the concerns and priorities of all of the agencies, our efforts in conducting these 
operations will be significantly enhanced. 

The third priority of Goal Three is to work with U.S. Attorneys’ Offices to partici- 
pate in Suspicious Activity Report (SAR) Review Teams where they do not currently 
exist but could add value. These SAR Review Teams are another vehicle for pro- 
moting interagency coordination. SAR’s have been proven useful for identifying 
targets or trends in money laundering activity, and each law enforcement agency 
utilizes the SAR’s. However, we have found that when an interagency task force is 
created to review the SAR’s in a coordinated manner, the value of the SAR’s is en- 
hanced even further and investigative priorities can be identified and coordinated. 
DOJ and Treasury are both promoting the value of these SAR Review Teams to the 
investigators and prosecutors in the field. I am proud to say that, according to an 
Internal Revenue Service survey of its SAR Review Teams, U.S. Attorneys’ Offices 
participate in 37 of the 41 Teams that have been established nationwide. 

Objective Two of Goal Three focuses on the High-Risk Money Laundering and 
Related Financial Crime Area (HIFCA) Task Forces. The first four HIFCA’s were 
designated in the 2000 Strategy based on recommendations made by an inter- 
agency working group. The first four HIFCA’s were New York/New Jersey, San 
Juan, Puerto Rico, Los Angeles, and a “systems” HIFCA based in Texas and Arizona 
focusing on the issue of bulk movements of cash. In 2001, Chicago and San Fran- 
cisco were designated as HIFCA’s. The HIFCA concept was another attempt to co- 
ordinate the resources of all of the law enforcement and regulatory agencies in a 
jurisdiction on the most significant money laundering targets or threats in the re- 
gion. While a number of issues have hampered the HIFCA’s from reaching their 
true potential, the 2002 Strategy will have DOJ and Treasury reviewing the HIFCA 
program and refining the mission, composition, and structure of the HIFCA Task 
Forces, so that they can fulfill the mission that was intended for them. 

With regard to Goal Two of the Strategy, we have no greater priority than the 
prevention of further terrorist acts against our citizens. We believe that the use of 
every tool in our arsenal is necessary to do that, and terrorist financing enforce- 
ment, one of the focuses of this Committee, is key. By “terrorist financing enforce- 
ment,” I mean the use of financial investigative tools to identify and prosecute per- 
sons involved in terrorist plots anywhere in the world. If we can identify would-be 
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terrorists through financial techniques, or prosecute them for traditional financial 
crimes, or target their supporters and operatives with the crime of terrorist financ- 
ing, we will be preventing violent attacks that may otherwise occur. We may never 
know exactly how many lives we saved, but we will certainly not be merely reacting 
to terrorism that we and the other parts of the Government failed to thwart. 

The Department of Justice’s terrorist financing enforcement efforts are centered 
around two components the Attorney General established in the aftermath of Sep- 
tember 11. Within the Criminal Division, we created the DOJ Terrorist Financing 
Task Force, a specialized unit consisting of experienced white-collar prosecutors 
drawn from several U.S. Attorneys’ Offices, the Tax Division, and some litigating 
components of the Criminal Division, such as the Fraud Section, the Office of Inter- 
national Affairs and the Asset Forfeiture and Money Laundering Section. This 
Washington-based team of prosecutors works with their colleagues around the coun- 
try, using financial investigative tools aggressively to disrupt groups and individuals 
who represent terrorist threats. These attorneys also work closely with the FBI’s Fi- 
nancial Review Group, the Foreign Terrorist Tracking Task Force, and the Treasury 
Department’s “Operation Green Quest,” which are developing preventive and pre- 
dictive models and using advanced algorithms to mine data and identify terrorist 
suspects. 

In the field, the Attorney General created 93 Anti-terrorism Task Forces (ATTF’s) 
to integrate and coordinate antiterrorism activities in each of the judicial districts. 
Each ATTF is headed by a veteran Assistant United States Attorney from each dis- 
trict, and includes Federal, State and local members of the district’s Joint Terrorism 
Task Forces (JTTF’s), the successful FBI program which serves as the ATTFs’ oper- 
ational arm. The ATTF program is managed by six National Regional Antiterrorism 
Coordinators from Main Justice, who work closely and share office space with the 
Terrorist Financing Task Force. How does this structure add to prevention? To ap- 
preciate this, one has to understand the terrorist financing laws, investigative tools, 
and information-sharing protocols, some of which were — thanks to Congress — en- 
hanced by the USA PATRIOT Act. 

First, the criminal laws relating to terrorist financing are a powerful tool in en- 
hancing our ability to insert law enforcement into terrorist plots at the earliest pos- 
sible stage of terrorist planning. For example, it is now a crime for anyone subject 
to U.S. jurisdiction to provide anything of value — including their own efforts or ex- 
pertise — to organizations designated as “foreign terrorist organization.” It does not 
matter whether the persons providing such support intend their donations to be 
used for violent purposes, or whether actual terrorism results. If someone subject 
to U.S. jurisdiction provides, or even attempts to provide, any material support or 
resources to Hamas, Hezbollah, A1 Qaeda, the Abu Sayyaf Group, or any of the 
other 34 designated groups, that person can be prosecuted in the U.S. courts. Our 
prosecutors need not prove that the support actually went to specific terrorist acts. 

This statute was used in the Charlotte, North Carolina Hezbollah case, the John 
Walker Lindh matter, the recent New York indictment of supporters of Sheik 
Rahman, and the actions we took over the last few months in Seattle, Detroit, and 
Buffalo. It is a powerful preventive tool. The Terrorist Financing Task Force is 
aggressively promoting this enforcement strategy, and it is available to help U.S. 
Attorneys’ Offices and ATTF’s where circumstances arise in the districts that may 
justify these charges. 

Second, the financial investigative tools at our disposal, which have been refined 
over the years for use in combating money laundering, can be employed in terrorist 
financing enforcement. Money laundering — the process by which dirty money is 
transformed into seemingly legitimate proceeds — depends on financial transactions, 
which can now be identified through various Bank Secrecy Act reports that are 
required of the private financial community. The financing of terrorism, though it 
involves the opposite process — otherwise legitimate money being applied to dirty 
purposes — may be revealed by those same reports. To the extent we succeed in rais- 
ing the global standards for money laundering prevention or enacting tools that help 
our own efforts in this area, we will be enhancing the world’s and our own ability 
to stop terrorist financing. In this sense, terrorism prosecutors are money laun- 
dering prosecutors. They share the same expertise. 

Another criminal statute that was enhanced by the USA PATRIOT Act was Sec- 
tion 1960 of Title 18, prohibiting unlicenced or unregistered money remitters. This 
revised statute was used successfully in the District of Massachusetts. On November 
14, 2001, a Federal grand jury in Boston returned an indictment charging Liban 
Hussein, the local President of an al Barakat money remitting house, and his broth- 
er, Mohamed Hussein, with a violation of § 1960. This prosecution was part of a na- 
tional, and indeed international, enforcement action against the al Barakat network. 
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On April 20, 2002, Mohamed Hussein was convicted of this offense and he was re- 
cently sentenced to 18 months’ incarceration for operating an unlicenced money re- 
mitting business. 

Finally, we are now enjoying an unprecedented level of cooperation and informa- 
tion sharing between and among U.S. Government agencies involved in counter- 
terrorism, due in part to important changes made by the USA PATRIOT Act. As 
the Committee knows, prior to last October, there was no mechanism for sharing 
certain types of criminal investigative material with the intelligence community, 
and the intelligence community could not open their files to law enforcement. Such 
sharing was possible, but only in clearly-delineated situations and following very 
exacting procedures. For terrorist financing enforcement, the loosening of these 
rules — particularly when it involves information about terrorist financial supporters 
living in the United States — will be invaluable. Although this is only a small subset 
of information relevant to terrorist financing, it will assure that we are using the 
full spectrum of information from all sources to prevent future attacks before they 
occur, from open source to highly sensitive classified information. 

The structure we have in place both in Washington and the field to focus on ter- 
rorist financing enforcement will meiximize the effectiveness of these tools. Where 
law enforcement and intelligence intersect, information-sharing with field office 
components necessarily involves their interaction with Washington. The Terrorist 
Financing Task Force can access and provide information to the ATTF’s that they 
might not otherwise have, while providing a wider perspective on developing trends 
and joining disparate districts that may have pieces of the same puzzle without 
knowing it. This role is in addition to the legal expertise and litigation support we 
have gathered here at Main Justice for the specific purposes of ensuring that the 
terrorist financing enforcement option is a robust one that can be used by those sen- 
ior government officials in charge of our war on terrorism. 

No discussion about money laundering would be complete without a discussion 
about drug money and our efforts to stop it. In the words of then-Associate Attorney 
General Stephen Trott in 1987, and who now sits on the U.S. Court of Appeals for 
the Ninth Circuit, “[i]t is not enough to follow drug trails; it is also necessary to 
follow the money in order to reach high levels in drug organizations.” No one can 
tell us definitely how much drug money is laundered in the United States — but we 
do know that users in the United States spent at least $63 billion dollars on drugs 
last year. Since assuming the office of Deputy Attorney General, I have made the 
Organized Crime Drug Enforcement Task Forces (OCDETF) the centerpiece of the 
Department’s efforts to attack the supply side of the drug problem. The Attorney 
General and I announced this last March a new strategy to use OCDETE to go after 
the entrenched and significant drug trafficking and drug money laundering groups. 
Integral in this strategy is the use of money laundering charges, financial investiga- 
tions, and forfeiture. In fact, new guidelines issued to the U.S. Attorneys’ Offices 
now require that each OCDETE investigation must contain a financial component, 
and that the results of those investigations must be documented. I can assure you 
that we will be closely reviewing the results of these investigations in order to use 
our scarce resources in the most efficient way possible. Likewise, the Special Oper- 
ations Division, a multi-agency operation consisting of DEA, the FBI, Customs, the 
IRS, and prosecutors from the Criminal Division, has a special money laundering 
unit dedicated to a strategy of targeting the command and the control elements of 
major drug money laundering groups. It is the best strategy we have to deal with 
organized money laundering groups, and its success has been demonstrated time 
and again. 

Conclusion 

I would like to just conclude by expressing the appreciation of the Department 
of Justice for the continuing support that this Committee has demonstrated for the 
Administration’s anti-money laundering enforcement efforts. 

Mr. Chairman and Members of the Committee, thank you for this opportunity to 
appear before you today. I look forward to working with you as we continue the war 
against terrorist financing and all forms of money laundering, and to refine our 
Strategy to address these serious threats. I would welcome any questions you may 
have at this time. 



65 


PREPARED STATEMENT OF STUART E. EIZENSTAT 

Former Deputy Secretary, U.S. Department of the Treasury 

October 3, 2002 

Chairman Sarbanes, Senator Gramm, and Members of the Committee, good morn- 
ing. It is a pleasure for me to appear before this Committee once again. I am glad 
to see you Mr. Chairman, and to have one more opportunity. Senator Gramm, to 
testify before you as you end your long service. 

As this Committee has recognized, dealing effectively with money laundering is 
not only essential to the fight against narcotics trafficking, organized crime, and for- 
eign corruption, but also it is critical to our national security and demands our ongo- 
ing attention. So, I am very pleased that the Committee is embarking on a con- 
tinuing oversight role in this area. 

In the last year, we have watched our Government and its allies conduct a finan- 
cial war on terrorism, as part of its broader war on terrorism. Words such as 
“hawala” or “al Barakat” have become staples of the nightly newscasts. 

In acting against financial aspects of terrorism, the Departments of the Treasury, 
State, and Justice have made use of an enforcement and policy infrastructure built 
up over several decades. It is well to review the history again. The Bank Secrecy 
Act was a product of the Nixon Administration, and the statute making money laun- 
dering a distinct and very serious felony in the United States was the product of 
the Reagan Administration. The first Bush Administration led the way in creating 
the Financial Action Task Force (FATF), at the G7 Summit in 1989, and estab- 
lishing the Financial Crimes Enforcement Network (FinCEN) at the Treasury a year 
later, and President Bush signed the Annuizio-Wylie Anti-Money Laundering Act in 
1992; that landmark legislation authorized suspicious transaction reporting and uni- 
form funds transfer recordkeeping rules, among other pillars of today’s counter- 
money laundering programs in the United States and around the world. President 
Clinton used the occasion of his nationally televised address on the occasion of the 
United Nations 50th anniversary to call for an all-out effort against international 
organized crime and money laundering, kicking off a coordinated 5-year effort to 
bring the world’s mafias and cartels to heel and finally to close the gaps in our laws 
and regulatory systems that had permitted these criminal groups to thrive. 

My testimony draws on my collective experience serving during the 1990’s in the 
Departments of Commerce, State, and Treasury. I want to also note that I am cur- 
rently a member of a Council on Foreign Relations Independent Task Force on Ter- 
rorist Financing, chaired by Maurice Greenberg, Chairman & CEO of American 
International Group, and my participation in the work of that Task Force has in- 
formed and reinforced my views; I wish to make clear, however, that I am testif 3 dng 
here today in a personal capacity, and not on behalf of the Task Force. The 'Task 
Force is expected to issue its report later this month. 

The Bush Administration has made important advances in dealing with money 
laundering and antiterrorism funding. Some terrorist funds have been frozen. Orga- 
nizations and individuals who support terrorism have been designated and our al- 
lies have helped block their accounts. But the Bush Administration has barely 
scraped the surface of what needs to be done. There is still no genuine strategy to 
attack money laundering and money launders. Our Government is still not properly 
structured internally to focus priority attention on terrorist financing. There is no 
existing international entity to work exclusively on locating and blocking terrorist 
money. And we have not applied the kind of pressure we must to convince nations 
in the Middle East and Persian Gulf, who are the principal locations and transit 
points for terrorist financings, to bring their laws and practices on money laun- 
dering up to international standards and to cooperate fully with our law enforce- 
ment authorities. Until these steps are taken to shut down the financial sources of 
terrorism, the Nation will remain vulnerable. Let me explain. 

Money laundering is simply the hidden movement of funds derived from crime, 
funds intended for illegal purposes, or — most likely — both. There are as many ways 
to hide the movement as there are ways to conduct other transactions. They range 
from simple smuggling, through trust-based remitters of cash, to sophisticated bank- 
ing transactions using correspondent accounts, chains of corporate and trust owner- 
ship, and shell nominees, all to obscure where money comes from and where it goes. 
There are particular means that can be associated with particular groups — in the 
case of the al Qaeda and other Islamic terrorists, for example, reliance has been 
placed on the movement of funds in part through purported charities — some of 
which may actually be charities in whole or part — and the use of Islamic banking 
networks. Narcotics traffickers make significant use of the Black Market Peso Ex- 
change, to convert large amounts of currency in the United States to export goods. 
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There are also particular mechanisms or systems that all money launderers use 
and that are susceptible to abuse by them. Some of these — for example shell banks 
and unpoliced correspondent banking relationships — are addressed in the landmark 
legislation the Committee shepherded through the Congress last year. Others, off- 
shore banking systems, differing degrees of regulatory infrastructure among states, 
and the very fact of the emergence of a global financial system, are, at the moment 
at least, facts of international financial life. 

Our law enforcement and intelligence systems are historically designed to track 
money through the financial system, so that we can identify, interdict, or prosecute 
particular criminals, including terrorists. But fighting money laundering means 
more than that. It requires Government at all levels to seek to throw sand in the 
gears of criminal money movement systems, wherever and whenever it can. 

Our efforts against terrorist funding provide a good example, and I want to dis- 
cuss them in detail for that reason. According to the Treasury Department, since 
the September 11 attacks, $112 million in assets of terrorists and their supporters 
worldwide have been frozen, $34 million of which are in the United States, and $78 
million overseas. Over 165 countries have issued blocking orders, and over 80 coun- 
tries have or are beginning to implement new laws to curb terrorist financing. The 
Government has disrupted several hawalas, and established a new registration sys- 
tem for such “money service businesses,” and has frozen the assets of key charitable 
organizations tied to al Qaeda. 

We have disrupted but not dismantled al Qaeda’s financial network. During the 
Clinton Administration we established that tbe bulk of al Qaeda’s wealth did not 
come from Osama bin Laden’s inherited personal fortune, but rather from multiple 
sources and was distributed through multiple sources. Its money comes from both 
businesses cloaked with the mantle of legitimacy and from criminal activities, from 
petty crimes to the heroin trade in Afghanistan. But its principal source of money 
comes from its fundraising activities through “charities,” mosques, financial institu- 
tions, and intermediaries. Charities and individuals in Saudi Arabia have been the 
most important source of its funding. The Clinton Administration sent two missions 
to Saudi Arabia and the Gulf to enlist their support in shutting down these char- 
ities. We received virtually no cooperation. 

Just as al Qaeda uses multiple sources to raise money, it distributes it through 
multiple channels, from the global financial system to a network of underground, 
unregulated hawalas and Islamic banks. The organization’s decentralized nature 
means there is no one single source which can be frozen. 

Thus, at what might be called the “theatre” level — somewhere between particular 
investigations, on the one hand, and true Strategy on the other — significant suc- 
cesses have been achieved. But I am less optimistic that we have a long-term strat- 
egy for sustaining the progress that has been made. Formulating and implementing 
that Strategy will be the challenge for the Administration in the coming months. 
This Strategy must involve both organizational changes and diplomatic initiatives. 

First, on the organizational side, dealing with terrorist funding involves regu- 
latory and diplomatic as well as investigative approaches. That means effective 
coordination over time across several branches of our Government, to “working” the 
issue in all its guises, and to convincing others to do so. The Interagency Policy Co- 
ordination Committee on Terrorist Financing, chaired by Treasury’s General Coun- 
sel has made strides in this direction, but it is not institutionalized and does not 
appear to possess clear lines of authority. We must have a high-level coordinator 
within the U.S. Government, with the President’s ear, to focus the U.S. Govern- 
ment’s attention on terrorist financing. The Council on Foreign Relations Task Force 
will have more to say on this shortly. Within our own Government we need to as- 
sure that all of our regulatory information, especially the new information about 
money services businesses, is available in a coordinated fashion to all of the relevant 
agencies, and that those businesses are examined for compliance with the new regu- 
latory controls. 

Second, we must ensure much greater attention at the international level to the 
problem of money laundering in general and terrorist funding in particular. 

The Financial Action Task Force (FATF) has done a good job of placing an inter- 
national spotlight on those countries which do not meet international standards in 
dealing with money laundering — and can thus be misused by terrorist groups to 
launder their money. During the Clinton Administration, we began important ele- 
ments of the dual track policy of tracking terrorist funds and working to upgrade 
international counter-money laundering standards that the second Bush Adminis- 
tration is carrying forward. We placed designated foreign terrorist organizations on 
the economic sanctions list in 1995 and on an expanded basis, to include al Qaeda 
and other bin Laden-linked groups, in 1998. As a result, the Treasury froze about 
$250 million in Taliban assets that year. We sent senior officials to the UAE, Ku- 
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wait, Bahrain, and Saudi Arabia in July 1999 and again in August 2000 to look at 
questions of bank and charitable organization involvement in terrorist funding. 
Even more important, we pushed forward the FATF’s noncooperative countries and 
territories project in the Clinton Administration’s last 2 years. Fifteen nations were 
cited as being noncooperative in the international fight against money laundering 
in 2000, and the Treasury followed up the FATF’s action and its own analysis by 
issuing hard-hitting advisories to our financial institutions recommending enhanced 
scrutiny against potential money laundering transactions involving those nations. 
The reaction was very positive. FATF’s efforts can be credited for the fact that in 
the last few years anti-money laundering laws have been passed in Bahrain (Janu- 
ary 2001), Lebanon (April 2001), the United Arab Emirates (January 2002), and 
Egypt (May 2002). Panama, Israel, and Liechtenstein took important steps in bring- 
ing their laws up to international standards and were removed from the list. 

But this important multilateral initiative seems to have hit a snag. I am con- 
cerned that the Bush Administration may be retreating from the strong effort to 
identify noncooperative countries, those with seriously substandard money laun- 
dering controls and seemingly little political will to change them. It was reported 
last week that FATF is planning to agree this month to suspend for at least 1 year 
its practice of identifying noncooperating countries.^ This would be a serious mis- 
take. The plan to abandon the blacklisting practice contemplates an increased role 
by the IMF and the World Bank in persuading countries to adopt or enhance their 
money laundering laws and regulations. Hopefully the Bush Administration will 
continue to identify and publicize noncompljdng nations through the FATF process 
while also encouraging a greater role for the IMF and the World Bank. 

FATF is only part of the solution. There is no international organization dedicated 
solely to tracking terrorist funds. We should work with our G7/G8 partners to create 
such an organization, working parallel to FATF. Again, the Greenberg Task Force 
of the Council on Foreign Relations will have detailed recommendations here which 
are still being finalized. 

The Administration needs to place the issue of terrorist funding on the regular 
agenda of every major international event, like APEC and ASEAN, and the twice 
annual EU-U.S. Summits. The Senior Level Group which plans these Summits can 
serve as a regular “scorecard” to monitor our success. Unless our EU allies and their 
banking systems employ the same approach we have, and maintain the degree of 
political commitment necessary to achieve financial transparency in these areas, the 
value of the U.S. Government’s work with U.S. financial institutions will be greatly 
reduced. 

The EU countries have taken positive steps to cooperate in tracking down ter- 
rorist funds. But the robustness of European regulators may not match the strength 
of their anti-money laundering laws. The EU, for example, only bars funding by the 
military wing of Hamas, not its civilian wing, when, in fact, they are all one organi- 
zation, dedicated to terror. Likewise, EU nations do not forbid Hezbollah funding 
at all. Their high evidentiary standards make it difficult to block assets. And their 
porous borders invite the transit of terrorist funds. 

We must continue to place financial transparency and the building of strong su- 
pervisory institutions conforming to international standards on the agenda of our 
bilateral and multilateral discussions with nations all over the world. It must be — 
as it appears not to be now — a major talking point for the President in his meetings 
with foreign leaders. 

If more effort is needed with the EU, special efforts must be made with countries 
like Saudi Arabia, Pakistan, and the Gulf States, which are the principal sources 
and transit points for terrorist money. Their anti-money laundering laws are weak 
and their follow-up no better. They do not deserve the diplomatic pass the Adminis- 
tration appears to give them. If we really want to put sand in the gears of al Qaeda 
we must press them to cooperate in dealing with the phony charities and individ- 
uals who support al Qaeda, and to come up to international standards on money 


^The list of noncooperating countries and territories in 2000 was: the Bahamas, the Cayman 
Islands, the Cook Islands, Dominica, Israel, Lebanon, Liechtenstein, Marshall Islands, Nauru, 
Niue, Panama, the Philippines, Russia, St. Kitts and Nevis, and St. Vincent and the Grena- 
dines. The Bahamas, the Cayman Islands, Liechtenstein, and Panama were removed from the 
list in June 2001, after curing most of all of the deficiencies FATF cited, and eight new coun- 
tries — Egypt, Grenada, Guatemala, Hungary, Indonesia, Myanmar, Nigeria, and Ukraine — were 
added to the list in June and September 2001. In June 2002, Hungary, Israel, Lebanon and St. 
Kitts and Nevis were removed from the list, leaving the following 15 countries: Cook Islands, 
Dominica, Egypt, Grenada, Guatemala, Indonesia, Marshall Islands, Myanmar, Nauru, Nigeria, 
Niue, Philippines, Russia, St. Vincent and the Grenadines, and Ukraine. 

2 Edward Allen and Alan Beattie, “Blacklist of 'dirty money’ havens put on temporary hold,” 
Financial Times, September 26, 2002. 
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laundering. We must speak plainly and bluntly in the face of noncooperation. In 
nations for which modern financial supervision and financial transparency are rel- 
atively new concepts, a paper commitment, or even a one-time series of arrests, is 
not the same as sustained enforcement and regulatory change. 

Third, we cannot stint on technical and development assistance to help nations 
build the technical capacity to supervise their financial systems adequately. The 
President’s fiscal year 2003 budget allocates only a few million dollars to assistance 
in these areas; far less than is necessary if we expect countries to gain control over 
the misuse of their financial institutions and rogue charities. 

Fourth, we need to bring the underground hawala system into the Federal regu- 
latory system and we need to simultaneously urge other countries to regulate and 
to control them. 

Fifth, we cannot leave the job to others, even to our allies. Without strong con- 
tinuing U.S. leadership our progress will be marginal. 

We cannot hesitate to employ stronger measures than diplomacy when necessary. 
Last week, several House Members expressed disappointment that the Administra- 
tion had made no use of the authority granted to the Treasury by Section 311 of 
the USA PATRIOT Act to identify certain aspects of terrorist financing as items of 
“primary money laundering concern” requiring special reporting, regulatory, or 
other measures, and I share the question they raised. This will allow sanctions 
short of a Presidential declaration under IEEPA blocking orders. In the same way, 
we will need to continue to use our economic sanctions authority where appropriate 
to freeze potential terrorist funds. 

These observations reflect a basic premise — that dealing with terrorist financing 
requires “structure, integration, and focus” both within our Government and be- 
tween our Government and its allies. The same is true of dealing with money laun- 
dering generally. 

As I indicated, many of the same issues can be raised about other money laun- 
dering problems. When I spoke for the Treasury at the public issuance of the first 
National Money Laundering Strategy in 1999, I emphasized that: 

“This Strategy reflects a national commitment to a coordinated, effective fight 
against money laundering. The action items it sets forth obviously cannot be 
accomplished all at once. Rather, they are meant to lay out a framework for 
prompt, aggressive action.” 

What I see potentially lacking in our approach now is that “framework.” As the 
Chairman noted, 26 agencies contributed to the current National Money Laundering 
Strategy. And each no doubt had something valuable to add. But it is not easy to 
detect a guiding direction underneath the particular actions listed. I do not see 
“structure, integration, and focus.” 

Some of the same criticism could have been directed to our first Strate^, which 
was written at a less difficult time. But I think we could have met the criticism then 
by pointing to a consistent strategic thread that continues to be the necessary 
thread today: 

• Working against money laundering systems and high-risk problem areas, at the 

particular ways criminals and terrorists move funds; 

• Coordinated enforcement and regulatory activity; 

• Leveling the playing field among financial institutions, so that money launders 

are not free to abuse some more than others; and 

• Making, and keeping, money laundering on the international agenda. 

A final element of our Strategy was “persistence” and follow-through — the recogni- 
tion of the fact that it was far easier to state these goals than to achieve them. In 
drafting the first strategy we recognized — and intended — that institutional arrange- 
ments — a framework — would follow and be knit together by particular initiatives. 
That our work would, as I said before, be characterized by the need to learn to oper- 
ate in a strategic way. 

That has not happened and it will not happen quickly. As the public record of 
our efforts to deal with terrorist financing shows, coordination is possible and can 
be effective — if it is institutionalized and pressed forward. I am less certain that the 
terrorism experience has been replicated in dealing with other money laundering 
issues — because other issues intervene, or simply because no one is responsible for 
making things happen. I think we are still where we were 4 years ago — with an 
idea of what we would like to have happen but without any clear plans or institu- 
tional arrangements to make it happen. 

I am especially pleased that this Committee intends to continue to follow this 
issue closely, as it is demands our utmost attention. I would be happy to answer 
any questions. 
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Introduction 

On behalf of NASD, I would like to thank Chairman Sarbanes, Ranking Member 
Gramm, and the Members of the Senate Banking Committee for this opportunity 
to testify. 

I am here today to tell you about measures the NASD has taken to assist in the 
implementation of the International Money Laundering Abatement and Financial 
Anti-Terrorist Act of 2001, which is Title III of the USA PATRIOT Act. 

My appearance comes almost a year after the enactment of the USA PATRIOT 
Act — a year during which the NASD has worked closely with the Securities and Ex- 
change Commission, the Treasury Department, other regulators, and members of 
the securities industry to begin implementation of those aspects of the USA PA- 
TRIOT Act that apply to broker-dealers. 

Overview 

Let me begin with a brief overview of NASD — because knowing our mission and 
how we operate will help you understand NASD’s role under the USA PATRIOT 
Act. As the world’s largest self-regulatory organization (SRO), NASD has been help- 
ing to bring integrity to the markets for more than 60 years. Investor protection and 
market integrity are at the core of NASD’s mission and are the foundation of the 
success of U.S. financial markets. 

Under Federal law, every securities firm doing business with the American public 
is required to be a member of NASD. Currently, roughly 5,500 brokerage firms, 
90,000 branch offices, and over 670,000 registered securities representatives come 
under NASD’s jurisdiction. 

NASD writes rules that govern the behavior of securities firms. These rules be- 
come final upon approval by the SEC. The NASD examines firms for compliance 
with these rules (as well as for compliance with SEC rules and the Federal securi- 
ties laws), investigates possible violations of securities laws and regulations, and 
disciplines members and their employees when violations occur. NASD also is re- 
sponsible for professional training, licensing and registration, dispute resolution and 
investor education. 

While our regulatory jurisdiction is limited to our broker-dealer member firms and 
their associated persons, our examinations, surveillance, and regulatory intelligence 
alert us to illegal conduct outside of our jurisdiction. We routinely refer such find- 
ings to the SEC, the States, and criminal prosecutors for their action. We provide 
technical assistance to Federal, State, and local prosecutors and agents throughout 
the country on matters within our regulatory expertise. More than 200 defendants 
have been convicted of felonies in cases where we assisted criminal authorities. 
These matters have included not just “traditional” securities fraud, but also cases 
involving organized crime, money laundering, and most recently terrorist financing. 

Money Laundering and the Securities Industry 

Prior to the passage of the USA PATRIOT Act, NASD had some experience over- 
seeing the securities industry’s compliance with anti-money laundering regulations. 
Broker-dealers have long been subject to the reporting requirements of the Bank Se- 
crecy Act. For example, in July 2001, NASD Enforcement filed a complaint against 
a registered representative who worked with a securities firm affiliated with a large 
U.S. banking company, alleging that she, among other things, had structured cur- 
rency transactions to evade Federal reporting requirements and had caused her 
employer (an NASD member firm) to fail to file a currency transaction report, as 
required by the Bank Secrecy Act. 

In that case, the firm had a policy of prohibiting representatives from accepting 
cash from customers. The firm, however, also had anti-money laundering policies 
and procedures in place to ensure compliance with the Bank Secrecy Act, including 
the filing of currency transaction reports, in the event that a cash transaction oc- 
curred. Despite the firm’s prohibition, the registered representative agreed to accept 
$50,000 in cash from a customer. When the customer insisted that the representa- 
tive not report the transaction, the representative agreed to structure the deposits 
into an account in the name of the customer’s mother through cashier’s checks in 
increments below the threshold for reporting. 

In August of this year, NASD’s Office of Hearing Officers issued a decision in the 
case, finding the registered representative liable for structuring and for causing her 
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firm to fail to file a currency transaction report. NASD barred this representative 
from being associated with any NASD member firm in any capacity. (See Press Re- 
lease at http: ! I www.nasdr.coml news ! pr2002 ! release 02 048.html.) NASD was 

able to enforce the Bank Secrecy Act regulations under NASD Rule 2110, which 
obliges firms and associated persons to “observe high standards of commercial honor 
and just and equitable principles of trade.” 

Nonetheless, prior to passage of the USA PATRIOT Act, the securities industry 
had limited experience with anti-money laundering regulations. While subject to the 
Bank Secrecy Act reporting requirements, most securities firms, as a matter of pol- 
icy, prohibit cash transactions. Many broker-dealers, therefore, do not have the ex- 
perience of filing currency transaction reports. And although NASD, since as early 
as 1989, has recommended that all broker-dealers file suspicious activity reports 
(SAR’s) with the Treasury Department’s Financial Crimes Enforcement Network 
(FinCEN), only broker-dealers that were subsidiaries of banks or bank holding com- 
panies were required to do so by Federal law. 

Before the tragedy of September 11, NASD participated in a significant collabo- 
rative effort with the New York Stock Exchange (NYSE) and the SEC to conduct 
joint examinations of a group of broker-dealers to determine the scope and the effec- 
tiveness of their anti-money laundering compliance programs. We learned that, al- 
though many of the larger broker-dealers had implemented comprehensive anti- 
money laundering procedures voluntarily, most broker-dealers had not implemented 
programs that went beyond the reporting requirements of the Bank Secrecy Act. 

NASD Rulemaking Under the USA PATRIOT Act 

The USA PATRIOT Act imposes a number of new anti-money laundering require- 
ments on the securities industry. This is uncharted territory for many broker-deal- 
ers. NASD has worked over the last year to use our regulatory tools and resources 
to educate broker-dealers about and monitor compliance with these new require- 
ments under the USA PATRIOT Act. 

To that end, NASD proposed a new rule. Rule 3011, to establish the minimum 
standards for broker-dealers’ anti-money laundering compliance programs, which 
Section 352 of the USA PATRIOT Act required all broker-dealers to develop and im- 
plement by April 24, 2002. On April 22, 2002, the SEC approved NASD Rule 3011 
and the NYSE’s substantially similar rule. Rule 445. 

NASD Rule 3011 requires firms to develop and implement a written anti-money 
laundering compliance program that is approved in writing by a member of senior 
management and, at a minimum: 

(1) establishes and implements policies and procedures that can be reasonably ex- 
pected to detect and cause the reporting of transactions required under 31 U.S.C. 
§ 5318(g) (which governs SAR’s) and the implementing regulations thereunder; 

(2) establishes and implements policies, procedures, and internal controls reason- 
ably designed to achieve compliance with the Bank Secrecy Act and implementing 
regulations thereunder; 

(3) provides for independent testing for compliance to be conducted by member 
personnel or by a qualified outside party; 

(4) designates an individual or individuals responsible for implementing and mon- 
itoring the day-to-day operations and internal controls of the program; and 

(5) provides ongoing training for appropriate personnel. 

After the SEC approved NASD Rule 3011, the Treasury Department stated that 
broker-dealers would be deemed in compliance with the USA PATRIOT Act require- 
ment to implement an anti-money laundering compliance program if they were in 
compliance with NASD Rule 3011 and NYSE Rule 445. 

NASD Rule 3011 allows NASD to examine and enforce compliance with anti- 
money laundering program requirements. We began that effort as soon as the rule 
went into effect earlier this year. Through our examinations, we determine whether 
firms have the required compliance programs and assess deficiencies in firms’ pro- 
grams. On a firm-by-firm basis, we determine what action to take after each exam- 
ination. In addition, the information we gather through our examinations enables 
us to determine areas of common misunderstanding so that we can develop new 
guidance for firms to help them comply. We are coordinating with the NYSE by 
sharing examination procedures to ensure that, as regulators, we are following a 
consistent approach and to make certain that our procedures are as comprehensive 
as possible. In addition, where examinations involve firms that are members of both 
NASD and the NYSE, we are coordinating our reviews for compliance with the anti- 
money laundering compliance program requirements. 

According to our most recent examination results, approximately 94 percent of 
firms had developed and implemented anti-money laundering compliance programs. 
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Our goal, of course, is 100 percent compliance, but the examination results show 
that firms recognize their responsibilities and have taken the necessary steps to 
meet their obligations under the Act. Those firms that NASD examiners found to 
be deficient in this area received a Letter of Caution and, pursuant to the terms 
of the Letter of Caution, were required to demonstrate to NASD examiners that nec- 
essary procedures were in place, and deficiencies corrected, within 30 days. Firms 
that continue to disregard their obligations to develop and implement anti-money 
laundering compliance programs that contain all the necessary procedures will face 
NASD Enforcement actions that could lead to substantial fines, suspensions, and 
even expulsion from the industry. 

While examining to determine whether firms have proper anti-money laundering 
procedures, NASD examiners, at times, have confronted situations where firms had 
evidence of suspicious activity but did not file a SAR. For example, in one instance, 
an examiner conducting a routine examination noted signs of suspicious structuring 
transactions. The customer, over a period of time and on numerous occasions, had 
deposited a total of over $10,000 in money orders into an account. None of the 
money orders was for more than $700. The customer then wired thousands of dol- 
lars to a bank located in a foreign country. The firm had not voluntarily filed a SAR. 
NASD staff referred the matter to an appropriate Government agency for review. 

As noted, while the SAR reporting requirements do not become effective until the 
end of this year, NASD has suggested that firms make voluntary SAR filings, when 
warranted. We will continue to be vigilant during our examinations of our firms 
and, where appropriate, refer instances of suspicious activity to the appropriate Fed- 
eral authorities. 

Additional NASD Anti-Money Laundering Initiatives 

NASD has also launched a variety of other anti-money laundering initiatives to 
assist firms in developing and implementing their anti-money laundering compli- 
ance programs and in complying with other aspects of the USA PATRIOT Act. 

Notices to Members 

NASD has published the following “Notices to Members” (Attachments held in 
Senate Banking Committee Files): 

Notice to Members 01-67, Terrorist Activity (October 2001). This Notice informed 
members of President Bush’s Executive Order freezing the property of, and prohib- 
iting transactions with, certain individuals. It explained how members could access 
the Treasury Department’s Office of Foreign Assets Control’s (OFAC) website and 
recommended that firms establish compliance programs to avoid violations and pos- 
sible enforcement actions. 

Notice to Members 02-21, Guidance to Member Firms Concerning Anti-Money 
Laundering Compliance Programs (April 2001). This Notice explained in detail the 
requirements that the USA PATRIOT Act and NASD Rule 3011 impose on broker- 
dealers and provided guidance to assist broker-dealers in developing anti-money 
laundering compliance programs that fit their business models and needs. 

Notice to Members 02-47, Treasury Issues Final Suspieious Activity Reporting 
Rule for Broker ! Dealers (August 2002). When the Treasury Department issued its 
final rule governing SAR’s, NASD issued this Notice to Members to explain the re- 
quirements of the rule and to notify members of the deadline for comments on the 
proposed SAR’s form for broker-dealers. 

Notice to Members 02-50, Treasury and SEC Request Comment on Proposed Regu- 
lation Regarding Broker ! Dealer Anti-Money Laundering Customer Identification Re- 
quirements (August 2002). This Notice explained to members the proposed regula- 
tions regarding customer identification and verification and notified them of the 
deadline for submitting comments on the proposed rule. 

AML Template 

Many smaller securities firms did not have the extensive experience with anti- 
money laundering regulations of the large, bank-affiliated firms, and were uncertain 
about how the various USA PATRIOT Act requirements would apply to them. To 
assist them, NASD developed a detailed template that firms can use in fulfilling 
their responsibilities to establish an anti-money laundering compliance program. (A 
copy of the template is being held in Senate Banking Committee files.) 

Congress wisely made the anti-money laundering program requirement flexible 
enough so that each firm could tailor its program to the firm’s size, business activi- 
ties, and customer base. The template, which firms can download from our website, 
www.nasd.com, provides language that firms can tailor to address their particular 
situations. Our template urges firms to develop procedures even for those activities, 
such as cash transactions, that the firm prohibits. That way, the firm will have pro- 
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cedures to detect when the policy has been breached and, if breached, to ensure that 
the firm complies with any applicable anti-money laundering regulations. 

In addition to giving detailed explanations of the many regulations and how they 
would apply to various business relationships and financial products, the template 
contains instructions and links to other resources that are useful for developing an 
anti-money laundering compliance program. The NASD template has had over 7,600 
visits since going live in July of this year. 

Workshops 

NASD also conducted two phone-in workshops for member firms concerning the 
USA PATRIOT Act and anti-money laundering compliance. We held these work- 
shops on April 19 and May 21 of this year and over 1,000 participants called in to 
join them. We plan to conduct another workshop this month to address the customer 
identification and verification requirements, which firms will have to implement by 
October 26. In addition to the workshops for member firms, NASD has hosted two 
anti-money laundering workshops for our examiners. 

OF AC Search Tool 

NASD has created a search tool, which is accessible through NASD’s anti-money 
laundering website and enables firms to electronically search OFAC’s “Specially 
Designated Nationals and Blocked Persons” list. There have been over 17,000 visits 
to our OFAC search tool since its launch in June. 

Website Information and Online Training 

In addition to our Notices to Members, our template and our OFAC search tool, 
our Web page provides links to all of the reporting forms that firms will need for 
anti-money laundering compliance, as well as to various other sources of anti-money 
laundering information. NASD attorneys have also participated in numerous speak- 
ing engagements to discuss anti-money laundering issues and to answer firms’ ques- 
tions, and they will continue to do so at our upcoming Fall Conference in San Diego 
and at the NASD Institute in Baltimore. 

We have also developed an online anti-money laundering training course, which 
firms can use to meet their statutory obligations under the USA PATRIOT Act and 
NASD Rule 3011 to develop an on-going anti-money laundering training program 
for employees. As of August 31, over 6,000 people had registered for our online 
training course. 

Coordination Between NASD and Government 

Coordination and communication with the Treasury Department and the SEC 
have been indispensable in this area. Throughout this process, the Treasury Depart- 
ment and the SEC have provided us with information that we have needed to 
develop anti-money laundering initiatives to assist broker-dealers, and they have 
provided helpful and timely comments on our template and the various publications 
that we have issued. This has enabled NASD to work efficiently, to present con- 
sistent interpretations and instructions to the industry and to define our expecta- 
tions for firms under the regulations. 

Continued coordination among regulators will remain critical in the future. Sig- 
nificant issues remain concerning how this regulatory regime that has historically 
applied to depository institutions will apply to the securities industry. We are 
pleased that the Treasury Department was receptive to hearing about how the ap- 
plication of these proposed regulations might affect the various participants in the 
securities industry, and we look forward to continuing our dialogue with Treasury 
on these and similar issues in this very important area. 

Conclusion 

I am pleased to have this opportunity to share with the Committee NASD’s part 
of the extensive efforts that have been made over the course of the last year to en- 
sure compliance with the anti-money laundering provisions of the USA PATRIOT 
Act. NASD pledges to continue to work with Congress, Treasury, the SEC, and other 
regulators in implementing and enforcing this important law. 
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PREPARED STATEMENT OF ALVIN C. JAMES, JR. 

Former Senior Money Laundering Policy Advisor 
U.S. Department of the Treasury 
October 3, 2002 

Thank you, Mr. Chairman, Senator Gramm, and Members of the Committee. I am 
very pleased to be given this opportunity to return to your Committee to speak to 
you today about our Government’s anti-money laundering programs and strategy. 
My name is Alvin James and currently I serve as the leader of the Anti-Money 
Laundering Solutions Group at Ernst & Young, LLP. However, the views I am ex- 
pressing here are my own and do not necessarily reflect the views of Ernst & Young. 

A little over 3 years ago, I retired from Federal service after 27 years of law en- 
forcement within the U.S. Treasury Department. Most of my public service was 
spent as a Special Agent with IRS Criminal Investigation Division where I special- 
ized in International Undercover Money Laundering Investigations. I spent the last 
5 years of my Federal law enforcement service at the Financial Crimes Enforcement 
Network (FinCEN) concluding the last 2 years as its Senior Anti-Money Laundering 
Policy Advisor. It was at FinCEN that I collaborated on developing a model that 
explained what is generally recognized as the largest money laundering system in 
the Western Hemisphere — the Colombia Black Market Peso Exchange (BMPE). 
That model, which was developed using law enforcement intelligence, describes how 
this underground financial system works and identifies vulnerable choke points. 
During my tenure at FinCEN I also served as the founding Chairman of the Treas- 
ury Under Secretary for Enforcement’s BMPE Working Group. 

Introduction 

Mr. Chairman, I believe the current efforts and strategy of our Government to 
prevent the laundering of illicit funds or the transferring of funds for illicit purposes 
within our borders are falling short of the mark. This failing is not primarily due 
to a lack of diligence on the part of our criminal justice and regulatory agencies. 
It stems more from the nature of our enforcement system and the means by which 
the performance of our enforcement agencies are measured than from a basic un- 
willingness to work together and get the job done. 

The source of this failure lies at a fundamental level. We continue to fail as a 
Government to adopt an enforcement strategy to disrupt and deter the way money 
is laundered through our nations financial institutions. The major money laundering 
is a systemic crime. Systemic crime is crime brought about by an illicit demand 
within society that is not dependant upon the action of any particular individual or 
group of individuals. Therefore, the criminal conduct cannot be effectively deterred 
by the threat of prosecution, fines, or imprisonment. Systemic crime is crime that 
for various reasons will always have a new criminal ready to step up when his pred- 
ecessor falls to criminal sanctions. Systemic crime is not limited to the financial 
arena. Indeed, there are broader and more serious areas of crime that also fall with- 
in this definition. When they thrive it is largely do to the choice of our Government 
to use the singular weapon of prosecution as our only deterrent. When we fail to 
acknowledge the shortcoming of prosecution as the sole deterrent in critical areas 
then we also fail to strategize toward a more effective means of disruption and 
elimination of the criminal systems that plague our Nation. 

To illustrate my point let us look at two well-known areas of systemic crime. The 
demand for narcotics and the systems that fuel that demand is an example of sys- 
temic crime. One of the reasons we have not done better in fighting the war on 
drugs is that we continue to pursue the fight on a case-by-case basis. And yet there 
seems to be no limit to drug users, sellers, distributors, smugglers, manufacturers, 
and money launderers. The performance of the agencies charged with fighting the 
war on drugs is measured by the respective arrests and prosecutions to their credit. 
This performance measure of course skews their strategies in that direction whether 
or not those strategies have an ultimate impact on the criminal system. These per- 
formance measures also tend to steer them away from coordinated action with other 
agencies, with which they would have to share the credit. Worst of all, they are dis- 
suaded from the development of a more effective strategic approach even when they 
try to do so. We are not winning the war on drugs and yet we have continued to 
fight for over 20 years without any sustained deviation in our strategy. 

Our internal war on terrorism and the movement of terrorist funds is another 
area of systemic crime. Our efforts to combat terrorism within our borders seems 
to be gaining ground because we have not focused on prosecution as our only tool 
or even our primary tool to disrupt and dismantle the terrorist’s ability to harm to 
our country and our people. Cooperation and coordination of strategy continue to be 
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key areas of concern. Yet, we seem to recognize that we can offer no form of prosecu- 
tion and punishment that will deter an individual who will give up his own life, not 
as a sacrifice for his cause, but as a privilege that will bring everlasting rewards 
to the individual and substantial financial rewards to his family? Our law enforce- 
ment community is well-suited to address these terrorist systems, just as they are 
well-suited to address the systems that distribute illegal drugs and launder the prof- 
its from their sale. For the war on terrorism to continue to be effective and for the 
war on drugs and major money laundering to begin to have a deterrent effect, the 
enforcement community must be unfettered by removing total reliance on perform- 
ance measures directed solely toward the arrest and conviction of individuals. They 
have the knowledge and expertise to develop strategies, within the boundaries and 
individual protections of the Constitution, which will disrupt and dismantle the 
principal criminal systems wreaking havoc in our country today. They must be en- 
couraged to develop and implement these systemic strategies. We cannot afford to 
wait for another 20 years. 

Mr. Chairman, by continuing to provide a forum to air these critical issues. Your 
Committee is providing the leadership needed to bring financial criminal enforce- 
ment to this new plateau. It is essential that our Nation begin to recognize the 
shortcomings of our current strategies in regard to systemic crime. Only then can 
we begin to develop new plans operating outside the box of conventional wisdom. 
As I continue in my testimony I will set out numerous areas of systemic abuse of 
our Nation’s financial structure. These areas of abuse do not seem to be deterred 
by traditional means of arrest and prosecution. I will also suggest an approach to 
most effectively design and implement a strategy to combat systemic crime within 
our enforcement and regulatory communities. I urge you use the powers of this 
Committee to continue to encourage this Nation’s financial enforcement and regu- 
latory community to consider a more effective means of financial law enforcement 
and regulation designed to combat these areas of systemic abuse. 

Current State Assessment 

As stated, the current focus of financial criminal investigations is most often on 
individuals or a particular illicit enterprise. Even if this focus falls on a particular 
area of systemic concern, such as Hawala and its movement of terrorist funds, it 
still relies on fines or prosecution of individuals as the primary strategy of deter- 
rence. What is even more troubling is the spirit of competition rather than coopera- 
tion fostered by these strategies of prosecution. There is little incentive to cooperate 
when eventually only one agency will be credited with the prosecution. If a deal is 
struck it usually involves some sharing of the count. This most often involves double 
counting which then distorts the statistics and still does little to counter the sys- 
temic abuse. 

Similarly, from the civil regulatory perspective, while regulatory efforts may be 
aimed at areas of systemic concern, they generally rely on regulatory sanctions 
aimed at an individual institution or business. As in the enforcement community, 
there seems to be little regard for whether or not these sanctions will, in fact, im- 
pact the particular area of systemic abuse. Regulation of Money Service Businesses 
(MSB’s) is a good example of this lack of effective strategy. The first phase of this 
regulation is the registration of all MSB’s. The most infamous type of MSB at the 
moment is the Hawala money remitter system that I will describe in more detail 
later. For now, suffice it to say that even if Hawala brokers in the United States 
are successfully registered, such registration is unlikely to impact the illicit use of 
this system to move terrorist funds or launder drug money. It is too easy for this 
system to hide its dealings inside other transactions. Registration will certainly not 
have an impact unless it is part of an overarching strategy designed to eliminate 
the illicit use of this system. It is not clear that such a strategy exists or which 
agency would administer it if it did exist. From the criminal law enforcement per- 
spective, in order to be effective the strategy will have to exceed reactive prosecution 
of known illicit transfers through unregistered institutions. Without effective strate- 
gies in place, counting the number of Hawalas or other (MSB’s) that have been reg- 
istered is meaningless as a measure of performance for any agency held responsible, 
as well as a meaningless measure of effective money laundering control for our Gov- 
ernment as a whole. 

There is also little incentive for the enforcement and regulatory community to co- 
operate strategically toward a systemic target. The enforcement community views 
the regulators, with some justification, as uncooperative when asked to respond with 
specific information in regard to a particular institution or its client. In turn the 
regulators view law enforcement, again with some justification, as ham fisted and 
naive as to the working of financial institutionsm, as well as their interactions with 
their regulators. The financial service sector itself has also offered little incentive 
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to observe or report systemic abuse of their systems. Most institutions see the Sus- 
picious Activity Reports (SAR’s) they file on individual behavior as going into a 
black hole with little if any feedback as to their relative effect. Once again they are 
somewhat justified in this position. Why then would they take the extra step of 
pointing out systemic abuse when there has been little or no effort on the part of 
Government to describe the abuse or work with the institutions in a partnership to 
build a defense? 

Mr. Chairman, our National Money Laundering Strategy is replete with all the 
right buzzwords — money laundering systems, interagency cooperation, coordination 
of effort, and information sharing. Unfortunately, these strategies have failed to 
enhance our ability to deter systemic money laundering. They have failed because 
at the root of our efforts we cling to prosecution as primary tool and our primary 
measure of success. We must use all the tools in our tool chest if we are to build 
a solution to systemic money laundering. 

Areas of Systemic Abuse 

Correspondent Banking 

International correspondent banking is the network within the traditional finan- 
cial sector that facilitates global bank-to-bank business, as well as providing foreign 
exchange for clients who do not have their own individual foreign accounts. Simply 
stated, foreign banks maintain accounts similar to checking accounts in banks with- 
in countries that they or their clients wish to do business. Of course, the United 
States is essential for any foreign bank wishing to offer the potential of foreign 
trade financing to its clients. This network is especially vulnerable to money laun- 
dering because money is taken in through one governmental jurisdiction and placed 
in another. The USA PATRIOT Act began to bring attention to these correspondent 
relationships. 

However, in spite of this attention, this network is currently being abused as the 
primary narcotics currency placement vehicle for the Colombian Black Market Peso 
Exchange (BMPE). The traditional means used to place narcotics currency into U.S. 
bank accounts controlled by the BMPE dollar/peso broker was to make small depos- 
its to accounts in the United States that were less than the threshold of the BSA 
regulatory barrier. Due to increased enforcement and regulatory pressure, the 
BMPE system has shifted its major currency placement to the foreign correspondent 
banking network. Foreign banks, willing to accept anonymous currency deposits in 
exchange for either checks or wire transfers drawn on their U.S. correspondent 
banking accounts, now provide the means to place BMPE narcotics currency into the 
U.S. financial system. These institutions are located throughout the world and are 
certainly not limited to those countries that have been designated as noncompliant 
for anti-money laundering purposes. 

Once the currency is placed in the U.S. accounts the BMPE brokers sell the dol- 
lars and then transfers them for their clients via checks and wire transfers. These 
instruments are used to make payment for foreign trade and to fund bank and bro- 
kerage accounts in the United States. These transactions completely break the chain 
of transparency sought by the world’s financial institutions and their respective 
governments. 

Money Remitters 

Numerous other systems similar to Hawala and BMPE exist throughout the 
world. They all offer similar services of foreign exchange and small dollar money 
remittance through informal networks based on ethnicity and trust. They exist in 
Asia, Africa, and South America and they all have branches in other lands based 
on the diasporas of their people. These branches often have brokers who use the tra- 
ditional financial systems to maintain their parallel accounts that facilitate their 
informal systems. By their very nature they are also vulnerable to money launders 
and individuals who would surreptitiously transfer funds for illicit purposes. 

Gold Broker Networks 

The U.S. Government has taken little notice of the workings of these networks 
within our country or the world. Nonetheless, it is possible to transfer millions of 
dollars of value internationally within these amorphous networks with no paper 
trail. The transfers can go from the souks of Dubai, India, and the Far East to the 
brokers of Switzerland and Italy to the coin shops of the United States. As in the 
remittance systems, the transfers are made on trust and settlement for the transfer 
is usually arranged via parallel transactions going in the opposite direction. It is 
very likely that recent transactions of terrorist funds were moved through this 
network. 



76 


False Invoicing 

This means of covertly moving funds from one country to another has existed for 
centuries and is well-known and well-documented. As with the others mentioned, 
it remains basically untouched by U.S. law enforcement. The following is a simple 
example of the process. A Colombian drug lord wishing to launder drug currency 
held in the United States might first establish a front retail jewelry business in the 
United States. Next, green glass is shipped from Colombia to the front business in 
the United States and is described as emeralds. The front company deposits drug 
currency disguised as business receipts and then wires out payments for phony em- 
eralds to the Colombian drug lord. The drug lord has thus transferred his illicit pro- 
ceeds to Colombia with a built-in legitimate story disguising their true source. 

Remittance Companies 

These firms should be distinguished from money remitters in that they offer dis- 
crete international transfers of funds for wealthy individuals and firms along the 
lines of the services provided for private banking clients within the legitimate finan- 
cial industry. They do so by moving these funds through their accounts without no- 
tice to anyone of the true ownership of the funds. There may be legitimate reasons 
for the existence of these firms such as the need to amass funds secretly for stra- 
tegic business advantage. However, due to their obvious potential to launder money 
and facilitate other anonymous transfers, it should not be left totally up to the 
banking community to regulate their activity through Suspicious Activity Reporting. 

Hawala 

Hawala is an ancient system based on trust within ethnic and familial relation- 
ships. It is important to note that this system has been unregulated for most of its 
existence. An equally important factor is that most funds transmitted by this system 
are legitimate foreign exchange or remittance transfers. However, it is clear that 
illicit funds and funds intended for illicit purposes including terrorism are also 
transmitted by this system. It is unlikely that this amorphous system will lend itself 
to traditional forms of regulation. New regulatory and criminal enforcement strate- 
gies will have to be devised based on a more through understanding of the system 
than we have today. 

Another alternative is to outlaw the system altogether in the United States. How- 
ever, an attempt to outlaw this system will only drive it from the front of the bodega 
to the back room or the parlor upstairs. Attempts to outlaw this system will also 
thwart its substantial legitimate purposes. One key use is foreign exchange for the 
“unbanked” third world, thus promoting desperately needed commerce in these 
areas. Another important function is money transmissions to family “back home.” 
In addition to being legal and harmless this is arguably our most efficient and least 
costly form of foreign aid. In any case, as with all the systems described here, this 
system exists because there is a demand for it that has not been met otherwise. As 
long as the demand exists there will most likely be a similar system to meet it, 
whether we try to outlaw it or not. 

Colombian Black Market Peso Exchange (BMPE) 

The BMPE is perhaps the U.S. enforcement community’s best-known underground 
money remitter and foreign exchange system. Although it has technically always 
been illegal in Colombia, it began as a gray market designed to evade Colombian 
import tariffs perceived to be excessive by the Colombian business community. How- 
ever, its function became much more heinous from the international perspective 
when its source of funds evolved to be almost exclusively wholesale narcotics pro- 
ceeds. 

Like all underground and unregulated systems this system is flexible and quickly 
adapts to efforts to thwart its access to the world’s legitimate financial systems in- 
cluding those in the United States. I have described a major adaptation of this sys- 
tem in my previous section on Correspondent Banking. Although this system has 
been known to U.S. law enforcement for over 20 years it continues to adapt and to 
maintain its status as the vehicle of choice for the Colombian drug lords to launder 
over $5 billion dollars per year. 

A Proposal 

A coordinated effort using all the tools available to the Government is the key to 
disrupting and dismantling systemic financial crime. A home agency solely respon- 
sible for systemic criminal law enforcement and BSA regulatory policy and enforce- 
ment is the best means to achieve this coordination. I strongly suggest the new 
agency be given the power via Presidential directive to coordinate all investigations 
impacting systems of financial crime that are a threat to our national security. This 
power should include investigations in other agencies that are related to these par- 
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ticular systems. I also believe it is essential to see that the new agency has the secu- 
rity clearances necessary to coordinate its strategies with the intelligence commu- 
nity. Finally, it is vital that this new agency include this Nation’s financial sector 
as a partner in designing and implementing overarching strategies designed to im- 
pact systemic financial crime. 

The problem of overlapping jurisdiction has always been an impediment to co- 
operation and coordination of the investigations related to systemic financial crime. 
Anti-money laundering is necessarily a fragmented jurisdiction due to the numerous 
substantive crimes that generate illicit funds. However, the recognition of systemic 
crime gives rise to a logical division of effort along the lines of systemic enforcement 
verses individual prosecution. The agency I have proposed that would be charged 
with systemic financial enforcement could pass off individual cases to the appro- 
priate agency, thus providing an incentive for cooperation rather than competition. 
In addition, the performance of the systemic crime agency could be measured along 
the lines of its strategy, which would not directly include individual prosecution. 

As an example of the type of coordinated strategy that might arise from the 
agency I propose, let me turn to the area I know best, BMPE. The goal of the fol- 
lowing strategy is to force the BMPE money launder and the Colombian drug lord 
to use processes to launder drug money that are less suited to their purpose and 
thus easier to detect and attack by both systemic and traditional criminal enforce- 
ment. First, a coordinated series of disruption oriented undercover operations could 
be added to the strategic plan. These operations can infiltrate the BMPE money 
laundering organizations and then use their insider status at just the right moment 
to seize or otherwise divert the funds they have been trusted to launder. Then a 
BSA Geographic Targeting Order (GTO) directed at correspondent banking accounts 
that are funded with substantial currency deposits. An international arm could be 
included that would coordinate the impact of intelligence to be shared with Colom- 
bian or other foreign law enforcement agencies. In addition, related individual inves- 
tigations could be coordinated in such a way as to maximize their effect on the over- 
all system. Finally, the private sector could be included by advising them at the 
most opportune moment of the overall scheme, as well as the specific countries, for- 
eign banks, or particular accounts that are known to be involved in the system. 

The overall strategy could be designed to shake the confidence of the illicit users 
of the system. On the one hand they would lose confidence that the money they 
launder is safe and will be returned to them. In addition the appropriate individuals 
involved could be passed on for individual investigation not only in our country but 
also by their own law enforcement as well. Those who maintain legitimate busi- 
nesses could find their ability to use the financial institutions throughout the world 
hampered by their link to narcotics crime. Providing the identity of the known users 
of the money laundering system to the international press could further shame and 
deter future use of the system. The final effect is to eliminate the market for BMPE 
dollars in foreign exchange. Such a coordinated effort as part of an overall strategy 
to attack a system of financial crime could begin to impact the system itself rather 
than just chip away at the individuals involved. 

Mr. Chairman, thank you for allowing me this opportunity to express my views. 
At the least, I hope my comments will foster debate directed at more effective en- 
forcement of systemic financial crime and more efficient use of the tools available 
in our enforcement community. 
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FOREWORD 


We release the 2002 National Money Laundering Strategy into a world that changed 
dramatically as a result of the villainous terrorist attacks on September 11, 2001. It is 
imperative that the federal government pursue a national strategy to attack the financial 
underpinnings of crime, including the financing of terrorist groups. It is only by working 
cooperatively together that we can cut off the financial lifeblood that terrorists and other 
criminals depend on to support their acts of cowardly murder. We must address this task in 
new and dramatically different ways. 

On June 6, 2002, President Bush proposed the most extensive reoiganization of the federal 
government in over 50 years. Legislation is now pending in the Congress to establish tlie 
Department of Homeland Security to secure our nation and to prevent terrorist attacks within 
the United States, reduce our vulnerability to terrorism, and to minimize the damage and 
recover from attacks that may occur. The Department of Homeland Security will better 
focus and concentrate the government’s skills and resources in this crucial mission. 

The 2002 Strategy paves the way forward. The Strategy directs the government’s resources 
against money launderers and those who finance terrorist activities and individuals. It is a 
good plan and a critical mission. 

We will take the fight to the criminals, to the terrorists, and to those who support them 
financially. We will pursue relendessly, and work cooperatively with the private sector, financial 
regulators, and our international partners to detect, prevent, deter, and punish money 
laundering and the financing of terrorist groups. 

The President and the American people are committed to this fight, and we will win. 



Paul H. O’NeiU 
Secretary of the Treasury 



John Ashcroft 
Attorney General 
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GOAL 2: FOCUS LAW ENFORCEMENT AND REGULATORY RESOURCES ON IDENTIFYING, 

DISRUPTING, AND DISMANUING TERRORIST FINANCING NETWORKS 14 

Objective 1: Implement a multi-pronged operational strategy to combat 

terrorist financing 17 

Priority 1 : Direct and concentrate intelligence resources on gathering critical 

financial information related to terrorism and money' laimderlng 17 

Priority 2: Identify and block assets of terrorists and those individuals and 

entities who financially or materially support terrorist organizations 18 
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Priority 3: Deploy diplomatic resources to ensure international cooperation 

in irackiiig and freezing the assets of terrorist financiers and netw'orks abroad 18 

Objective 2 : Identify and target die systems and methods used by 

terrorist financiers 20 

Priority 1 ; Identify and target the methods used by terrorist supporters to raise 

and move money to terrorist groups through formal financial systems 20 

Priority 2: Concentrate on informal value transfer systems, such as hawalas, 

as a means of moving moneyi 21 

Priority 3: Focus enforcement and regulatory efforts on alternative means of 

moving and hiding money, such as wire remitting outlets, bulk-cash 
smuggling, and trade in precious ^ones and commodities, to deter 
the funding of terrorist groups 22 

Priority 4: Investigate the use of non-governmental oi^anizaiions to raise, 

collect, and distribute funds to terrorist ^oups as well as wealthy 
individuals who donate to terrorist movements 23 

Priority 5: Identify and focus on the use of the Internet for cyberfimdraising 

as a means of raising funds for terrorist groups 24 

Objective 3: Improve international efforts to dismantle terrorist financing networks 24 

Priority 1: Improve collaborative Internationa] efforts to isolate terrorist financing 

networks and provide information to the U.S 25 

Priority 2: Provide technical assistance to jurisdictions willing and committed to fight 

terrorist financing neworks 25 

Priority 3: Urge countries and territories to implement counter-terrorism 

financing standards in regional and multilateral fora 26 

GOAL 3: INCREASE THE INVESTIGATION AND PROSECUTION OF MAJOR MONEY 

LAUNDERING ORGANIZATIONS AND SYSTEMS 27 

Objective 1 : Enhance inter-agency coordination of money laundering investigations 29 

Priority 1: Establish interagency targeting team to identify money-laundering 

related targets for priority enforcement actions 29 

Priority 2: Create uniform set of undercover guidelines for federal money' 

laundering enforcement operations 30 

Priority 3: Work with U.S. Attorney’s Offices to develop &ispicious Activity 

Report (SAR) Review Teams where they do not exist but could 
add value 30 

Objective 2: Refine mission of high-risk money laundering and relied financial 

crime area (HIFCA) taskforces 31 


IV 



83 


2002 National Money Laundering Strategy 


Priority 1: Review the structure of HIFCA Task Forces to remove obstacles to 

its effective operation 31 

Priority 2: Designate new HIFCAs as needed 32 

OfijEaivE 3: Dismantle the Black Market Peso Exchange (BMPE) money 

laundering system 33 

Priority 1 : Educate the private sector to ensure implementation of the BMPE 

anti-money laundering guidelines 34 

Priority 2: Train law enforcement to identify, understand, investigate, and 

prosecute BMPE scliemes 35 

Priority 3: Conclude multinational study with the governments of Colombia, 

Aruba, Panama, and Venezuela in the cooperative fight against the BMPE 35 

Objective 4: Improve anti-money laundering and asset forfeiture training 36 

Priority 1 : Develop and provide advanced money laundering ironing to HIFCA 

Task Force participants 36 

Priority 2: Provide asset forfeiture training to federal, slate, and local law 

enforcement officials that emphasizes major case development 38 

Priority 3: Increase awareness and use of die new anti-money laundering provisions 

of the PATRIOT Act 39 

GOAL 4: PREVENT MONEY LAUNDERING THROUGH COOPERATIVE PUBLIC-PRIVATE 

EFFORTS AND NECESSARY REGULATORY MEASURES 40 

ORjEaivK 1 ; I mplement the new anti-money laundering provisions of the 

usa patriot act 40 

Priority 1 ; Draft regulations to implement (he anti-money laundering and asset 

forfeinire provisions of the PATRIOT Act 41 

Priority 2 : Expand the types of financial institutions subject to effective Bank 

Secrecy Act requirements as necessary. 42 

Priority 3: Improve quality of SAR filing by money services businesses (MSBs) 

and casinos who are required to report suspicious activity. 43 

Priority 4: Increase utilization of existing Currency Transaction Report (CTR) 

filing exemptions for low-risk financial transactions, and consider 
expansion of CTR exemptions 44 

Priority 5: Review' procedures concerning requirement for foreign banks that 

maintain a correspondent account in the U.S. to appoint an agent 
who is authorized to accept service of legal process 45 

Objectiv'e 2: Develop strategies to respond to changes in money laundering practices 46 
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Priority 1 : Review current examination procedures of the federal supervisory 

agencies to determine whether enhancements are necessary to 
address the ever-changing nature of money laundering, including 
terrorist financing 46 

Priority 2: Study how technological change impacts money laundering enforcement 47 

GOAL 5: COORDINATE LAW ENFORCEMENT EFFORTS WITH STATE AND LOCAL GOVERNMENTS 

TO FIGHT MONEY LAUNDERING THROUGHOUT THE UNITED STATES 48 

Objective 1: Provide seed capital for state and local counter-money laundering 

enforcement efforts 48 

Priority 1 : Review applications and award grants under the C-FIC program 49 

Priority 2: Evaluate the progress of existing C-FlC gr^n recipients 49 

Objective 2: Improve Coordination widi State and Local Enforcement agencies 52 

Priority 1 : Increase involvement of state and local enforcement agencies through 

participation in the HIFCA Task Forces and SAR Review Teams 52 

Priority 2: Coordinate anti-money laundering r^Iatory efforts with state 

and local entities 52 

OBjEcrm; 3: Enhance the FJfectiveness of State and Local Law Enforcement’s 

Access to and Use of Bank Secrecy Act (BSA) Data 53 

Priority 1 : Provide the most effective and efficient methods for accessing 

BSA data and improve the Gateway system 53 

GOAL 6: STRENGTHEN INTENATIONAL ANTI-MONEY LAUNDERING REGIMES 54 

Objective 1: Advance intiatlves of FATF and FATF-style regional organizations 55 

Priority 1: Through FATF, identify non-cooperative countries and territories 

(NCCTs) and monitor their prt^ess 55 

Priority 2: Work with FATF countries to complete the rerision of the 

Forty Recommendations 56 

Objective 2; Ensure that technical assistance is available to jurisdictions willing 

and committed to strengthening its anti-money laundering efforts 57 

Priority 1 : Provide technical assistance to jurisdictions - particularly those 

on the NCCT list - to develop strong domestic anti-money 

laundering legislation 57 

OBjEcmTi 3: Work with tlie international financial institutions (IFIs) to 

incorporate international standards on combating money laundering 

and terrorist financing into their operations 58 
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Priority 1 : Encourage the IFIs to incorporate international anti-mone>' laundering 

standards, including standards to combat the financing of terrorism, 
into the IFIs ongoing work and pro^ams 58 

OBjECTfVK 4: Use all available tools to deter and punish money' laundering and 

terrorist financing 59 

Priority 1 : Update FinCEN Advisories to domestic financial institutions concerning 

jurisdictions that pose international money laundering risks 59 

Priority 2: Initiate appropriate countermeasures gainst non-cooperative jurisdictions 

and jurisdictions of “primary money laundering concern.” 60 

Objective 5: Enhance international cooperation and effectiveness in investigating 

and prosecuting money launderers 60 

Priority I : Enhance international c(K>peration of money laundering investigations 

through equitable sharing of forfeited assets 6l 

Priority 2: Improve information exchange on tax matters to ensure effective 

enforcement of U.S. tax laws 62 

Priority 3: Enhance mechanisms for the international exchange of financial 

Intelligence throu^ support and expansion of membership in the 
Egmont Group of Financial Intelligence Units (FlUs) 62 

Priority 4: Enhance standardized Customs reporting 63 
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Glossary of Abbreviations 


AFMLS — Asset Forfeiture and Money Laundering Section, Department of Justice 
APEC Asia Pacific Economic Cooperation 


APG 

XTf 

BJA 

BSA 

BMPE — 
C-FIC 

cnc 

CMIR 

CTR 

DEA 

EOUSA — 

FATF 

FBAR 

FBI 

FDIC 

Fed 

FinCEN — 

nu 

FSF 

Gcc 

GTO 

HIDIA — 
HIFCA — 
lEEPA — 

II£A 

INCSR — 

IFI 

INL 

iRS-a — 

IMF 

JTTF 

MLCA — 
MLCC — 


Asia Pacific Group on Money Laundering 

Bureau of Alcohol, Tobacco and Firearms, Department of die Treasury 

Bureau of Justice Assistance, Department of Justice 

Bank Secrecy Act 

Black Market Peso Exchange 

Financial Crime-Free Communities Support Program 

Commodity Futures Trading Commission 

Currency or Monetary Instrument Report 

Currency Transaction Report 

Drug Enforcement Administration, Department of Justice 

Executive Office of United Slates Attorneys, Department of Justice 

Financial Action Task Force on Money Laundering 

Foreign Bank Account Report 

Federal Bureau of Investigation, Department of Justice 

Federal Deposit Insurance Corporation 

Federal Reserve Board 

Financial Crimes Enforcement Network, Department of the Treasury 

Financial intelligence unit 

Financial Stability Forum 

Gulf Cooper^on Council 

Geographic Targeting Order 

High Intensity Drug Trafficking Area 

High Risk Money Laundering and Related Financial Crime Area 

Inteniacional Emergency Economic Powers Act 

International Law Enforcement Academy 

International Narcotics Control Strategy Report 

International financial institution 

Bureau for International Narcotics and Law Enforcement Affairs, DeparUnent of Stale 

Internal Revenue Service — Criminal Investigations, Department of the Iteasury 

Internationa! Monetary Fund 

Joint Terrorism Task Force 

Money Laundering Control Act of 1986 

Money Laundering Coordination Center, U.S. Customs Service, Department of the Treasury 
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MLSA 

MOIJ 

MSB 

NCCTs — 

NCUA 

OAS 

OCC 

OCDETf— 
OECD — 

OFAC 

OFC 

OGBS — 

OGC 

OJP 

ONDCP — 

OTS 

SAR 

SAR-BD — 

SARC 

SEC 

SOD 

TFRG 

USPIS — 
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Money Laundering Suppression Act of 1994 
Memorandum of Understanding 
Money Services Business 
Non-Cooperative CountriCvS or Territories 
National Credit Union Administration 
Organization of American States 

Office of the Comptroller of the Currency, Department of the Treasury 

Organized Crime Drug Enforcement Task Force 

Organization for Economic Cooperation and Development 

Office of Foreign Assets Control, Department of the Treasury 

Offshore Financial Center 

Offshore Group of Banking Supervisors 

Operation Green Quest, U.S. Customs Service 

Office of Justice Programs, Department of Justice 

Office of National Dnig Control Policy 

Office of Thrift Supervision, Department of the Treasury 

Suspicious Activity Report 

Suspicious Activity Report for Securities Brokers and Dealers 

Suspicious Activity Report for Casinos 

Securities and Exchange Commission 

Special Operations Division, Department of Justice 

Terrorism financial Review Group, FBI 

United States Postal Inspection Service 
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EXECUTIVE SUMMARY 

I n September 2001, the Bush Administration released its first 
National Money laundering Strategy. In that Strategy, we 
shifted the government’s focus to the investigation and 
prosecution of major money laundering organizations. The 
reasoning is straightforward - limited federal law enforcement 
resources should be directed and concentrated to ensure their 
greatest impact and effectiveness. The 2001 Strategy also 
emphasized the importance of asset forfeiture as the most direct 
method of depriving criminals of their ill-gotten gains. 

We need highly trained and experienced criminal investigators to 
dismantle large, complex, money laundering schemes and to 
undertake significant asset forfeiture investigations. For this 
reason, the2001 National Money Laundering Strategy proposed 
the development of advanced money laundering training courses 
for federal agents and prosecutors. Successful prosecution of 
laige-scale money launderers also requires increased coordination 
and partnership between federal, state and local, and foreign law 
enforcement agencies, and the private sector. Thus, the 2001 
Strategy developed a comprehensive plan to enhance coordination. 
Finally, for the first time, we began to con.sider systematically how 
to measure the results of our efforts. 


In Fiscal Year 2001, the law 
enforcement agencies of the 
Departments of the Treasury and 
Justice seized over $1 billion in 
criminal assets, with over $300 
million of that amount attributable 
to money laundering cases. 


The 2002 National Money Laundering Strategy reports on the 
progress that has been made to implement the Goals and Objectives 
of the 200/ Strategy. We identified baseline numbers for money 
laundering transactions in a variety of American cities; negotiated 


an international agreement with four governments to plan a 
coordinated fight against the Black Market Peso Exchange; and 
provided advanced money laundering training to front-line 
investigators. In Fiscal Year 2001, the law enforcement agencies 
of the Departments of the Treasury and Justice seized over $1 billion 
in criminal assets, with over $300 million of that amount 
attributable to money laundering cases. 

We must concentrate enforcement efforts on large-scale money 
laundering enterprises. In Fiscal Year 2000, 1,106 defendants 
were sentenced pursuant to the three money laundering sentendi^ 
guidelines then in effect. Seventeen percent of those sentenced to 
prison received a longer sentence because of their role as a “leader, 
organizer, manager, or supervisor” of the laundering activity. 
Conversely, 83% of those convicted for federal money laundering 
offenses were not considered leaders of the money laundering 
operation. Additionally, almost 20% of those sentenced to prison 
laundered in excess of $1 million. Thus, 80% laundered smaller 
amounts of money. These statistics indicate that we should be 
able to focus our domestic enforcement efforts more precisely on 
dismanihng major money laundering operations. 

Of course, our strategy to combat money laundering does not focus 
on law enforcement alone. We must also improve work with our 
international partners to eliminate safe havens for money 
launderers, and we must continue to hone our regulatory efforts. 
The Goals, Objectives, Priorities, and Action Items discussed In 
the 2002 Strategy set forth our agenda for improvement, and 
identify particular individuals and offices who will be held 
account^le for accomplishing our mission. 

Since September 1 1 , 2001 , our mission has changed in important 
ways. The 2002 National Money Laundering Strategy breaks 
important new ground, and, for the first time, describes a 
coordinated, government-wide strategy to combat terrorist 
financing. We will apply the lessons we have learned ffom the 
federal government’s efforts against money laundering to attack 
the scourge of terrorism and to deny terrorist groups the ability to 
finance their acts of cold-blooded murder. By a^ressively pursuing 
the money trails left by criminals and terrorists, law enforcement 
can identiJy and capture those involved and deny terrorist entities 
the funds necessary to finance further acts of terror. This is a top 
priority for us in the remainder of 2002. 


1 
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In addition, we will establish an interagency targeting team to help 
focus our efforts and resources against the most signihcant money 
laundering oiganizations and systems, such as individuals who 
smuggle bulk cash and terrorist groups, like the Colombian FARC, 
and seek to jail more of the money laundering masterminds. 


The 2002 National Money laundering 
Strategy breaks important new 
ground, and, for the first time, 
describes a coordinated, gqremment- 
wide strategy to combat terrorist 
financing. 


(5) METRICS - charts for the first time ways to monitor our 
progress and establishes a “traffic light” reporting s^tem 
to evaluate the results of federal anti-money laundering 
efforts; 

(6) FINANCIAL ACTION TASK FORCE - reports on our progress 
in the multinational Financial Action Task Force (FAIF) to 
revise its internationally recognized anti-money laundering 
standards and to identify and monitor the progress of non- 
cooperative countries and jurisdictions. 


We will also work with the international financial institutions, such 
as the World Bank and International Monetary Fund, and the 
multinational Financial Action Task Force to improve and monitor 
anti-money laundering compliance efforts throughout the world. 

Finally, in this Strategy we recognize the necessity' and significance 
of rewarding those who have made great strides in preventing 
money laundering and dismantling major money laundering 
enterprises. To that end, we announce the development of the 
Secretary’s Distinguished Service Award for Financial Crime 
Investigations to honor outstanding work performed in significant 
money laundering cases. The Secretary’s Award will be issued 
annually by the Secretary of the Treasury to recognize exceptional 
contributions to combating major money laundering activity. 

Highlights of the 2002 Strategy include: 

CD TERRORIST FINANCING — presents government’s first plan 

to attack financing networks of terrorist entities; 

(2) CHARITIES — focuses attention on the use of charities and 
other non-govemmental organizations to raise, coUecI, and 
distribute funds to terrorist groups; 

(3) TARGETING TEAM — creates an interagency group to 
identify and target significant money laundering 
organizations and systems used by money launderers, 
including the smuggling of bulk cash and the use of 
alternative remittance systems, such as hawala; 

(4) USA PATRIOT ACT — describes work done to implement 
these landmark money laundering provisions; 
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INTRODUCTION 

National Money Laundering Strate^essfi 
forth an action plan for how law enforcement, regulatory 
officials, the private sector, and the international 
community could take concrete steps to make it harder for 
criminals to launder money generated from their illegal activities. 
Following the terrorist attacks against the United States on 
September 11, 2001 , we also recognize that the fight ^nst money 
laundering is integral to the war against terrorism, and that effective 
anti-money laundering policies will save innocent lives. 


The fight against money laundering 
is integral to the war against 
terrorism. 


We still do not know the full mt^itude of the money-laundering 
problem. The various efforts to attempt to answer this question 
over the years have been unsatisfactory. Some organizations 
attempted to estimate the magnitude of global money laundering 
based on models of tax evasion, money demand, and ratios of 
official GDP and nominal GDP. These studies, however, indicate 
wide windows of variance. For example, former IMF Man^ng 
Director Michel Camdessus estimated the global volume of 
laundering at between two to five percent of the world's gross 
domestic product, a range which encompasses sums between $600 
biUionand $1.8 trillion. U.S. Government agencies have not yet 
developed a more reliable measure to date. 

In 2002, we will begin to develop a model to determine the 
magnitude of money laundering in the U.S. We will make our 
hypotheses in developing the model explicit so that the model can 
be critiqued - and refined - in future years. If appropriate, we 
will invite proposals from the private sector and academia for how 
to develop the model and will consider issuing a contract to a 
non-government entity to work on the model. This will not be an 
easy, speedy, or contentious free task, but it is one that we are 
committed to accomplishing. 

The 2002 Strategy continues the work initialed in the 2001 
Strategy to attempt to develop reliable measures and to set forth a 
clear method for analyzing how well the government is doing to 
combat money laundering. Our methods for measuring our 
performance should be consistent with the President’s Management 
Agenda articulated in the 2003 Budget. Therefore, during 2002, 


we will develop a “traffic tight” scorecard to track our performance, 
ass^ how well we are executing the initiatives described in the 
2002 Strategy, and provide an indication of where we stand at a 
given point in time. We will analyze federal resources devoted to 
anti-money laundering endeavors so that actual costs are 
understood and can shape future budget allocations. In 2002, we 
will continue to review the quantitative measures of our results 
and try to incorporate qualitative factors that will give greater 
context to the quantitative figures. These efforts are described 
in Goal 1 of the 2002 Strategy. 

The fi^t against terrorist financing is similar to the work against 
money laundering that has preceded it, and is discussed in Goal 
2. This fi^t will require extensive law enforcement cooperation, 
an effective regulatory regime, an engaged private sector to help 
identify suspicious and potentially criminal conduct, and the 
commitment of the international community to eliminate safe 
havens for money launderers and those who finance terrorism. 

Nevertheless, there are significant adjustments that we will have to 
make if we are to win this battle against terrorists and those who 
fiind them. The financial dealings of a terrorist organization are 
difficult to investigate since their funds may come from the proceeds 
of otherwise legitimate businesses that terrorist operatives may 
own and donations they have received from sympathetic 
entrepreneurs. Since the early 1990s, terrorist groups have also 
relied increasingly on monies from like-minded non-governmental 
organizations and charities that appear to be legitimate 
humanitarian, soda], and political enterprises and who carry out 
other work in addition to their support for terrorism. Terrorist 
groups have also sought to move their funds outside the traditional, 
and hi^y regulated and supervised, Western banking network. 
The underground banking systems that terrorists frequently use 


The attitude of the international 
community must also change, quickly 
and permanen tly. 


rely entirely on trust between the parties to a transaction. 
Oftentimes, these transactions do not leave a paper financial trail 
compar^le to the one that would have been left if the transaction 
had t^en place In a traditional financial setting, such as a bank. 

The attitude of the international community must also change, 
quickly and permanently. For too many years, nations have 
tolerated weaknesses in legal and regulatory systems around the 
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world that enable money launderers to find safe harbors to conduct 
their illegal activities without fear of detection or capture. We 
cannot tolerate a similar laxity In the war against terrorists and 
those who fund them. We will take appropriate measures against 
those regimes that do not move forcefully to deny terrorists access 
to the resources necessary to conduct their terrorist activity. As 
President Bush stated, “We put the world's financial institutions 
on notice: if you do business with terrorists, if you support them 
or sponsor them, you will not do business with the United States 
of America.”' 

At the same time, we must continue to advance the significant 
progress against money laundering that we have achieved to date, 
and we lay out our ^enda for how to do so in Goals 3, 4, 5, and 6. 


The overriding goal of the 2002 
Strategy is to deny terrorist groups 
access to the international financial 
system, to impair the ability of 
terrorists to raise funds, and to 
expose, isolate, and Incapacitate the 
financial networks of terrorists. 


These efforts require effective leadership and coordination. The 
Departments of the Treasury and Justice will reconvene the Money 
Imindering Steering Committee to guide these efforts and to provide 
the necessary level of coordination and cooperation among all 
the participating departments and ^encies. 


The war against terrorists and those 
who fund them is a war that the 
United States will win. 


The stakes are high, and we must remain focused on defeating the 
enemy; international terrorism. 

The war against terrorists and those who fund them is a war thm 
the United States will win. In the pages ahead, we lay out an 
^ressive approach to attack both the financing of terrorist groups 
and money laundering organizations. We look forward to reporting 
on our results and accomplishments in \\it2003 Strategy. 


This fourth edition of the National Money Laundering Strategy 
is the first to address the issues surrounding terrorist financing. 
The overriding goal of the 2002 Strategy is (o deny terrorist groups 
access to the international financial system, to impair the ability of 
terrorists to raise funds, and to expose, isolate, and incapacitate 
the financial networks of terrorists. The lessons learned from our 
previous undertakings against money laundering must now be 
applied to attack the scourge of terrorism and to deny terrorist 
groups the ability to finance their aas of cold-blooded murder. 
By ^gressively pursuing the money trails left by all criminals and 
terrorists, law enforcement can identify and capture those involved 
and can deny terrorist entities the funds necessary to finance further 
acts of terror. 

Reducing the ability of terrorist groups to finance their operations 
requires a multi-dimensional approach. Law enforcement, the 
private sector, intelligrace ^encies, financial regulators, and the 
intemrnional community each have important roles to play. These 
various actors must continue to work together and cooperate with 
one another to ensure the success of our efforts 


Remarks of i^esident George W, Bush, Nov. 7, 2001 . 
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GOALl: 

MEASURE THE EFFECTIVENESS OF 
ANTI- MONEY LAUNDERING EFFORTS 

ince public resources are limited, decision-makers must 

be provided with adequate information to decide how to 
deploy those resources most effectively. We will continue 
the efforts begun under the 2001 Strategy to measure 
the effectiveness of the resources spent on federal anti-money 
laundering efforts. 

At the same time, measuring the magnitude of money laundering 
remains difficult. In the past, some oiganizations have attempted 
to estimate the magnitude of global money laundering based on 
models of tax evasion, money demand, and ratios of official GDP 
and nominal GDP. These studies, however, do not accurately 
describe the magnitude of global money laundering, often 
indicating windows of variance. For example, former IMF 
Managing Director Michel Camdessus estimated the global volume 
of laundering at between two and five percent of the world's gross 
domestic product, a range which encompasses sums between $6(Kt 
billion and $1.8 trillion. U.S. Government agencies have not yet 
developed a more reliable measure to date. 


In 2002, we will begin to get a possible answer to this open 
question. We will seek to develop a model to determine the 
ma^itude of money laundering in the U.S. We will make our 
hypotheses in developing the model ^cpUcit so that the model can 
be critiqued - and refined - in future years. If appropriate, we 


We will seek to develop a model to 
determine the tnagnitude of money 
laundering in the U.S. 


will invite proposals h'om the private sector and academia for how 
to develop the model and will consider issuing a contract to a 
oon-govemmenl entity to work on the model. This will not be an 
easy, speedy, or contentious free task, but it is one that we are 
committed to accomplishing. 

Although defining the scope of money laundering remains a 
problem, we cannot delay measuring the success of our efforts 



No Adjustment 


Sentencing Adjustment by Role in the Offense 


Level 4 (Leader m* Organizer 
of $ or More hrUclpasts) 


Soiree: U.S. Sentencinq Comm/ssion 
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until the magnitude question is determined more rigorously. While 
deceptively easy to articulate in the abstract, the task of developing 
meaningful performance measures for the federal law enforcement 
agencies engt^ed in combating money laundering has proven to 
be quite difficult. In FY 2002, more work remains to be done on 
this important goal of assessing how well the government is doing 
in identifying, disrupting, and dismantling money laundering 
organi2ations, while recognizing that it may never be possible to 
develop perfect measurements. 

The 2000 Sentencing Commission data is instructive. In FY 2000, 
1,106 defendants were sentenced pursuant to the three money 
laundering sentencing guidelines then in effect.^ Ninety percent 
(988) of these defendants pleaded guilty, and about 82% (901) 
received prison sentences. Forty-eight percent (530) of these 
money laundering defendants received one to five years of 
imprisonment and about 35% (330) received less than one year, 
or no imprisonment at all. The averse length of imprisonment in 
FY 2000 for all money-laundering defendants was 38 months.* 


Approximately 17% of those sentenced (185) received a longer 
sentence because of their role as a “leader, organizer, manager, 
or supervisor’’ of the laundering activity. This statistic helps the 
government measure its success in anacldng the higher echelons 
ofamoney laundering enterprise. Almost 20% of those sentenced 
laundered in excess of $1 million. This measure helps the 
government to assess the significance of the money laundering 
organization that was disrupted by enforcement and prosecution 
efforts. 

The Sentencing Commission also provided useful information about 
wher^ money laundering cases are prosecuted. In Fiscal Year 
20(M), approximately one-half of all money laundering cases were 
prosecuted in just eight judicial districts: 1) Southern District of 
Florida; 2) Eastern District of New York; 3) Southern District of 
Texas; 4) Western District of Texas; 5) Central District of California; 
6) Southern District of New York; 7) Southern District of California; 
and 8) Northern District of New York. The districts with the highest 
number of prosecutions are those with the highest number of 
Su^icious Activity Report (SAR) filings. The latest intelligence 


' In November 2001 , the Sentencing Guidelines were amended by coiisolidaliog section 2S1 .2 (Engaging in Monetary Transactions in Property 
Derived from Specified Unlawful Activity) with section 2.SJ .2 (laundering of Monetary Instruments, Engaging in Monetary Transactions in Property 
Derived from Unlawful Activity). 

* The averse sentence length for all defendants sentenced to pristm by a federal judge in FY 2000 was 46 months. 
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reports from the National Drug Intelligence Center indicate that 
these same areas also have the highest risk for drug money 
laundering, and it is not surprising that money laundering and 
related financial crimes frequently appear to be concentrated in 
particular geographic areas. 

Prosecution statistics alone are not an accurate measure of 
performance. The decision to bring a money laundering chaise 
depends on a variety of factors, including an assessment of the 
admissibility of evidence, the likely sentence if the defendant is 
convicted, and the availability of other charges which would 
establish the same result. Additionally, it is more difficult, and 
involves far more resources, to investigate and prosecute an 
entrenched money launderer operating in a foreign country than 
to prosecute a single courier for the undeclared outbound 
transportation of cash. Statistically, each counts as a single 
prosecution, yet both the resources needed and qualitative impact 
of the cases are far different. As described in this Goal, we will 
continue to refine our performance measures so that we can try 
to account for these critical qualitative factors. 

Legal changes to the asset forfeiture procedures adopted by 
Congress in 2000 may encourage prosecutors to rely less often on 
money laundering charges as a basis for federal forfeiture 
proceedings. Thus, despite the best efforts of law enforcement, it 
is possible that we will see a statistical decline in the total number 
of money laundering cases brought to federal court. In addition, 
the federal sentencing guidelines applicable to money laundering 
cases were recently amended. These amendments lower the 
sentence length for several kinds of white-collar cases, and may 
reduce the Incentive of prosecutors to pursue some money 
laundering charges in an indictment. 

Although the Sentencing Commission data is incomplete by itself, 
analysis of this data is instructive and provides the starting point 
for meaningful baselines and metrics. 

• We now know that over 80% of all money launderers that 
were sentenced did not receive a leadership enhancement. 

• We now know thiU almost 80% of those sentenced laundered 
less than $1 million. 

• We know that some districts, even densely populated districts, 
prosecuted a limited number of money laundering cases. 

These statistics show that we can improve our ability to focus on 
major money laundering prosecutions and target large 
organizations. 
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Of course, it is not enough merely to pledge to do better, we must 
have ways to meaningfully quantify our efforts. With the baselines 
discussed above developed, for the first time, we will be able to 
develop metrics to evaluate our progress. We are also seeking to 
develop new baselines within the Strategy by measuring the assets 
we siezed and forfeited, and developing a uniform case reporting 
system. But metrics cannot be developed in a vacuum. It would 
be possible as we draft the strategy to simply come up with new 
meuics that we should meet - increase prosecution of leaders by 


We will seek to develop meaningful 
metrics using these and other 
baselines and obtaining input from 
all interested government stake 
holders. 


50% or have money laundering cases in all judidal districts. But 
these would be metrics without meaning. Those would be metrics 
without the commitment and participation of the entire 
government. During the 2002 Strategy process, we will seek to 
develop meaningful metrics using these and other baselines 
described below by working with the Department of Justice on 
this project and obtaining input fi’om all interested government 
stake holders. 

Our methods for measuring our performance under the Strategy 
should also be consistent with the President’s Management Agenda 
articulated in the 2005 Budget. During 2002, we will develop a 
“traffic light” scorecard to track our performance, assess how 
well we are executing the initiatives described in the.20G2 Strategy, 
and provide an indication of where we stand at a given point in 
time. The scorecard will use green for success, yellow for mixed 
results, and red for unsatisfactory. The scoring will be overseen 
by an interagency Money Laundering Steering Committee co* 
chaired by the Departments of the Treasury and Justice. 

The 2002 Strategy advances the commitment to establish effective 
measurement systems that was initiated by the 2001 Strategy. It 
reports on the development of a uniform case reporting system 
that contrasts and compares efforts across 2 ^ency lines and helps 
determine where resources are best spent. It discusses the 
progress have made to date in estimating the commission fees 
money laundering professionals set for their services. As a national 
strategy document, the 2002 Strategy continues the review of 
federal resources devoted to anti-money laundering endeavors so 
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that actual costs are understood and shape future budget 
allocations. In 2002, we will continue to review the quantitative 
measures of our results and try to incorporate qualitative Actors 
that will give greater context to the quantitative figures. 


The 2002 Strategy continues the 
review of federal resources devoted 
to anti-money laundering endeavors 
so that actual costs are understood 
and shape future budget allocations. 


* OejEcnvE 1: De\tilop me-asures io determine 
EFFBtrm'ESESS OF EFFORT TO COMBAT TERRORIST 
FINANCING. 

After the terrorist attacks on September 1 1 , the President declared 
that “starving the terrorists of funding” would be a primary 
objective in the war on terrorism. The President also declared 
that this new war will be a conflict “without battlefields and 
beachheads,” in short, an unconventional wax. The escalation of 


More than 160 countries have blocking 
orders In force, including those 
countries where an overwhelming 
amount of terrorist assets are located 
or likely to be found. 


the financial front in the war on terrorism also requires us to 
evaluate whether our efforts in this war — against terrorist cells 
in remote parts of the world, as well as rogue (or national) 
governments, such as the former Taliban regime in Afghanistan 
— are working. 


Priority 1 : An interagency team will develop measures of 
success to assess our progress in the fight against terrorist 
financing. 

Lead: Department of the Treasury 

2001 Accomplishments: This is a new priority, so 
there are no accomphshments to report. 

2002 Action Items: The Treasury along with other 
relevant agencies, including the Departments of State 
and Justice, will develop methods and measures of 
success that reflect the evolving nature of the 
successive stages of the fight against terrorism 
financing. 

As discussed at the beginning of Goal 2, the President signed 
Executive Order 13224 on September 23, 2001 blocking the assets 
of 27 individuals and organizations affiliated with the September 
11* attacks. As of June 10, 2002, the list of blocked terrorist 
organizations and individuals and their supporters under this E.O. 
had grown to 210.* 


.(Is of June 10, 2002, the list of blocked 
terrorist organizations, Individuals, 
and their supporters had grown to 210. 


We have achieved significant results since September 2001. All 
but a handful of small countries or rogue nations now express 
cooperation with the terrorist financing campaign. More than 
160 countries have blocking orders in force, including those 
countries where an overwhelming amount of terrorist assets are 
located or likely to be found. Although these measures have been 
useful, a more comprehensive approach to assessing the 
effectiveness of our efforts gainst terrorist financing is necessary 
as this war moves into its successive stages. 

An interagency team will develop new measures consistent with 
the approach set forth in the President's Management agenda. 
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’ Tlie list of iiidiwduals and entities designated under E.0. 13224 can be found at hRp-//wvw.ustreas.go\/offices/enforcment/sanctjons/tetTorism.html. 
See also, http;//www.interpol.int/public/tcrrorism/financing.asp, and htq)-y/www.un.org/docs/sc/commiUees/Afghanistan/Afgist.himl 
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* ObJECITVE 2: iNOTlTinONAI-lZE SYSTEMS TO MEASURE 
lim SUCCESS OF MONEY IAUNDERIN(J ENFORCEMENT 
EFFORTS AND RESULTS. 

Priority 1 : Devise and implement a ‘^traffic light” results 
reporting system to report on progress on Strategy goals. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice. 

2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: Develop a “traffic light” 
scorecard for money laundering enforcement. Present 
the new scorecard in the 2003 Strategy. 

Not just terrorist financing, but all money laundering enforcement 
results should be measured in a manner consistent with the 
President’s Management Agenda. During 2002, the Departments 
of the Treasury and Justice will co-chair an interagency effort to 
develop a “traffic light” scorecard relating to money laundering 
enforcement results. The measures will seek to track our 
performance, assess how well we are executing each of the six 
goals described in the 2002 Strategy (and hiture Strategies), and 
provide an indication of where we stand at a given point in time. 
We will seek to publish the scorecard in the 2003 Strategy. 
Thereafter, a Money Laundering Steering Committee co-chaired 
by the Departments of the Treasury and Justice will oversee the 
completion of the scorecard. 

While highly relevant, a focus of effectiveness that limits itself to 
money laundering prosecutions, seizures, and forfeitures by federal 
law enforcement agencies does not present an accurate view of 
the government’s overall efforts and results. As articulated in this 
Strategy, the federal government is cng^cd in the fight against 
money laundering on domestic and international fronts, employing 
enforcement and regulatory activity. Regulations and other 
restrictions should make it harder for money launderers to move 
their money anonymously through correspondent accounts. 
Examinations of Onancial institutions that include a robust anti- 
money laundering component should ensure that financial 
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institudons and their mployees are exercising their responsibilities 
to detect and prevent the movement of laundered money. Technical 
training and assistance provided by U.S. Government agencies 
should lead to enhanced supervisory regimes in problematic 
jurisdictions, and make it harder for potential launderers to exploit 
weak spots in international enforcement. Legislative changes, 
domestically and internationally, should inhibit the ability of 
launderers to move their illicit cash undetected through the 
inlemational financial system by closing loopholes that had 
previously been open. 

These regulatory steps must also be taken into account when 
assessing the results of the government’s efforts to combat money 
laundering, but it is difficult meaningfully to quantify these results 
and to measure the total deterrent effect of our efforts. We can 
quantify the number of jurisdictions that improve their anti-money 
laundering legal frameworks in a given year, as we do in Goal 6, 
Objective! ofthis.Wwfegy. We can quantify the number of bank 
and non-bank supervisory examinations conducted by federal 
financial regulators in a given year.^ And, we can also quantify 
the amount of anti-money laundering technical assistance and 
training the U.S. provides in a given year, as we do in Goal 6, 
Objective 2, Priority 1 . 


what we cannot quantify easily are 
the results that can he attributed to 
these efforts. 


What we cannot quantify easily, however, are the results that can 
be attributed to these efforts. We cannot know how many laundered 
funds attributable to organized crime or terrorist activities did not 
pass through the global financial system because a particular 
jurisdiction enacted a stronger anti-money laundering regime. We 
cannot know how many additional SARs were filed by a financial 
insdIuUon as a result of an examination that includes a Bank 
Secrecy Act (B.SA) compliance review. These are difficult issues, 
and we will continue in 2002 to build upon the work begun since 
the publication of the 200/ Strategy 'm September 2001. 


’ For example, in 2001 , the Securities and Exchange Commission (SEC) conducted 639 examinations which included a review of an institution s 
compliance with the reporting requirements of the Bank Secrecy Act (BSA). The SEC coiwhicted 737 of these e-xaminations in 2000 . The New 
York Stock Exchange (NYSE) examined 521 of its member institutions in 2001 and 319 in 2000, which includes examinations for BSA compli- 
ance. TlieNationalAssociationofSecuritiesDealersRegulaion,Inc. (NASDR) conducted 1783 examinations ofits members in 2001 and 1808 in 
2000 . Like the NYSE figures, these examinations include reviews for BSA compliance. The Office of the Comptroller of the Currency (OCC) 
conducted 700 BS.A compliance examinations in 200 1 and 802 in 2000. The .National Association of Credit Unions (NACU) examined 6,708 
institutions for compliance with the BSA in 2001 and 6.951 insikutions in 2000. 
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Priority 2 : Devise and implement a uniform money 
laundering case reporting system. 

Lead: Assistant Secretary for Enforcement, 
Department of the Treasury; Director, Organized Crime 
Drug Enforcement Task Force, Department of Justice 

2001 Accomplishments: Following the publication 
of the 2001 Strategy, the Director of FinCEN, the Chief 
of DOJ’s Asset Forfeiture and Money Laundering 
Section, and the Director of the Bureau of Justice 
Statistics met to develop a uniform case reporting 
mechanism. 


Numbers alone cannot tell us whether 
the federal government is targeting 
major violators within a money- 
laundering organization. 


The meeting participants examined the range of case 
reporting systems currently in use, and the efforts that 
would be necessary to redesign and implement a 
uniform case reporting system from scratch, since 
there Is a wide variation even between ^encies in the 
same Department. It was determined that the cost 
invoKed in taking any one system used by a federal law 
enforcement ^ency as the relevant model outweighed 
the potential benefit since the different investigative 
agencies have different goals, missions and 
performance measures. One automated information 
system currendy used by a federal ^ency could serve 
as an acceptable starting point for designing a uniform 
system to measure the results of anti-money 
laundering law enforcement efforts. 

2002 Action Items: (1) Consider adapting the case 
reporting system used by an existing federal agency for 
use by federal law enforcement agencies. 


(2) By November 2002, develop recommendations for 
how qualitative factors, such as case significance and 
length of prison sentence, can be incorporated into 
quantitative measures of success. 

There are several statistical measures that can be identified, 
monitored, and reported to provide a better understanding of how 
well the government is performing In Its fight against money 
laundering. The numbers of investigations, prosecutions, and 
convictions, in the context of other information, can provide useful 
infoimation.^ Numbers alone, however, cannot tell us whether 
the federal government is targeting major violators within a money- 
laundering organization or whether our investigations are netting 
lower-level operatives and sending them to prison. Since laundered 
proceeds represent Sows of value from the commission of the 
underlying criminal offenses, related seizures and the eventual 
forfeitures that result from them also provide the government with 
some insight into how well we are disrupting those flows. 

The case reporting system currendy in use by a federal agency can 
serve as a valuable starting point for developing a uniform case 
reporting system for money laundering case investigations. That 
^siem captures data from all the federal enforcement agencies, 
and provides a complete description of all investigations, 
prosecutions, indictments, and convictions as reported by federal 
prosecutors. The U.S. Attorney Offices are the centralized 
depository for information once a case reaches the st^e for federal 
prosecution since every federal prosecution requires the 
involvement of a U.S. Attorney’s office. 

However, relying solely on information provided by U.S. Attorney’s 
<^ces would under-report federal enforcement efforts because 
those statistics would not capture money-laundering investigations 
th^ do not result in a prosecution case decision by a U.S. Attorney’s 
Office.' We will work with the federal law enforcement agencies 
to attempt to capture and report relevant data in a common way. 

Incorporating Qualitative Factors 

We will explore how to incorporate qualitative factors to assess 
the results of federal money laundering efforts, such as the average 
length of sentence a convicted money launderer receives. This 


^ Legal changes to tlie iBset forfeiture procedures adopted by Congress in 2000 may encourage prosecutors to rely less often on money launder- 
ing charges as a basis for federal forfeiture proceedings. Thus, despite the best efforts of law enforcement, it is possible th^ we will see a 
statistical decline in the total number of money laundering cases brought to federal court. In addition, it should be noted that the federal 
sentencing guidelines applicable to money laundering cases were recently amended. These amendments lower the sentence length for several 
kinds of white-collar cases, and may reduce the incentive of prosecutors to pursue some money laundering chains in an indictment. See U.S. 
Sentencing Guideline § 2S1.1 (2001) 

’ Some federal money laundering investigations result in a prosecution in state court. Other fcdcnd money vcstigations arc concluded before the 
case is presented to the U.S. Attorney's Office for a decision to preweeute. Other cases are resolved tiirougli civil proceedings or administrative 
forfeitures, and these statistics are also not captured by the system used by U^. Attorney Offices. 
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information, together with information obtained from the U.S. 
Sentencing Commission, which includes information about the 
length of a sentence, the role in the offense played by an individnal 
(which can indicate the signiffcance of the defendant in the money 
laundering scheme), and the base offense level corresponding to 
the amount of money laundered,^ can be analyzed to determine 
any regional or national trends for the sentence a convicted money 
launderer receives. The data can be analyzed to see if there are 
any spikes of money laundering activity in particular jurisdictions, 
which can help determine whether the federal anti-money 
laundering resources committed to a particular geographic area 
need to be adjusted. 

The Departments of the Treasury and Justice will recommend how 
to incorporate some qualitative and additional quantitative Actors 
in the money laundering case reporting system. 

Priority Measure assets forfeited or seized pursuant to 
money laundering prosecutions. 

Lead: Director, Executive Office of Asset Forfeiture 

(EOAF), Department of the Treasury; Chief, Asset 


Forfeiture and Money Laundering Section (AFLMS), 
Criminal Division, Department of Justice. 

2001 Accomplishments: EOAF and AFMLS 
established a common definition of money laundering 
for determining money laundering related asset 
seizures and forfeitures. 

2002 Action Items: Establish a reporting system to 
quantify the forfeiture of assets related to money 
laundering activity, and modify as necessary. 

Fedend law enforcement must continue to refine the methods used 
to measure the costs and benefits of asset forfeiture strategies so 
that future programs can allocate resources where they are most 
needed and productive. A comprehensive system of measurement 
must distinguish between seizures and forfeitures related to money 
laundering. Accurate measurements will allow federal law 
enforcement to measure quantitatively the benefits of anti-money 
laundering efforts, including all “criminal contributions" that 
underwrite enforcement programs in the form of civil and criminal 
asset forfeitures. 
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FY 200 1 Seizure and Forfeiture SUttisiIcs 



Forfeitures 


Non-ML 
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S398M 


Total 
FY 2001 
Forfeitures 
$639 M 


Total FY 2001 Forfeitures: 


Total Forfeitures Related to 
Money LaunderirKi 

Total Non-Money Laundering 
Forfeitures 

NOTE: This dais provides an iKlicsnoii of ihcenasi^lhe «wrev ifondeiiiic adivity for the oiven fiscal yeas How.'er.tho actual irwilodtorinoiiey laundcrirqactviiymavnot 
te bcciiraseiv refifictfid m Ihis chan AlimiaiiyK ihtwr les. piosecuia’i^ discraion, and iirzeifoadve 5«ijrily m<*e a conii^fiiplY acci.ifaie inKasure exircnicly dilF tuii For 

fixaiiipifl, many cases coii'a!ftiiKjam£.-nr:v faiKitJfJinqcoinporx-nt, su£.hasTitle21 (proceeJsornaiasi'csiiatfrdiiiQjueiaires. .'ircoo; r«pixied as morviv laurdts' nq cases 
L'kewiso, addiiional siatuiorvauihoriivretulpnpfEomihfCivilAsssi. FoffatureRifQrmAQtCAFRA). sparfiegliY 18 U.S.C. §981 (a)(1)(C), mc-deraLCd iho need lo appiy .hs iroiiey 
laundoiinqvioiatianstoa'rtainfypcsofcascs atx). as a rrjsoll, these cases may now he tcooited under dip ’Non- Money Laundcririq' caipcixy. Olhcr Nor Money l.aiindcrinq' 
act'Vilyiray idtlude Iraud, Cussoois lraric «)laiioits, lac liiatinq property ified to further the commisskn of ceriaiiwatioos. and other such violaiiais. ii isaiso imporpiri; in note 
that some seizures and tcrtcilurc-s reported as rAHieyLaurKtcring'acmvity may hwconiy a wi^l or Imiled money lawKJcnnqmniponei'ii, for oxampe seizures effected lopFotcci 
an expansive iiivestiqation mte otha vitjlatioits. 



Scnircp; Depa(tri)e(iiCilJi(Siice!.*vf()f[>rOTBi«/tge'Kies- fKJer3fBirr0aiiofln4<Ktiqaf;oii. ftogfoRjnemeni Agency U.S Posiarin^wcfs'XiServK.e arid lire for/'f,wclf)iuqAtl;'iH'ir,|iaii!,)ii 
Pepanmof!! of !';e Frcasiiry Law tnrofccincf;i AgerK/cs; u S. Cttsloms Service, hilernai Revenue Serwee (Criminal Inwesogationi. U.S. Secra Ssvice and ihc Bureau of Afcc>nisi. foPacco arrd.^troarms 


® At puhlicatinn time, tlic most recent information from the II.S. Sentencing Commission is for FY 2000. 
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As required by the 200 1 National Money Laundering Strategy, 
EOAF and AFMLS met to develop a reporting system that would 
identify forfeited assets arising out of money laundering 
prosecutions. The Departments will work to achieve a consensus 
about what data can be used to estabUsh realistic and meaningful 
performance measures. 


A comprehensive system of 
measurement must distinguish 
between seizures and forfeitures 
related to money laundering. 


The Departments of the Treasury and Justice will continue to m^t 
with the affected bureaus to assess systems capabilities and to 
determine what modifications of existing systems may be necessary. 
EOAF and AFMLS will continue to explore ways to standardize the 
methods they use to identify costs associated with seizure and 
forfeiture activities arising out of money laundering investigations, 
with the objective of reporting like categories of expenses. This 
will enable policy makers to make more informed determinations 
about how resources are being used and how they can best be 
allocated. 

Priority 4 ; Research other methods for determiiiing the 
effectiveness of federal anti«money laundering efforts, 
including how law enforcement activities affect the cost of 
laundering money. 

Lead: Director, Financial Crimes Enforcement 
Network (FinCEN); Money Laundering Coordination 
Center (MLCC), U.S. Customs Service; Chief, Asset 
Forfeiture and Money Laundering Section, Criminal 
Division, Department of Justice 

2001 Accomplishments: in 2001, the Customs 
Service’s Money Laundering Coordination Center 
completed a study to determine the percentage 
commission charged to launder money in narcotics 
cases. High, low and average commissions from 
undercover cases were calculated and compared to 
similar figures for a five-year period. The study 
revealed that the commission rate averages between 
four to eight percent with a high of 1 2 percent of the 
principal Involved. This study will serve as a baseline 
for tracking commission percentage charges over 
time, and can be used to assess the risks criminals, 
themselves, associate with laundering money in 
various U.S. cities. 


2002 Action Items: Analyze “cost of doing criminal 
business” initiatives to develop a pricing model for 
laundering money in non-narcotics related cases. 

The market commission price charged by someone engaged in 
the business of laundering money should also reflect, to some 
extent, the perceived street risk of getting caught by the 
government's efforts. It should be possible to estimate the money 
laundering commission charged in various U.S. cities and markets 
to provide an indicator of where enforcement efforts are more 
sua:esrful. An increase in the commission rate, over time, should 
indicate that the Strategy is having the desired effect. 

The criminal underground economy is subject to many of the same 
principles of microeconomics that govern lawful economic 
activities. Professional money launderers offer criminal groups a 
senice, and the market price of their service is subject to variations 
caused by changes in supply and demand. Effective law 
enforcement efforts against professional money launderers should 
lower the total supply of those offering money laundering sendees 
both by putting current service providers in jail and by reducing 
the number of providers willing to enter the business, since the 
risk of going to jail increases. 


The commission rate averages 
between four to eight percent with a 
high of 12 percent of the principal 
involved. 


Knowing about changes in the money-laundering commission rate 
helps decision-makers decide how to target enforcement 
resources. Since the commission rate reflects a market valuation 
of die risk to the launderers, a marked decline in the commission 
rate charged in a given locale could Indicate that the launderers 
do not fear detection and capture. Policy makers could then decide 
to allocate more enforcement resources to that area and see the 
effect of that enhanced enforcement effort on criminal behavior. 

Commissions, also known as “points”, are the fees the launderers 
chaise to launder drug proceeds. These commissions are typically 
a n^otiated amount paid as a percentage of the total amount 
laundered. Commission rates vary from city to city, broker to 
broker, and the amount of money to be laundered. Frequently, a 
broker will accept the market rate in a particular metropolitan 
area. A number of Actors may affect the commission rate charged 
by the broker. For example, in some areas, such as Los Angeles 
and Houston, the market commission rate is lower than 
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comparable cities because the narcotics traffickers have devised 
economical ways to transport the money across the U.S. border. 
Thus, launderers who move money via wire remitters have to 
charge a lower rate to compete with the narcotics trafficking 
organization and make their services attractive as an avenue to 
launder the money. 

The U.S. Customs Service has conducted many successful 
undercover money laundering investigations and has begun to 
capture the underground market price for services to move illegal 
drugs and to launder criminal monies. Another federal agency 
has conducted a study relating to the cost of doing business for 
alien smuggling. FinCEN will lead an effort to examine these 
business model assessments to determine if a systematic model 
can be constructed to apply to all types of money laundering cases. 
In addition, Customs will continue its work and study the 
commission percentages in various “markets” or cities. This 
information will help to outline regional and national trends, and 


Commission rates vary from city to 
city, broker to broker, atid the amount 
of money to be laundered. 


provide important background for decision-makers as they decide 
how to allocate limited federal law enforcement resources. 

Priority S ; Review the costs and resources devoted to anti- 
money laundering efiforts to allow for Informed budget 
allocations. 

Lead: Assistant Secretary for Management, 

Department of the Treasury; Assistant Secretary for 
Enforcement, Department of the Treasury; Assistant 
Attorney General for Administration, Department of 
Justice; Executive Office of the President, Office of 
Management and Budget 

2001 Accomplishments: During the first quarter of 
FY 2001 , Treasury convened separate meetings of law 
enforcement, financial regulators, and budget experts 
to devise a common definition of money laundering for 
budgetary analytical purposes. Treasury worked with 
the Office of Management and Budget (0MB) to 
identify agency units that were involved in the 
prevention, investigation or prosecution of money 
laundering. 0MB issued a budget data request (BDR) 
to those agencies for information. 0MB received 
information pursuant to its request, but analytical 
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disagreements prevented a fuller development of the 
material prior to September 1 1. 

2002 Action Items: By December 2002, analyze 
results from budget data request and work to ensure 
that requests relating to work against terrorist 
financing are also incorporated. 

In 2001, 0MB issued a budget data request (BDR) concerning 
the federal government’s anti-money laundering efforts to attempt 
to establish the baseline spending on these efforts. The BDR was 
intended to serve as a “budget crosscut”, an attempt to cut across 
agency lines and their separate appropriations to understand just 
what level of federal resources is devoted to a particular 
undertaking. Just as budget crosscuts are undertaken to calculate 


Having a comprehensive view of 
federal anti-money laundering costs 
is essential to permit policy makers 
and Congress to draw informed 
conclusions about the effectiveness of 
the federal governments anti-money 
laundering initiatives. 


government-wide spending to combat narcotics and terrorism, 
so, too, this tool can be applied to government anti-money 
laundering efforts. 0MB received information pursuant to its data 
call, but analytical disagreements prevented a complete 
dewlopment of the material prior to September 11. This effort 
will recommence in 2002. We anticipate that with increased effort, 
the group will be able to reach consensus and resolve these 
disagreements. 

Having a comprehensive view of federal anti-money laundering 
costs is essential to permit policy makers and Congress to draw 
informed conclusions about the effectiveness of the federal 
govemm^t’s anti-money laundering initiatives. Experience has 
shown that these budget crosscuts will offer a clearer picture over 
time of actual costs as agencies refine their techniques for 
calculating specific program costs. 

In 2002, we will work with 0MB to identify ways to isolate and 
quantify federal anti-money laundering costs more precisely so as 
to provide the best available information for the FY 2004 budget 
build. We will also seek to include information relating to the 
government’s efforts to stop the financing of terrorist entities as 
part of the budget crosscut. 
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GOAL 2: 

FOCUS UW ENFORCEMENrr AND 
REGULATORY RESOUTtCES ON IDENTIFYING, 
DISRUPTING, AND DISMANTLING 
TERRORIST FINANCING NETWORKS 

We will direct every resource at our command to win 
the war against terrorists, every means of diplomacy, 
every tool of intelligence, every instrument of law 
enforcement, every financial influence. We will starve 
the terrorists of finding. 

President George W. Bush 
September 24, 2001 

I n responding to the attacks on the World Trade Center and the 
Pent^on, President Bush directed the entire Government 
to marshal its resources in a global war i^ainst terrorism.’ 

The U S. Government has moved aggressively to attack terrorist 
hnancing by refocusing its ongoing anti -money laundering efforts. 


Attacking terrorist financing is not 
an end in itself, but is one front in a 
global campaign to destroy 
international terrorist organizations 
and to prevent other terrorist acts. 


Attacking terrorist financing is not an end in itself, but is one front 
in a global campaign to destroy international terrorist organizations 
and to prevent other terrorist acts. The goal of this proactive 
mission is ultimately to save lives by preventing the use of funds to 
fuel terrorism. 

However, the scourge of terrorist financing is complex, and It 
requires that the U.S. Government synchronize its efforts, 
domestically and internationally. Our law enforcement, 
intelligence, and regulatory agencies possess tremendous 
resources, which are most effective when they are used in a 
coordinated manner. We will be successful in this campaign only 
if our efforts are unified. 


Chanurteristics of Terrorist Financing 
Motivation 

Unlike drug traffickers and organized crime groups that primarily 
seek monetary gain, terrorist groups usually have non-finandal 
goals such as seeking publicity, political legitimacy, political 
influence, and dissemination of an ideology. Terrorist fundraising 
is a means to these ends. This requires us to use existing anti- 
money laundering laws in ways they have not been used before 
and to evaluate existing laws to see if they are adequate to identify 
and address the threats posed by terrorist flnancing transactions, 
especially since existing financial reporting requirements may not 
be a sufficient tool to enable law enforcement to detect funds used 
to finance terrorist operations. 

Small Sums with Deadly Effects 

While they do not seek financial gain as an end, international 
lerrori^ groups need money to attract and retain adherents and 
support their presence and activities locally and overseas. Some 
foreign terrorist organizations also need funds for training camps, 
firearms and explosive materials, media campaigns, buying 
politick influence, purchasing insurance policies for suicide 
bombers, and even to undertake social projects such as hospitals, 
orphanages, and schools — largely with the aim of maintaining 
membership and attracting sympathetic supporters. Indeed, for 
many terrorist groups the planning and execution of violent attacks 
seem to comprise a small part of their total budget. 


International terrorist groups need 
money to attract and retain adherents 
and support their presence and 
activities locally and overseas. 


With only relatively small sums from the proceeds of traditional 
illegal activities, terrorist financing contrasts with the finances of 
a drug trafficking network, which earns virtually all of its profits 
from illegal activities and moves huge amounts of money. The 
financial dealings of a terrorist organization, whose members tend 
to live modestly and whose funds may be derived from outwardly 
Innocent contributors to apparently legitimate humanitarian, social 


’ On September 23, 2001. the President, by Executive Order (E.O.) 13224, directed the Secretary of tlie Treasury', tlie Secretary of State, and other 
appropriate agencies, to "deniyj financingandfmancialserviccstolerroristsand terrorist organizations.” 66 ER. 49079, 49081 (Sept. 23, 
2001). E.0. 13224 blocks all properly and interests in property of the terrorist-related indbiduals and entities designated under the order. See 
Appendix 12 for the text of E.0. 13224. 
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and political efforts, are considerably more difBcult to investigate 
than those of a drug trafficker. 

Terrorists, like criminals motivated by profit, do rely on ordinary 
criminal activity, such as robbery, drug trafficking, kidnapping, 
extortion, and currency counterfeiting, to fund part of their terrorist 
activities. Terrorist groups may divert some of the proceeds from 
their criminal activities to their terrorist efforts. However, a much 
larger portion of the terrorists’ funding comes from contributors, 
some of whom know the intended purpose of their contribution 
and some of whom do not. 


Since the early 1990s, terrorist 
groups have relied increasingly on 
donations for financial support, 
much of it from like-minded SGOs in 
the West and Persian Gulf states. 


Origins of Financial Support 

Terrorist groups tap a range of sources for their financial support. 
Illicit revenues derived from the proceeds of traditional criminal 
activities may be commingled with legitimate funds because radical 
organizations have been able to draw on profits from commercial 
enterprises and on donations from witting and unwitting 
sympathizers. Terrorist funds may be derived from a variety of 
sources, including otherwise legitimate commercial enterprises" 
and non-governmental organizations (NGOs) . 

Moving Terrorist Money 

Individual financial transactions tied to terrorist operations typically 
involve amounts that are small enough to be moved without 
triggering the existing thresholds that require notification to law 
enforcement or regulatory authorities. These transactions are often 
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camouflaged as legitimate business, social, or charitable activities. 
As a result, it becomes difficult to follow terrorist money trails. At 
ffie front end of the process — the fundraising stage — small 

Individual financial transactions 
tied to terrorist operations are often 
canuMiflaged as legitimate business, 
social, or charitable activities. j 4 s a 
result, it becomes difficult to follow 
terrorist money trails. 


amounts can ire funneled through a series of collection points 
and then periodically moved to intermediaries around the world 
for onward distrihulion and transmission. At the operational stage, 


There is evidence that non- 
traditional money movement 
systems, such as hawala and other 
alternative remittance systems, have 
been used as links in the terrorist 
financial chain. 


small amounts are moved using a variety of traditional money 
transfer mechanisms, including money remitters, credit/debil 
cards, ATM accounts and ph^^ical transportation.*^ 

There is also evidence that non-traditional money movement 
systems, such as hawala and other alternative remittance systems, 
have been used as links in the terrorist financial chain. These 


Several rogue nations provide material assistance or resources to-tenorisls and some provide financial support to terrorists. Other governments 
have also been a source of finandai support for some terrorist oiganizations. 

" Terrorist groups earn profits from busine^es they own and also seaire donations from syn)i)alltelic entrepreneurs. Examples of such businesses 
include construction companies, honey shops, tanneries, banks, agricultural commodities growers and brokers, trade businesses, bakeries, 
restaurants, bookstores, and other proprietorships. 

" Since the early 1990s, terrorist groups have relied increasingly on donations for fioanciai support, much of it from like-minded NGOs in the 
West and Persian Gulf states. 

Shell banks, shell companies, and accounts held by nominees can be used to canioufl:^ terrorists' interactions with legitimate fiiiandal 
institutions. 
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non-traditional s^lems include: the shipment of bulk ciirrency;'* I . 
the use of money service businesses, such as money transmitters, 
to move small amounts of funds; use of money changers;*^ and the 
use of alternative remittance systems, such as hawala or hundi.‘^ 


The United States has identified 210 
terrorist-related individuals and 
entities, and the U.S and 
international community have 
blocked over $112 million in 
terrorist-related assets. Over 160 
countries have blocking orders in 
force, and over 500 accounts have 
been blocked. 


Results Since September 11* 

The campaign against terrorist financing requires a muIti-Caceted 
approach. Our efforts to date have focused on cutting the Qow of 
funds to terrorist groups as well as safeguarding the long-term 
security of the international financial system against abuse by 
terrorist financiers. Since this battle is international in nature, 
our Initiatives have also focused on obtaining international 
cooperation and assistance in this endeavor. We have achieved 
marked success to date. 


On September 23, 2001, President Bush signed Executive 
Order 13224 requiring the blocking of all property and 
interests in property of certain designated terrorists and 
related entities. Pursuant to that Order, the United States 
has identified 210 terrorist-related individuals and entities, 
and the U.S and international community have blocked over 
$112 million in terrorist-related assets. In addition, 211 
countries and jurisdictions have pledged support for our 
efforts, over 160 countries have blocking orders in force, 
and over 500 accounts have been blocked. Moreover, 
federal law enforcement has concentrated its efforts in an 
unprecedented way on investigating terrorist financing 
networks. 

In October 2001 , the Financial Action Task Force on Money 
Laundering (FATF) convened an Extraordinary Plenary 
meeting in Washington, D.C. to discuss measures to address 
terrorist financing. At this meeting, the FATF adopted Eight 
Special Recommendations regarding terrorist financing.'^ 
These standards have become an international benchmark 
for fighting terrorist financing at a structural level. At the 
same time, the Egmont Group of Financial Intelligence Units 
(FlUs) met to discuss ways of sharing more efiSciently 
financial information that might be relevant to terrorism 
investigations. As part of these efforts, we have provided 
necessary technical assistance and training to many 
countries seeking to improve their legal and regulatory 
systems. 

3- On October 26, 2001 , President Bush signed Into law the 
USA PATRIOT Act’^, a landmark piece of legislation that 
provides law enforcement and financial regulators with 
significant new tools to detect, investigate, and prosecute 
money laundering, and broad legal authority to require 


Cash carried by trusted operatives is the most difficult to track because it usually leaves no paper h^l. 

Money cltangers play a major role in transferring funds in .Asia, the Americas, the Middle East, and other regions. Their presence is laigest in 
countries where cash is an accepted me ans to finalize business deals and where large numbers of expatriates work to remit funds to family 
abroad. Money exchanges can wire funds anywhere in the worid via th«r accounts at conventiona] banks, and they can be used as intermediaries 
between a crlminai or terrorist and a legitimate financial institution. In many jurisdictions, they typically are subject to less regulation and otiter 
scrutiny than banks. 

These systems are prevalent throughout Asia (especially the subcontinent) and tlK Middle East as a means of servicing expatriate communities 
that have not had access to or have traditionally avoided hanks that arc subject to government monitoring or controls. Such systems frequently 
rely on a tnisl-based relationsliip in wliich currency given by a sender to a broker or dealer in one part of the world is paid out of funds main- 
tained by a second intermediary to the designated recipient in an another part of the worid, minus a small commission. Sucii systems are 
particularly vulnerable to criminal financial activity, including terrorist financing; bec^se of tiie anonymity; lack of record keeping, and reliance 
on an ethnic-based personal trust associated with the transactions. 

The text of the FATF Eight Special Recommendations on Terrorisl Financing are fortli in Appendix 1 1 . 

Uniting and Strengtiiening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (“USA PATRIOT" 
Act), Pub.Law 107-56 (Oct. 26, 2001). 
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the forfeiture of assets related to terrorism. In addition, 
this Act set the groundwork for greater public/private 
cooperation with the nation’s financial institutions in 
working to uncover the financial network that financed the 
attacks, to identify other potential terrorists, and to shut 
off the flow of funds to terrorist organizations. 


2002 National Money Laundering Strategy 


Lead: Director, Central Intelligence Agency; Director, 
Federal Bureau of Investigation. 

2002 Action Items: (1) Focus collection efforts on 
high-impact targets that support terrorist groups that 
threaten the United States and its interests. (2) 
Coordinate terrorist financing and anti-money 
laundering intelligence gathering efforts within the 
intelligence, law enforcement, and regulatory 
ctHnmunities. 


The special recommendations 
include: criminalizing the financing 
of terrorism and associated money 
laundering, freezing and confiscating 
terrorist assets, reporting suspicious 
transactions related to terrorism, and 
reviewing the adequacy of laws and 
regulations relating to entities, such 
as non-profit organizations, that can 
be abused for the financing of 
terrorism. 


These achievements lay the groundwork for our multi-pronged 
campaign against terrorist financing. 

* OWECTIVE 1: ImPLE-MEMT a MtllTl-PRONCEn 
OPERATIONAL STRATEGY TO COMBAT TERRORIST FINANCING. 

President Bush has stated that the top priority of the United States 
government is to prevent future terrorist attacks and to bring 
terrorists to justice. The goal of identifying, disrupting, and 
dismantling terrorist financing networks is critical to our overall 
anti-terrorism strategy. 

An inter-agency group coordinates the fight against terrorist 
financing. Participants include representatives of the Departments 
of Treasury, Justice, and State, the National Security Council, and 
the intelligence community. This group considers evidence of 
terrorist financing networks and coordinates multiple strategies 
for targeting terrorist individuals, groups, and their financiers and 
supporters. 

Priority 1: Direct and concentrate intelligence resources 
on gathering critical financial information related to 
terrorism and money laundering. 


President Bush has stated that the top 
priority of the United States 
government is to prevent future 
terrorist attacks and to bring 
terrorists to justice. The goal of 
identifying, disrupting, and 
dismantling terrorist financing 
networks is critical to our overall 
anti-terrorism slrategy. 


CoOecUon of information by the intelligence community is a critical 
part of the 11.S. Govemmeni's ability to discover how terrorist 
financial networks operate and how criminal groups move their 
illicit money. Since September 11’’’, additional resources have 
been devoted govemmenowide to the collection of information 


Intelligence information must also 
continue to support law enforcement’s 
ability to determine how criminal 
networks launder their illicit profits. 


aboul terrorist support networks. These resources are committed 
to focusing on targeting entities that support terrorist groups. This 
effort will be measured on a periodic basis by how much 
information (in the form of reports or analysis) is gathered and 
passed to the inter-agency community by the intelligence 
community that relates to these types of targets. Intelligence 
infonnation must also continue to support law enforcement's ability 
to detennine how criminal networks launder their illicit profits. 
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so that appropriate steps can be taken to shut off those routes and 
to seize the laundered funds. 

Priority 2; Identify and block assets of terrorists and 
diose individuals and entities who financially or materially 
support terrorist organizations. 

Lead: Department of the Treasury; Department 
of State. 

2002 Action Items: (1) Identify high-impact targets 
for potential designation as Specially Designated 
Global Terrorists (SDGTs). (2) Enhance collection of 
evidence to support SDGT designations. (3) Designate 
and block the assets of SDGTs. 

The war against the financing of terrorist groups requires a fresh 
perspective and innovatiw weapons. The President unleashed one 
such weapon by signing Executive Order (E.O.) 13224 on 
September 23, 2001.'** That order, issued under the authority of 
the International Emergency Economic Powers Act (lEEPA) (50 
U.S.C. 1701 et seq.) declared a national emergency with respect 
to acts and threats of terrorism committed by foreign terrorists 
against the United States. E.O. 13224 blocks all property and 
interests in property of the terrorist-related individuals and entities 
designated under the order. The E.O. also provides broader powers 


Executive Order (E.O.) 1)224 
declared a national emergency with 
respect to acts and threats of 
terrorism committed by foreign 
terrorists against the United States. 


to block the assets of those who provide financial or other services 
to terrorists and their supporters and those determined to be 
associated with terrorists, wherever they are located. Any 
transaction or dealing in the U.S. in blocked property, or interests 
in such blocked property, is prohibited. Under E.O. 13224, 210 
entities and individuals have been designated and $34.3 million 
has been blocked domestically as of June 10, 2002, and $77.8 
million has been blocked by our allies as of the same date. 


Investigative agencies, regulatory agencies, and the financial 
community all must play a role in denying terrorists financial 
support by identifying and blocking their assets. Our strategy for 
blocking terrorist assets includes: identifying and designating 
tai^ets os Specially Designated Global Terrorists (SDGTs) under 
E.O. 13224;“ locating and tracking SDGT assets and accounts; 
pre-notifying allies; and blocking the assets of designated entities 
or individuals by order of the Secretary of the Treasury or Secretary 
of State. 


Any transaction or dealing in the U.S. 
in blocked property is prohibited. 
210 entities and individuals have 
been designated and $34.3 million 
has been blocked domestically as of 
June 10, 2002. 


The emphasis for the United States Government must be on 
lai^eting the financial subsinicture of terrorist organizations 
worldwide. The concentration will remain on al Qaida support 
networks, so as to prevent any further terrorist attacks against the 
United States, but it will also focus on other terrorist networks, as 
appropriate, such as the FARC and AUC, that pose a grave risk to 
U.S. interests around the world. The ultimate measure of success 
in this effort will be designations that rupture terrorist financing 
flows and deter those who would otherwise provide material 
support and financing to terrorist groups. 

Priority 3: Deploy diplomatic resources to ensure 
international cooperation in tracking and freezing the 
assets of terrorist financiers and networks abroad. 

Lead; Department of State. 

2002 Action Items: (1) Gain the support of partners 
abroad in freezing assets simultaneously by providing 
critical technical and legal assistance to allow such 
countries to take coordinated blocking action with the 
United States. (2) Expand channels to enhance the 


E.O. 13224 is republished in Appendix 12. Earlier Executive Orders and U.S. law had already targeted certain other terrorist assets. 

” The designations will be based on recommendations by an Inlwagojcv Policy Coordinating Committee (PCC) , chaired by the 
Department of the Treasury. 
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sharing of information on a real-time basis by 
establishing and enhancing direct contacts with 
relevant foreign officials and ^encies. (3) Coordinate 
alternative ways of confronting known terrorist 
supporters through “quiet” diplomatic channels. 

The United States understands that our efforts to track and disrupt 
the financing of terrorist groups cannot be successfiil unless we 
obtain the support of our international partners. Since September 
1 1*, we have worked very closely with our allies in all regions of 
the world to combat the scourge of terrorist financing. All but a 


The United States must target the 
financial substructure of terrorist 
organizations worldwide. 


handful of the countries around the world have pledged their 
support to our efforts. 

The Departments of State, Treasury, and Justice and the intelligence 
community, will work to enhance the level of cooperation currently 
received from our partners abroad, including the blocking of assets 
held by terrorist entities. Ve will continue discussions with our 


We will continue discussions with our 
allies to help ensure that the 
international community can take 
unified action and prevent terrorist 
groups from having access to the 
assets they need to finance their acts 
of terrorism. 


allies to help ensure that the international community can take 
unified action and prevent terrorist groups from having access to 
the assets they need to finance their acts of terrorism. 

This will entail the following action; (1) providing critical technical 
and legal assistance to countries, in coordination with the United 
Nations and other multilateral efforts, to allow such countries to 
take coordinated blocking action with the United States and other 
countries that identify terrorist supporters or financiers; 


(2) devising strategies to use multilateral oi^anizations to help 
deliver such technical assistance; and (3) using bilateral and 
multil^eral channels to impel countries to take coordinated action 
with us, as well as unilateral steps, in the ongoing effort to identify 
terrorist supporters. 

As part of this effort, there needs to be greater information sharing 
among countries in ways that allow for real-time exchanges of 
critical leads and documents. To this end, U.S. Ambassadors in 
critical posts are leading interagency coordination teams, including 
country and legal attaches at the embassy, to work with our allies 
to coordinate law enforcement action, to share information about 
suspect individuals and entities, and to address jointly how best to 
deal with suspected terrorist supporters and financiers. In 
addition, we will begin holding regional training and informational 
sessions in U.S. posts abroad to ensure that U.S. personnel overseas 
will effectively obtain relevant information from their foreign 
counterpaits. The U.S. Government is also addressing this issue 
muJtil^eraliy, whenever possible, as seen in the G-7, G-S, and 
Financial Action Task Force (FATF) contexts. In particular, we are 
using the 58-member Egmont Group of Financial Intelligence Units 
(FIUs), of which FinCEN is a part, to promote the extent and quality 
of financial information being shared internationally as well as to 
develop operational FIUs in those countries with key economies 
in parts of the world where FIUs do not exist. 


- us. Ambassadors in critical posts are 
leading interagency coordination 
teams to work tvith our allies to share 
information about suspect individuals 
and entities. 


The U.S. Government is also developing approaches to eng^e with 
foreign governments in “quiet diplomacy” to address the problem 
of known terrorist supporters firing abroad. Various strategies 
may be necessary depending on the targets identified, the countries 
where the targets reside or are located, and the way in which the 
terrorist financing may be slopped. The U.S. Government will 
devise particular strategies with respect to how to eng^e with 
countries to deal with suspected terrorist support networks and 
adherents. 
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* Objective 2: Identifv and target rar, sys'I'ems and 

MmHODS USED BY TERRORIST FINANCIERS. 

Terrorists and those who sponsor and finance them exploit 
vulnerabilities in both the “traditional” and non-traditional 
financial systems. Terrorist groups move funds through the formal 
financial system by, among other things, channeling wire transfers, 
money orders, cashier’s checks, and bank drafts through shell 
corporations and nominees, and third parties who act on behalf 
of a principal. 

Priority 1: Identify and target die methods used by terrorist 
supporters to raise and move money to terrorist groups 
through formal financial systems. 

Lead: Department of the Treasury, Federal Bureau of 
Investigation (FBI). 

2002 Action Items: (1) Develop enhanced 
information sharing with the financial community. 

(2) The FBI, in conjunction with participating 
agencies, will complete a review of traditional financial 
systems used by the September 1 1th terrorists. 

Information is the most critical weapon In the war gainst terrorist 
financing. The information-sharing provisions of the USA PATRIOT 
Act provide for increased sharing of information not only within 
the government but also with and among the financial community. 

The banking and financial industry and its Federal re^lators are 
important components of the U.S. efforts to combat terrorist 
financing. Financial instimtions are often the financial front-line 
of defense, since their employees can help to identify the 
transactions of suspected terrorists. Recent events underscore 
the need for financial organizations to conduct effective and 
enhanced due diligence.^' Law enforcement, in coordination with 
the financial sector and intem:Uional bodies, is attempting to 
determine if there are any specific indicators of terrorist-related 
money laundering that may be distinguishable from classic money 
laundering. This effort will help law enforcement to identify 
suspects and to determine if there is a way to detect proactively 
suspicious activity related to terrorism. 


To this end, FinCEN issued an advisory to financial institutions in 
January 2002, that set forth some aspects of financial transactions 
that are indicative of terrorist funding. “ In April 2002, FAFF issued 


A North Carolina jury convicted 
several individuals in June 2002 for 
racketeering, conspiracy, and 
conspiracy to commit money 
laundering for funneling profits 
from a cigarette smuggling operation 
to the terrorist group Hezbollah. 


a typologies document, entitled “Guidance for Financial Institutions 
in Delecting Terrorist Financing Activities,” to help assist the 
financial community to determine how traditional financial systems 
can and have been misused by terrorists.^^ We will continue this 
outreach, in an effort to see if the government can learn from the 
financial and banking sectors about patterns and trends that they 
may wimess related to terrorist financing. FinCEN will issue 
updated advisories to reflect uncovered patterns of terrorist 
financial behavior. 

The FBI is leading an interagency effort to understand how the 
September 11'*' terrorists exploited existing vulnerabilities in 
traditional financial systems. When this review and investigation 
are completed, appropriate officials from law enforcement and 
federal financial regulators can meet to determine what changes, 
if any, to implement to prevent further exploitations of those 
vulnerabilities. 

The extensive revisions to the U.S. anti-money laundering regime 
contained in the USA PATRIOT Act, described in greater detail in 
Goal 4, contemplate an even greater role for both the banking 
industry and its regulators in our fight against terrorist financing. 
For example, new information sharing provisions contained in 
section 31 4 of the Act afford financial institutions greater flexibility 


Suspicious .Activity Reports (SARs) can be an important tool in combating terrorist financing, even though the small sums moved by terrorists 
may often Ml below tlie SAK reporting thresholds. The banking agencies and F 111 CE.N will provide whatever information is available to financial 
institutions about suspected terrorist financing networks. 

Immediately following the September 1 attacks, FinCILN established a Financial ln«jtutions Hotline (1-866-556-3974) for financial institutions 
to report voluntarily to law enforcement suspicious transataions that may relate to recent or potential terrorist financial activity: For more 
information about the hotline and the advisory, see the FinCEN wdKite: http:/Avww.tteas.gov/fiiicen. 

For a copy of the FATF guidance, see the FATF website: httpyAvww.farf-gafi.oig. 
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in evaluating potential risks and sharing their concerns with both 
the federal government and amongst themselves We will use 
these expanded channels of information sharing to empower the 
private sector in determining how best to defend the traditional 
banking s^^tem from abuse. In so doing, we will be in a better 
position to develop appropriate criteria and regulations that will 
help law enforcement uncover or prevent the movement of money 
for terrorist financing purposes. 


New information sharing provisions 
afford financial institutions greater 
flexibility in evaluating potential 
risks and sharing their concerns with 
both the federal government and 
amongst themselves. 


Priority 2 : Concentrate on informal value transfer systems, 
such as hawalas, as a means of moving money. 

Lead: Financial Crimes Enforcement Network 
(FinCEN). 

2002 Action Items: (1) FinCEN and the National 
Institute of Justice will conduct studies on alternative 
remittance systems, including hawalas. (2) An 
interagency working group wilt develop recommended 
“best practices” for the alternative remittance industry. 
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(3) By September 2002, FinCEN will establish a Non- 
Traditional Methodologies Section to develop expertise 
in understanding how non-traditlonal systems are used 
to move criminal proceeds, especially by terrorist 
financiers. 


Became of its anonymity and secrecy, 
hawala is known by law enforcement 
to hare been used as a money 
laundering mechanism for alien 
smuggling, drug trafficking, and 
terrorist financing in some parts of 
the world. 


Non-tnuhlional systems, known generally as alternative remittance 
systems, refer to a family of monetary remittance s>«tems that 
provide for the transfer of value outside of the regulated financial 
industry.*^ These systems, including hawala, rely primarily on trust 
and the extensive use of connections, such as ^ily relationships 
and re^onal ethnic affiliations. Hawala makes minimal or often 
no use of ^y sort of negotiable instrument. Transfers of money 
take place based on communications between a network of 
hawaladars, or hawala dealers.^ Because of its anonymity and 
secrecy, hawala is known by law enforcement to have been used 
as a money laundering mechanism for alien smuggling, drug 
trafficking, and terrorist financing in some parts of the world. 


On March 4, 2002 FinCEN issued an interim rule and proposed regulations encouraging information sharing among la«' enforcement, 
regulators, and financial institutions concerning known or suspected leirorisls or money iaunderers. The regulations, promulgated pursuant to 
section oftlie PATRIOT Act, also pennit financial institudons, after providing notice to Treasury, to share information with each other and 
report to law enforcement acliviiies that may relate to money laundering or terrorism. Concomiiantly, Section 362 requires the Secretary of the 
Treasury to establish a network in Fi^CE^ to allow financial institutions to file BSA reports eleclroiiicaily through a secure network and proride 
financial institutions with alerts regarding suspicious actirities. 

These systems are known by a variety of names reflecting ethnic and national origins pre-dating the emergence of modem banking and other 
financial institutions. Included, Miong others, are systems such as /twtcrrfa, hundi,/ei cb'ien, phoe kuan, huik 'mn, ch'iaobiii and nging sing 
kek. These systems provide mechanisms for the remittance of currency or (rthcr forms of monetary value — most commonly gold — without 
physical transportation or use of contemporary monetary instruments. 

The E\TF-XI Report on Money Laundering Typologies contains the following description of a typical hawala iransaction. “Funds which are to be 
moved from the United Kingdom to India, for example, will be provided to a UK hawaladar in UK currency' or some other form. This hawaladar 
then contacts another hawaladar by phone or fax m the destination and m|ucsts lh:U an equivalent sum (minus a small percentage charge) be 
paid out in Indian rupees or gold to tlie individual desi^i^ed by the custmner in die UK. The process can also move funds in the opposite 
direction. In instances where accounts become imbalanced betweai hawaladars over time, the accounts ai’e settled through reciprocal remit- 
tances, trade invoice manipulation, gold and precious gem anu^ing, the comentional banking system, or by physical movement of currency." 
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In late 2001, FinCEN and DOJ’s National Institute of Justice 
contracted with experts to develop and deliver reports in faU 2002 
on terrorist financing systems, The report to FinCEN, to be based 
primarily on law enforcement investigative information, will focus 
on the use of these systems in terrorist fundraising and the 
movement of funds associated with terrorist activity in die IJ.S. In 
addition, the DOJ smdy addresses the international implications 
of terrorist financing systems. These initiatives will enable the 
government to identify how informal systems have been used to 
facilitate terrorist financing^^ and how such systems interact with 
the mainstream financial community. 

Our strategy is (1) to force terrorist financiers to reduce reliance 
on hawala and similar systems and to channel their money into 
more transparent, formal financial transactions; (2) to regulate 
hawaladars so that legitimate hawaladars comply with financial 
reporting structures; and (3) to target the illegal use of hawala for 
intensive investigation. 

To this end, Treasury will lead an interagency process to develop a 
set of internationally accepted standards or “best practices” for 
the alternative remittance industry. This goal will be pursued in 
the context of the Financial Action Task Force (FATF) Special 
Recommendations on Terrorist Financing and the Asia Pacific 
Group (AFG) recommendations on Alternative Remittance and 
Underground Banking Systems, both of which call for enhanced 
regulatory oversight. As part of this effort, the U.S. Government 
participated in a worldwide hawala conference held in the United 
Arab Emirates in May 2002, that resulted in the Abu Dhabi 
Declaration calling on all countries to regulate hawalas based on 
the FATF Special Recommendations. In addition, FinCEN hosted a 
hawala seminar for domestic law enforcement ^encies in May 
2002, and will sponsor an international seminar in October 2002 
as part of an Egmont Group-United Nations training session to be 
held in Mexico. 

With respect to enforcement, the IRS v^ill work in concert with 
FinCEN to gauge the extent to which hawala operators are in 
compliance with BSA registration and suspicious activity reporting 


requirements for MSBs. Law enforcement and regulatory attention 
will also focus on the hawala settlement process vriiere transactions 
reenter traditional financial systems. By focusing on the 
reentry of funds into the traditional financial system, law 
^iforcement can then leverage the existing regulations that exist 
for the financial industry. 


Treasury will lead an interagency 
process to develop a set of 
interrmtlonally accepted standards or 
“best practices” for the alternative 
remittance industry. 


Priority A : Focus enforcement and regulatory efforts on 
alternative means of moving and hiding money, such as 
wire remitting outlets, bulk-cash smuggling, and trade in 
precious stones and commodities, to deter the binding of 
terrorist groups. 

Lead: Department of the Treasury; Department 
of Justice. 

2002 Action Items: Law enforcement will investigate 
the links between precious stone and commodity 
trading and the funding of terrorist groups. By March 
2D03. the Departments of Treasury and Justice will 
produce a report as to how money is being moved or 
value is being transferred via the trade in precious 
stones and commodities. 

Teirorists, like other criminals, move money and transfer value in 
a variety of ways. Wire transfers of illicit funds, for example, are 
readily concealed among the vast number of wire transfers moved 


The risk of misuse of hawala by terrorist oi^iizations and cells is consderable. Al Barakaal is a financial and telecommunications conglomer- 
ate founded in 1989 and operating in 40 countries aroimd the world. Il is involved in telecommunications, wire mtnsfi'r services, Internet service, 
construction, and currency exchange. On Novanber 7, 2001, the U.S. designated Al Barakaat as an SDGT and blocked Its assets. U.S. authorities 
seized records and dosed Al Barakaat offices in four suites. On the same day, the international community shut down a hybrid hawala operation 
known as Al-Barakaat, which was being used to move money tlirougli Dubai into Somalia and other countries. 

Wliile hawala may appear to be cumbersome and risky, remitters may be motivated to use il for several reasons. A hawala transaction may be 
I'elatively cost-effective because of hawaladars' low oveibead, integration with existing business activities, and avoidance of foreign exchange 
regulations and taxes. A liawala remittance can often also be completed more quickly than an international wire transfer that involves at least one 
correspondent bank. For customers without social security numbers and adequate identification, banking relationships are problematic. The 
liawaJadar, however, often requires nothing from the remitter but bis cash and a basis for the trust inherent in hawala transactions, usually a link 
based on cultural or ethnic relationships. The anonymity and lack of paper trail also hides the remittance from the scrutiny of tax authorities. 
Lastly, some areas of the world are poorly served by traditional financial institutions while the hawaladar may offer a viable alternative. 
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daily by electronic funds transfer systems. Law enforcement has 
historically pursued successful investigations against individuals 
and organizations that utilize money-remitting businesses to 
transfer proceeds across state and country borders. 


In Operation Goldmine, law 
enforcement uncovered the activities 
of Speed Joyeros (Speed Jetvelers), a 
Panamanian gold and Jewelry 
business that laundered the narcotics 
proceeds of numerous Colombian 
drug traffickers. 1.6 tons of finished 
gold jewelry and 2.3 tons of finished 
silver Jewelry have been seized. 


Various schemes appear primarily designed to evade federal 
record-keeping, reporting, and customer identification 
requirements which are in place to detect money laundering. 
These activities include basic structuring of money transfer 
transactions below the reporting and identification dollar amount 
thresholds mandated by government; the use of multiple money 
transfer agent businesses and/or parent remitter companies to 
avoid overall monitoring and detection by the industry; and 
frequent use of falsified names, addresses, and receipts as a “cover” 
justification for the substantial illicit funds transfers. 

The law enforcement community has long suspected that bulk cash 
smuggling is used by some terrorist organizations to move large 
amounts of currency, In response to the September I !* events, 
Customs utilized an outbound currency operation, Operation 
Oasis, and refocused their efforts to target 23 identified nations 
involved in the laundering of money, ^ These efforts will continue. 

Federal law enforcement will continue to work with other agencies 
and departments within the U.S. Government to address how and 
to what degree the trade in diamonds (in particular “conflict 
diamonds”), precious stones like tanzanite, gold, and other 
precious metals are being used to launder money, to finance 
terrorist groups, and to transfer value. By March 2003, the 
Departments of Treasury and Justice will produce a report as to 


how money is being moved or value is being transferred via the 
trade in precious stones and commodities. This will then form 
die basis for an informed strategy as to how to address this financing 
mechuiism. 


Between October 2001 and February 
2002, Customs made over 200 
seizures through Operation Oasis 
preventing the movement of over $10 
million. 


Priority 4 : Investigate the use of non-governmental 
organizations to raise, collect, and distribute funds to 
terrorist groups as well as wealthy individuals who donate 
to terrorist movements. 

Lead: Department of Justice; Department of the 
Treasury. 

2002 Action Items; (1) Identify and track foreign 
NGOs, including charitable organizations, that are used 
to funnel money in support of terrorism, terrorists, or 
terrorists’ families. (2) Develop “best practices’’ for 
foreign NGOs in order to assist them in establishing 
compliance programs. 3) Assist foreign central banks, 
finance ministries and regulators, through training and 
information sharing, to enhance their efforts to 
regulate fundraising groups that finance terrorism. 

The use of non-governmental organizations (NGOs), including 
charities, to raise funds in support of terrorist groups is an area 
that demands further attention from the U.S. Government. 
Investigation and analysis by the law enforcement and intelligence 
communities has yielded information indicating that terrorist 
oi^anizations utilize charities and NGOs to focilitate funding and 
to funnel money. Charitable donations to NGOs are commingled 
and then often diverted or siphoned to groups or organizations 
that support terrorism. Fundraising may involve community 
soliclMion in the United States, Canada, Europe, and the Middle 


As of May 3, 2002, Operation Oasis has seized over $ 13 tnillion in bulk cash. The Cu^oras Service has primary jurisdiction for enforcing those 
regulations requiring the reporting of the international transportaiion of currency and monetary instruments in excess of $10,000 (31 U.S,(). § 
5316 et al.). The USA PATRIOT Act has enhanced the Customs Service ability to investigate these activities by making inbound and outbound 
smug^ingof bulk cash a criminal offense for which Customs has exchisn-e investigative jurisdiclion f31 IJ.S.C. § 5332(a)). By criminalizing this 
activity. Congress has recognized that bulk cash smu^ng is an inherently more serious offense than simply failing to file a Customs report. 
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East or solicitations directly to wealthy donors. Though these NGOs 
may be offering humanitarian services here or abroad, funds raised 
by these various charities are diverted to terrorist causes. This 
scheme is particularly troubling because of the perverse use of 
funds donated in good will to fuel terrorist acts and because of the 
privacy and First Amendment protections traditionally affo rded in 
this area. 


Terrorist organizations utilize \ 
charities and non-governmental \ 
organizations (NGOs) to facilitate 
funding and to funnel money. \ 


The IRS regulates charities operating under Section 50 1 (c) (3) of 
the Internal Revenue Code, and it has a wealth of knowledge 
concerning how charities function and how unscrupulous 
criminals can abuse them. In coordination with law enforconent, 
as appropriate, the IRS Tax Exempt and Government Emilies 
Operating Division will investigate suspect charities of all stripes 
that provide financial and material support to terrorist groups. 
The IRS Is also drafting guidance concerning the deductibility of 
contributions made to oiganizations designated as terrorist-related 
organizations under Presidential Execudve Orders 15224 and 
12947. 


The United States will work to develop 
international “best practices” on how 
to regulate charities to prevent their 
abuse and infiltration by terrorists 
and their supporters. 


The United States will work, within the context of the FATF Eight 
Special Recommendations, to help develop international “best 
practices” on how to regulate charities to prevent their abuse and 
infiltration by terrorists and their supporters. At the June 2002 
FATF Plenary meeting, the United States presented a paper that 
will form the basis for a discussion of international standards. As 
part of this effort, the U.S. Government will identify high-risk areas 


and deploy multi-agency teams to assist host governments in 
^plying charitable regulation “best practices”, These teams will 
be composed of experts from various agencies to ensure all aspects 
of terrorist financing are addressed. The teams will also meet 
with representatives of foreign central banks, finance ministries, 
and regulators to encourage the development of efforts in particular 
countries to regulate fundraising groups that finance terrorism. 

i Priority 5: Identify and focus on the use of the Internet 
for cyberfundraising as a means of raising funds for 
terrorist groups. 

lead: Department of the Treasury, Department 
of Justice 

2002 Action Items: By April 2003, the law 
enforcement community will conduct a study, in 
coordination with the intelligence community, to 
determine how the Internet is used to raise and move 
funds to terrorist groups. 

The use of the Internet to raise, spend, and move money is now 
common. There are indications that terrorist groups use the 
Internet to communicate, to recruit, and to raise money for their 
respective causes. As terrorist groups recruit young people, 
including students, engineers, and computer specialists, their use 
of the Internet to raise funds is likely to increase. The federal law 
enforcement community has the expertise and capabilities to 
address this issue in a concerted way.^ The Departments of the 
Tre^ury and Justice will conduct a study by April 2003, to 
determine how the Internet is, or could be used, by terrorist groups 
to raise and move money. 

* Objective 3: Improve r.vTERN.A’noNAL efforts I'o 
DISMA-XHE TERRORIST FINANCINtJ NETVyORKS. 

focause terrorism and terrorist financing are global in nature, 
international cooperation is an essential component of the U.S. 
strategy to combat terrorist financing. The broad international effort 
to combat terrorist financing encompasses the international 
financial institutions (IFIs) as well as other multilateral 
organizations. At the urging of the U.S. and other nations, the IFIs 
and several multilateral bodies adopted action plans that extend 
their work to include issues related to terrorist financing and more 
cwnprehensive coverage of anti-money laundering. This systemic 
a]^roach to dealing with the vulnerabilities in the financial system 
is essential to the long-term stability of the financial system and its 
security against abuse by terrorist financiers. 


The U.S. Secret Scivice, through iLs regional Electronic Crimes Iksk Forces, die L'.S. Cu,stoms Service, through its Cyber Smuggling Center, and 
the FBI, through its cybercrime units and the National Infrcsiruclure Protectiou Center, are particulaily well-suited to this task 
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Priority 1 : Improve collaborative international efforts to 
isolate terrorist financing networks and provide 
information to the IJ.S. 

Lead: Coordinator of Counterterrorism (SC/T), and 
Assistant Secretary of State, Bureau of Economic Affairs 
(EB), Department of State; Department of the 
Treasury, Department of Justice. 

2002 Action Items: (1) By December 15, 2002, 
establish guidehnes for the type of background 
information useful and necessary for countries to issue 
blocking lists. (2) Issue regular reports on 
international cooperation to monitor blocking orders 
in place, timeliness of blocking actions, amount of 
assets blocked, and number of networks shut down. 

Sharing of information among international partners is essential 
to allow coordinated and timely actions against targeted entities. 
The current international processes for delivering background 
information or providing notification of actions are determined 
by the vicissitudes of bilateral contacts and are often inconsistent. 
Thus, there is a need to devise standards for improving designation 
by establishing generally recogni2ed standards for notification and 
information sharing about targets. 


International cooperation is an 
essential component of the U.S. 
strategy to combat terrorist 
financing. 


The U.S. Government will continue its efforts to encourage key 
allies to join the United States when it issues new lists of terrorists 
and terrorist entities whose assets are subject to blocking. As part 
of this effort, the State and Treasury Departments will continue to 
urge on a bilateral basis the submission of names for designation. 
Specifically, the United States will ask countries to share information 
about and propose designations for terrorist-related individuals 
and entities that reside or operate within their respective 
jurisdiction. We will monitor international cooperation by 
compiling reports on the number of blocking orders in place, 
timehness of blocking actions, amount of assets blocked, and 
number of networks shut down. 


We will also move quickly to investigate and block the assets of 
those ^Torist individuals and entities identified by other countries 
or regional groups, as we have already done in the case of certain 
terrorist designated by the European Union. In addition, the 
United States will work with its allies, through the G-7, G-8, and 
other multilateral processes, to establish common criteria for pre- 
notification and the background information necessary to 
subsmntiaie a designation. 


We will move quickly to investigate 
and block the assets of those terrorist 
individuals and entities identified by 
other countries or regional groups. 


Frioritv 2 : Provide technical assistance to jurisdictions 
willing and conunitted to fight terrorist financing networks. 

Lead: Coordinator of Counterterrorism (SC/T) and 
Assistant Secretary of State, Bureau for International 
Narcotics and Law Enforcement Affairs (INL), 
Department of Stale; Department of the Treasury; 
Department of Justice. 

2002 Action Items: By October 2002, recommend a 
plan to prioritize the delivery of U.S. and foreign 
technical assistance to willing and committed foreign 
countries for combating terrorist financing. 

In implementation of United Nations Security Council Resolution 
(UNSCR) 1373, the U.S. has provided the UN Security Council 
Counter-Terrorism Committee a report that identifies training and 
other technical assistance related to combating terrorism that 
potentially can be provided to foreign countries. The U.S. has 
convened an inter-agency working group, co-chaired by S/CT and 
INI, to consider how best to optimize U.S. Government technical 
expertise to enhance international capabiUties to fight terrorist 
financing networks. The U.S. will continue to provide information 
through various international fora on courses and training and 
technical assistance plans available, and will encourage other 
governments to do the same so that assistance to targeted recipient 
countries is coordinated and non-redundant. 

In addition, as part of their action plans to combat terrorism 
financing and address money laundering concerns, the IMF and 
World Bank will increase technical assistance to enable countries 
to implement appropriate international standards to strengthen 
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financial systems. As part of this effort, the IFls will work with the Such efforts are vital to establish the appropriate policy regimes 
United States and other donors to maximize the effective use of and framework to combat the financing of terrorist entities. The 
the resources available. Asian-Pacific Economic Cooperation (APEC), the Manila 

Framework Group, and the Association of South East Asian Nations 

Priofitv Urge countries and territories to implement 
counter-terrorism financing standards in regional and 
multilateral fora. 


The Asian-Pacific Economic 


Lead: Department of the Treasury; Assistant 
Secretary, INL, Department of State. 

2002 Action Items: Coordinate with regional and 
multilateral organizations and fora to develop and 
implement appropriate standards to combat the 
financing of terrorism. 

The U.S. and other G-7 and G-20 Finance Ministers and Central 
Bank Governors have agreed to comprehensive action plans to 
combat the financing of terrorism. These action plans encompass 
an intensified commitment to freeze terrorist assets and for rapid 
completion by the FATF, IMF, and World Bank of a framework for 
assessing the compliance of the FATF 40 Recommendations and 
the FATF 8 Special Recommendations for terrorist financing as 
part of financial sector assessments by the IMF and World Bank. 


The Asian-Pacific Economic 
Cooperation (APEC), the Manila 
Framework Group, and the 
Association of South East Asian 
Nations (ASEAN) Regional Forum have 
agreed to focus their efforts on 
combating terrorist activities and the 
financing of terrorism. 


(ASEAN) Regional Forum have also all agreed to focus their efforts 
on combating terrorist activities and the financing of terrorism. 
The U.S. government will use all institutional channels to push for 
the establishment of counter-terrorist financing standards. 
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GOALS: 

INCREASE THE INVESTIGATION AND 
PROSECCTION OF MAJOR MONEY 
LAUNDERLNG ORGANIZATIONS AND SYSTEMS 

T he 2001 Strategy recognized that law enforcement must 
focus its efforts on the investigation, prosecution and 
disruption ofmajor money laundering organizations. This 
remains our focus for 2002. In Fiscal Year 2001, federal law 
enforcement agencies seized over $1 billion in criminal-based 
assets, and forfeited over $639 million to the federal fisc.*' 

Federal law enforcement resources are limited, so they must be 
concentrated where they will have the greatest impact — large- 
scale investigations and prosecutions that disrupt and dismantle 
entire criminal organizations and systems. This concentration and 
consolidation of federal law enforcement efforts must also include 
increased awareness and focus, where appropriate, on 


inv^gations that relate to terrorist financing and links to terrorist 
oiganizations. 


Federal law enforcement resources 
are limited, so they must be 
concentrated where they will have the 
greatest impact — large-scale 
investigations and prosecutions that 
disrupt and dismantle entire 
criminal organizations and systems. 


The effect of large-scale investigations and prosecutions should 
be traceable, over time, in the types of individuals convicted and 



ML as the Primary' 
Sentencinq Guideline- 
ML in Any Count 
ot conviction 


Snmber of Defendants 

FY1997 FY1998 FY1999 FY2000 



929 

- 

1.061 


-j. ; . . . ■ 

1.219 


1,542 



2,148 

Totai Defendants Cmvicted of Money 


Source: U.S Senienci'nq Commission 


vVppro.’dmately S.^86 million of the assets seized and $241 milli on of the assets forfdted to the government related to money laundering 
investigations. Thus, money laundering related cases accounted for some 38% of bodi assets seized and forfeited by federal law enforcement 
agencies in FY 2001. Chanonp.il and p. 37. 
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sentenced in federal court for money-laundering related offenses. 
In Fiscal Year 2000, the latest year for which data is curraitly 
available, approximately 17% of persons sentenced in federal court 


DM and the U.S. Attorney’s Office in 
the Southern District of New York 
concluded a long-term investigation 
targeting the money laundering and 
narcotics activities of the Khalil 
Kharfan Organisation operating in 
Colombia, Puerto Rico, Florida, and 
the New York Tri-State area. To date, 
the investigation has revealed that 
this organisation laundered in excess 
of $100 million in narcotics proceeds. 


for money laundering violations receded a longer sentence because 
of their role as a “leader, organizer, manager, or supervisor” of 
laundering activity. Almost 20% of the defendants sentenced In 
federal money laundering cases during FY 2000 laundered in 
excess of $1 mlliion.^^ The Sentencing Commision statistics also 
show that a disproportionately high number of cases are 


Federal law enforcement efforts will 
target the arrest, prosecution, 
conviction, and sentencing of more 
“managers " in the money laundering 
organisations as well as 
organizations laundering over 
$ 100 , 000 . 


prosecuted in a very few districts. Our goal in 2002 is to continue 
to focus on large impact cases. Federal law enforcement efforts 
will target the arrest, prosecution, conviction, and sentencing of 
more “managers” in the money laundering o^nizations as well 
as organizations laundering over $100,000,” 


To accomplish this goal, we will have to overcome a number of 
obstacles. The most significant impediment we will seek to remedy 
in 2002 is the lack of folly effective interagency coordination in 
die investigation of major money laundering cases. Of course, 
federal law enforcement agencies have cooperated with one 
another and participated in numerous successful joint 
investigations for many decades. However, we have not instituted 
sufficient mechanisms for making joint decisions about what major 


We announce the development of the 
Secretary’s Award and the Treasury 
Financial Crime Award to honor 
outstanding work performed in 
significant money laundering cases. 


money laundering organizations and systems to target and how to 
investigate and prosecute them before those investigations are 
initiated. Our solution to this problem is presented in Objective 
1, below. Additionally, since the federal government's best and 
most experienced money laundering investigators and prosecutors 
cannot be assigned to every case, we will also focus our efforts in 
2002 to raise the level of advanced money laundering and asset 
forfeinire training to those on the fioni lines of our efforts. Our 
proposal to accomplish this task is described in Objective 2. Finally, 
in Objective 3, we lay out some important next steps in our work 
against a particular money laundering system, the Black Market 
Peso Exchange (BMPE), to broaden the efforts of the private sector 
and international community against the BMPE. 

As we seek to overcome these obstacles, we also seek to reward 
those who have already made progress to overcome them, To that 
end, we announce the development of the Secretary’s Award and 
the Treasury Financial Crime Award to honor outstanding work 
performed in significant money laundering cases. The Secretary’s 
Award will be issued annually by the Secretary of the Treasury to 
recognize exceptional results in combating major money 
laundering. The Treasury Financial Crime Award will be case 
specific, and be awarded for outstanding work on significant anti- 
money laundering investigations and prosecutions. 


U.S. Sentencing (lommission, FY 2000 sentencing data. 

Due to 1^ in reporting times, the statistics showing how well the government’s efforts succeeded in FY 2001 may not be reported by the U.S. 
Sentencing Commission until some time in 2004. 
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* OfiTEcnvE 1: Enhance imtji-agenct coordination 
OF MONTY LAUNDERING INNYiSIlGATIONS. 

The terrorist attacks of September 1 1 produced many changes, 
and instituted a rethinking of how law enforcement agencies do 
business. Federal law enforcement agencies have concluded that 
it is vitally important to cooperate and coordinate with one another 
to investigate priority targets whenever it is possible to do so. 
Despite the excellent work of thousands of ^ents in the field who 
participate on interagency task forces, the law enforcemenl 
agencies of the Departments of the Treasury and Justice can do a 
much better job of coordinating their investigations of money 
laundering organizations and systems. 

To address this problem, the Departments of the Treasury and 
Justice will co-lead an interagency effort to identify potential money 
laundering-related targets, and then deploy the necessary law 
enforcement, regulatory, and intelligence assets to attack those 
agreed upon targets. This approach has been tried successfully in 
the investigation of narcotics trafficking oi^anizations. 

Where appropriate, the High-Risk Money Laundering and Financial 
Crime (HIFCA) Task Forces, described in more detail in Objective 
2, will take the operational lead on investigations initiated by the 
money laundering targeting group. The Departments will leverage 
the work of other Interagency task forces, including High Intensity 
Drug Trafficking Area Task Forces (HIDTA) , Organized Crime and 
Drug Enforcement Task Forces (OCDETF), Joint Terrorism Task 
Forces (JTTF), Electronic Crimes Task Forces, and Special 
Operations Division (SOD) -Financial on priority money laundering 
cases. 

Priority 1 : Establish interagency targeting team to identify 
money-laundering related targets for priority enforcement 
actions. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice. 

2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: Create an interagency team to 
identify priority money-laundering related targets by 
August 2002 for coordinated enforcement actions. 

Law enforcement works best when the resources and talents of 
each participating agency are joined together and harnessed to a 
common objective. That common objective can best be achieved 
when every law enforcement agency is similarly focused To 


2002 National Money Laundering Strategy 

improve interagency coordination in money laundering 
inwstigations, the Departments of the Treasury and Justice will 
co-lead an inter^ency effort to identify money-laundering related 
entities and to target them for coordinated enforcement action. 
These targets can be particular money laundering organizations, 
but they can also be systems used or exploited by money 
launderers, such as the smug;iingof bulk cash, unlicensed money 
transmitters, wire remitters, and certain types of alternative 
remittance systems, including hawalas. 


law enforcement works best when the 
resources and talents of each 
participating agency are joined 
together and harnessed to a common 
objective. 


The interagency coordinating team will establish strategic objectives 
and identify an agreed-upon set of targets. As appropriate, existing 
inter^ency task forces, such as HlFCAs, HIDTAs, OCDETFs, SOD, 
Electronic Crimes Task Forces, and others will develop operational 
plans to investigate the targets selected. The interagency team will 
seek to ensure that the operational plans contain the full mix of 


Targets can be particular money 
laundering organizations, but they 
can also be systems used or exploited 
by money launderers, such as the 
smuggling of bulk cash, unlicensed 
money transmitters, wire remitters, 
and certain types of alternative 
remittance systems, including 
hawalas. 


resources available to the federal government, and that the plans 
consider how best to use regulatory measures, intelligence 
information, and diplomatic efforts, as necessary. 
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Priority 2 : Create uniform set of undercover guidelines I districts to encour^e them to create SAR review teams 

for federal money laundering enforcement operations, j with the participation of the necessary federal ^encies. 


Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice. 

2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: By September 2002, develop set 
of uniform federal guidelines for money laundering 
undercover operations to ensure the full participation 
of all federal enforcement agencies. 

Undercover and foreign operations by federal law enforcement 
^encies are a potent weapon in detecting and disrupting money- 
laundering organizations. 

At present, federal law enforcement agencies do not have a uniform 
set of undercover guidelines applicable to money laundering 
investigations. This lack of guideline uniformity inhibits some 
agencies from participating in investigations that have an overseas 
component. The Departments of the Treasury and Justice will 
meet during 2002 to explore whether it is possible to adopt a 
harmonized set of guidelines so that law enforcement agencies 
can more effectively investigate cases together. 

Priority i : Work with II.S. Attorney’s Offices to develop 
Suspicious Activity Report (SAR) Review Teams where they 
do not exist but could add value. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice. 

2001 Accomplishments: There are no 
accomplishments to report. 

2002 Action Items: By August 2002, create priority 
list of five U.S. Attorney’s Offices that do not currently 
use SAR review teams and that could benefit from a 
SAR review team. Work with the Executive Office of 
U.S. Attorneys and the individual U.S. Attorneys in those 


The interagency targeting team described in Priority 1 , above, is a 
necessary component of our efforts to coordinate better 
enforcement activity, but it is not sufficient. Law enforcement 
^encies must also be alert to suspicious activity reported by 
financial institutions pursuant to the Bank Secrecy Act (BSA) 


A SAR in August 1998 reported a series 
of suspicious transfers of large sums 
of money from a Russian bank 
correspondent account to accounts in 
the Rank of Sew York. Based on the 
SAR, the FBI’s Russian Organized 
Crime Task Force and the U.S. 
Attorney’s Office for the Southern 
District of New York opened an 
investigation of Peter Berlin and bis 
wife, Ludmila Edwards, a BONY 
account executive. Seizure warrants 
were executed against the BONY 
accounts and several other Berlin 
entities, as well as the correspondent 
account for a Russian bank at the 
Bank of New York, and resulted in 
seizures totaling $21,631,714 from 
11 different accounts. Berlin and Ms 
wife subsequently pled guilty to 
conspiracy, money laundering, atid 
conducting an illegal money 
transmittal business, and agreed to 
criminal forfeitures totaling 
approximately $8.1 million. 


The BSA, and the regulations of the Federal regulatory agencies, requires financial institutions to file, among other forms, Suspicious Activity 
Reports (SAR.s) and Uurrency Transaction Reports (CTRs). See, e.g., 12 C.F.R. 208.62. SARs deter money launderers from placing their illicit 
money in U.S. financial institutions, since the investig^on of information derived from SARs leads to the detection and arrest of many individuals 
eng^ed in money laundering. SARs also provide valuable information to enable law enforcement to generate investigative leads, to understand 
complex financial relationsliips in ongoing investigations, and to identify foifeitaWe assets. A Suspicious Activity Report form is available on 
FinCEN’s website, <http:/Av\vw.treas.gov/Qiicen/fornis.litnil>. 
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Although it is not possible for law enforcement and regulatory 
officials to investigate thoroughly every SAR filed, law enforcement 
and regulatory officials must review the SARs that are filed in a 
systematic way so that they can concentrate attention on priority 
targets. This analysis benefits from the experience, expertise, and 
decision making each t^ency contributes as part of a SAR review 
team. 

SAR review teams evaluate all SARs filed in their respective federal 
district. Teams should be composed of an Assistant United States 
Attorney and representatives from federal, state, and local law 
enforcement t^endes, In 2002, we will identify five U.S. Attorney’s 
Offices that have a substantial amount of finandal crime and that 
do not currently benefit from the added value of a multi-agency 
SAR review team, The Departments of Treasury and Justice will 
work cooperatively with the Executive Office of U.S. Attorneys and 
the individual U.S. Attorney’s Offices to encourage them to create 
inter^ency SAR review teams with wide-based participation.^ 

* OfijEmvE 2: Refink ivussion of high-risk money 

LAU.NDERLNG .4ND RELA'IED FINANCIAl CRIME ARF^ (HIFCA) 
TASK FORCES. 

High-Risk Money Laundering and Related Financial Crime Area 
(HIFCA) Task Forces were intended to improve the quality of 
federal money laundering investigations by concentrating (he 
money laundering investigative expertise of the participating federal 


A number of obstacles still remain 
before the mission of the UlFCAs can 
be fully realized. 


and state agencies in a unified task force. HIFCAs are supposed to 
leverage the resources of the participants and create investigative 
synergies, but these goals have not been fully accomplished to 
date. 


The.20<?/ Strategy refocused the mission of the HIFCA Task Forces 
to disrupt and dismantle large-scale money laundering systems or 
organizations, and HIFCA Task Forces Initiated over 100 
investigations during 2001. However, a number of obstacles still 
remain before the mission of the HIFCAs can be fully reahzed. For 
example, the federal law enforcement agencies have provided 
different levels of commitment and staffing to the Task Forces. 
Few of the HIFCAs have succeeded in integrating non-law 
enforc^ent personnel to its work. During 2002, the Departments 
of Treasury and Justice will review what has worked and what has 
not since the initial designation of the HIFCAs, and will seek to 
implement appropriate changes. 


I The Departments of Treasury and 
Justice will review what has worked 
and what has not since the initial 
designation of the HIFCAs, and will 
seek to implement appropriate 
changes. 


The Departments of the Treasury and Justice need to continue to 
review and refine the operational mission, composition, and 
structure of the HIFCA Task Forces to ensure that they succeed in 
their nUssion. The Departments will work to make sure that HIDTA, 
OCDETFs, HIFCAs, Special Operations Division (SOD)-Financial, 
and other relevant task forces investigate and coordinate their 
activities on appropriate cases, 

Priority 1 : Review the structure of HIFCA Ihsk Forces to 
remove obstacles to its effective operation. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice; Director, 
Organized Crime and Drug Enforcement Ihsk Force, 

2001 Accomplishments: The 2001 Strategy, 
published in September 2001, refocused the aims and 


” In Fiscjil Year 2001, HnCEN received 182,253 SARs and 1,149 casino SARs (SARCs). 

SAR review teams can also review selected wire transfers. Wire transfers of illicit fiinds are readily’ concealed among the estimated 71H),1)00 
daily transfers that move some $3 trillion by electronic funds trander svsIctis. E:q>andii^ the review of suspicious activity reports also to include 
the selective review of wire transfers can help law enforcement agencies coordinate their efforts to investigate and prosecute money-laundering 
oi^iuiizations. 

To ensure systemic coordination of overlapping targets and investigations, HIFCA drug-based money laundering investigations will be initiated 
as (XiDETF investigations. In appropriate ca.ses, HIFCA agents could asaS on interagency investigations focusing on the financing of terrorist 
networks, currendy performed by Operation Green Quest, the Joint Terrorist Task Forces, and the Terrorist Financial Review Group. 
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Task Forces become operational and conduct 
investigations designed to result in indictments, 
convictions, and seizures, rather than focus primarily 
on intelligence-gathering. Each of the six HIFCA Task 
Forces is actively investigating cases, and HIFCA T^k 
Forces initiated over 100 investigations in 2001.* 

2002 Action Items: By December 2002, the 
interagency HIFCA Coordination Team will review the 
progress of each of the six existing HIFCAs, and assess 
how the HIFCA Task Force concept has worked to date. 
By February 2003, the HIFCA Coordination Team will 
recommend what changes, if any, to make to the HIFCA 
concept so that the HIFCAs can achieve their mission 
objectives, 

HIFCAs have tremendous potential, but that potential needs to be 
focused and properly directed. An interagency HIFCA review team 
will review the accomplishments of the HIFCA Task Forces to date, 
and propose recommendations to ensure that the HIFCAs have 
the optimal chance to reach their potential to leverage the 
investigative expertise and talents of all the participating HIFCA 
agencies. The review team will examine structural and operational 
issues including how to fund the co-location of HIFCA Task Forces 
absent funds appropriated for that purpose, appropriate 
performance measures to evaluate the accomplishments of the 
HIFCAs, staffing, and oversight responsibilities. 


HIFCAs have tremendous potential, 
but that potential needs to be focused 
and properly directed. 


The Assistant Secretary for Enforcement, Department of the 
Treasury, and the Assistant Attorney General, Criminal Division, 
Department of Justice will receive the recommendations of the 
HIFCA review team and decide how to proceed. 


The HIFCA review team will examine existing operations and make 

recommendations to ensure that each HIFCA: 

• is composed of all relevant federal, state, and local 
enforcement authorities; prosecutors; and financial 
supervisory agencies as needed; 

• works closely with existing task forces within the HIFCA area, 
including Joint Terrorist Task Force, HIDTA, OCDETF, and 
Electronic Crime Task Forces*; 

• focuses on appropriate cases, including those cases referred 
by the interagency working group described in Objective 1, 
Priority 1 above, and develops comprehensive asset forfeiture 
plans; 

• incorporates uniform guidelines, discussed above at Objective 
1, Priority 2, to ensure the maximum possible participation 
of all federal law' enforcement agencies; 

• utilizes effectively Bank Secrecy Act (BSA) information that 
FinCEN provides as well as FinCEN's data mining expertise; 

• works closely with the financial community in its area, and 
conducts regular outreach training on appropriate topics, 
such as SAR compliance issues; and 

• incorporates relevant money laundering and asset forfeiture 
training conducted by the Federal Uw Enforcement I^aining 
Center, in conjunction with the Asset Forfeiture and Money 
Laundering Section (DOJ) and law enforcement training 
components. 

The HIFCA review team will also examine whether the HIFCA Task 

Forces can install a secure intranet connection to ensure an 

^active means of communication between the various HIFCAs. 

Priority 2 : Designate new HIFCAs as needed. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury, Assistant Attorney General, 
Criminal Division, Department of Justice. 

2001 Accomplishments: 2001 Strategy 

designated two new HIFCAs — the Northern District of 


^ As the 2002 Strategy goes to press, most of these investigations are .still oiling. 

” Section 105 of the PATRIOT Act directed the U.S. Secret Service lo develop a national network of clearonic crime ta.sk forces, based on the 
successful model of its New York Electronic Crimes Task Force. 
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Illinois (Chicago) and the Northern District of 
California (San Francisco). The new HlFCAs are 
operational and have been responsive, as appropriate, 
to the events of September 1 1 . 

2002 Action Items: (1) Review applications for 
HIFCA designations, and make timely recommendation 
to the Departments of the Treasury and Justice for 
decision. (2) Designate additional HlFCAs as 
appropriate, following the completion of the HIFCA 
review described above. (3) If additional HlFCAs will 
be designated during 2002, explore designating 
another “system” HIFCA, such as the use of unlicensed 
money services businesses or alternative remittance 
systems. 

This Strategy does not announce the designation of any additional 
HlFCAs, although applications will continue to be accepted and 
analyzed by the HIFCA Coordination Team.* Treasury and Justice 
are continuing to evaluate the operation and performance of the 
six existing HlFCAs, and will only designate additional HlFCAs in 
2002 if there is a strong reason to do so.^' Treasury will consult 
with Justice to determine whether it could be appropriate to 
establish a “system” HIFCA that would focus on one or more non- 
traditional methods used to move funds. 

A prospective HIFCA applicant must submit an application to 
FinCEN that includes: 

• a description of the proposed area, system, or sector to be 
designated; 

• the focus and plan for the counter-money laundering projects 
that the HIFCA designation will support; 

• the reasons such a designation is appropriate, taking into 
account the relevant statutory standards; and 

• a point of contact. 


2002 National Money Laundering Strategy 
* Objectr'e 3: DisiwAmiE nm blvck market peso 

EXOfA^E (BMPE) MONEY LAUNDERING SYSTEM. 

The Black Market Peso Exchange (BMPE) is the largest known 
money laundering system in the Western Hemisphere. Colombian 
narcotics traffickers are the primary users of the BMPE, repatriating 
up to $5 billion annually to Colombia. 


Customs and DBA, together 
with Colombia’s Departamento 
Administrativo de Seguridad arrested 
37 individuals in January 2002 as a 
result of Operation Wire Cutter, a 2 
1/2 year undercover investigation of 
Colombian peso brokers and their 
money laundering organizations. 
Investigators seized over $8 million 
in cash, 400 kilos of cocaine, 100 
kilos of marijuana, 6.5 kilos of 
heroin, nine firearms, and six 
vehicles. 


The BMPE is a system that converts and launders illicit drug 
proceeds from dollars to Colombian pesos. Typically, narcotics 
dealers sell Colombian drugs in the U.S. and receive U.S. dollars. 
The narcotics traffickers Utereafier sell the U.S. currency to a 
Colombian black market peso broker’s agent in the United States. 
In return for the dealer's U.S. currency deposit, the BMPE agent 
deposits the agreed-upon equivalent® of Colombian pesos into 
the cartel's bank account in Colombia. At this point, the cartel has 
successfully converted its drug dullars into pesos, and the 
Colombian broker and his agent now assume the risk for 


* The HIFCA Coordin^ion Team is comprised of represeiilaii\‘C5 from IX)J s Assei Forfeiture and Money Laundering Section, the Office of 
Enforcement of the Treasury Department, FinCEN, the U.S. Qistoras Service, the Internal Revenue Service, tlie Secret Service, the Federal Law 
Enforcement Training Center, FBI, DEA, the U.S. Postal Inspection Service, the Executive Office for lUS, Attorneys, the Exeaitive Office for OCDEIF, 
and the Office of National Drug Control Policy; 

The 1 998 Strategy .Act requires the Satioml Money Laundering Strategy to designate IHFCAs when it is appropriate to do so. The statute 
provides a list of Victors to be considered in designating a HIFCA: (1) denK^taphicandgtmeral economic data; (2) patterns of BSA filings and 
related information; and (3) descriptive information th^ identifies trends and patterns in money laundering activity and the level of law enforce- 
ment response to money laundering in the region. The statute does not mandate that HlFCAs be designated solely in geographic terms; HlFCAs also 
can be created to address mone>’ laundering in an industry, sector, financial institution, or group of financial institutions. See 3 1 U.S.C. 

5341(b)(8) & 5342(b). 

The currency transaction rate is discounted because the broker and his agent must assume the risk of evading BSA reporting requirement 
when they later place the dollars into the U.S. financial sj’siem. 
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integrating the drug dollars into the U S. banking system. The 
broker funnels the money into financial markets by selling the 
dollars to Colombian importers, who then purchase U.S. goods 
that are often smuggled back into Colombia to avoid taxes and 
customs duties. 

Over the last five years, law enforcement has scored a number of 
successes in combating the BMPE, as evidenced by the Operation 
Wire Cutter and Operation Sky Master cases, summarized in 
Appendix 7. However, law enforcement efforts, alone, will not 
succeed in dismantling the BMPE and similar trade-based money 
laundering systems. The private sector must be vigilant to the 
misuse of their products, and our international partners must step- 
up their efforts in our common fight. We discuss, below, how we 
will accomplish these objectives in 2002. 

Pfiofitv 1 ; Educate the private sector to ensure 
implementation of the BMPE anti-money laundering 
guidelines. 

Lead: Deputy Assistant Secretary, Money laundering 
and Financial Crimes, Department of the Treasury; 
Deputy Assistant Attorney General, Criminal Division, 
Department of Justice. 

2001 Accomplishments: The Departments of 
Treasury and Justice met with senior industry officials 
to discuss additional preventive measures that industry 
could take to combat the BMPE. The U.S. Customs 
Service’s Office of Investigations, Financial Division, 
hosted a workshop to assist the industries In 
developing BMPE anti-money laundering compliance 
programs and guidelines designed to minimize the 
likelihood that their products will be sold on the black 
market in Colombia. In the workshop, industry 
officials circulated a discussion paper on voluntary 
money laundering prevention guidelines for U.S. 
manufacturers. 

2002 Action Items: By October 2002, conduct a 
workshop for industry leaders to finalize voluntary 
money laundering prevention guidelines. The 
Departments of the Treasury and Justice will work with 
industry to publicize these guidelines broadly and 
encourage others to implement anti-money laundering 
programs based upon the guidelines, and adapted to 
their needs and business practices. 

The BMPE functions when peso brokers are able to facilitate the 
purchase of U.S. manufactured trade goods with illicit proceeds. 


A major step towards dismantling the BMPE is to ensure that 
merchants are able to identify these transactions so that they can 
t^ steps to prevent their occurrence. Therefore, law enforcement 


A major step towards dismantling the 
BMPE is to ensure that merchants are 
able to identify these transactions so 
that they can take steps to prevent 
their occurrence. 


must continue its efforts to educate the business community about 
BMPE activity, especially those industries that are particularly 
vulnerable to the BMPE. 


A New York City policeman pled guilty 
in March 2002 to laundering between 
$6 and $10 million obtained from the 
sale of drugs in the New York City 
area. Proceeds of the drug sales were 
driven to Miami, Florida, and 
delivered to various businesses, 
which accepted the drug money as 
payment for goods, such as video 
games, calculators, print cartridges, 
bicycle parts and tires, which were 
subsequently exported to Colombia. 


The Deputy Assistant Secretary, Money Laundering and Financial 
Crimes, and the Deputy Assistant Attorney General, Criminal 
Division, will host a private industry workshop by October 2002 
to assist industry to finalize the “Voluntary Money Laundering 
Prevention Guidelines for U.S. Manufacturers to Address the 
Colombian Black Market Peso Exchange Problem” and to develop 
a plan to publicize and launch the guidelines to other business 
communities by December 2002. 
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Priority 2 ; Train law enforcement to identify, understand, 
investigate, and prosecute BMPE schemes. 

Lead: Director, Federal Law Enforcement Training 
Center, (FLETC) ; Money Laundering Coordination 
Center (MLCC), U.S. Customs Service. 

2001 Accomplishments: FLETC provided basic 
BMPE training to approximately 360 students of the 
U.S. Customs Service in FYOl . FLETC provides this 
BMPE training as part of its Financial Investigations 
training. Customs provides advanced BMPE training to 
Treasury agents through the Asset Forfeiture and 
Financial Training (AFFT) seminar sponsored by its 
Academy’s Advanced Training Division. Approximately 
1 20 agents and intelligence analysts were trained 
during FYOl and Customs expects to train the same 
number of individuals during FY02. 

2002 Action Items: By August 2002, FLETC will 
develop a training module on the BMPE, which will 
focus on its structure, related money laundering 
schemes, international implications, culpable parties, 
and specific investigative techniques. 

Just as the private sector must be vigilant about how money 
launderers can exploit their products, law enforcement must stay 
current about permutations to the BMPE that have arisen as a 
result of successful law enforcement efforts, such as Operations 
Wire Cutter and Sky Master. In 2002, FLETC will develop a 
comprehenswe BMPE training course. FLETC expects to offer basic 
training in BMPE investigations to approximately 800 students 
during FY 2002. In developing this BMPE training, FLETC will 
interview topical experts and study successful investigations. An 
analysis of these cases will help reveal the various techniques 
employed by BMPE money launderers, identify successful 
investigative tools, and highlight regional similarities and 
differences. FLETC will debrief long-term BMPE undercover ^ents 
to understand the mechanics of the typical money movements in 
BMPE cases, and identify areas of weakness within BMPE schemes 
to focus investigative efforts. 

In addition, Customs will enhance its website, at www.custQms.gov . 
that: (1) promotes awareness of the BMPE money laundering 
system; (2) lists “red flags” that are possible indicators of BMPE 
activity and provides points of contact for persons engaged in 
international commerce to report when suspected BMPE-relaled 
transactions are taking place; and (3) links users to the OFAC 
website’s list of Specially Designated Narcotics Traffickers (SDhTTs) 
with whom U.S, persons are prohibited from dealing. Customs 
will coordinate a working group to design and implement a 
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mech^sm to link consumer industry web sites to the BMPE web 
ate. This system will allow consumers to query a specific corporate 
web ate, and provide consumers with information that will help 
them to identify and to avoid transactions possibly linked to the 
BMPE money laundering system. 


Customs will enhame its website, at 
www.customs.goi’. that lists “red 
flags” that are possible indicators of 
BMPE activity and provides points of 
contact for persons engaged in 
international commerce to report 
when suspected BMPE-related 
transactions are taking place. 


Priority 3 : Conclude multinational study with the 
governments of Colombia, Aruba, Panama, and Venezuela 
in the cooperative fight against the BMPE. 

Lead: Director, Narcotics Policy Section, Office of 
Enforcement, Department of the Treasury; Chief, Asset 
Forfeiture and Money Laundering Section, Department 
of Justice. 

2001 Accomplishments: Our international partners 
are vital components of the USG strategy to attack the 
BMPE. On August 29, 2000, at the initiative of 
Treasury Enforcement, representatives from Colombia, 
Aruba, Panama, Venezuela, and the U.S. signed a 
Directive establishing the “Black Market Peso 
Exchange System Multilateral Working Group.” The 
Working Group met four times to discuss: how the 
BMPE money laundering system affects each of the 
respective countries; how the BMPE system operates in 
each country; loopholes in existing laws; methods to 
improve inteniational cooperation; the role of free 
trade zone authorities and merchants in the BMPE; 
and how each government regulates international 
commerce. 

The Working Group issued a Mutilateral Experts 
Report. Senior officials from each government 
reviewed this report, and, in a public signing 
ceremony in Washington, D.C., issued a statement on 
March 14, 2002 supporting the recommendations. 
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The senior officials recognized that governments may 
need to consider amending national laws or Issue new 
regulations to achieve the objectives of the 
recommendations. They directed the experts to 
reconvene in July 2003 to review progress in 
implementing the recommendations and to report on 
the results achieved in combating trade-based money 
laundering. The statement and the Mutilateral Experts 
Report are published in Appendix 8. 

2002 Action Items: (I) Initiate efforts, in 
collaboration with Aruba, Panama, and Venezuela to 
submit to the Caribbean Financial Action Task Force 
(CFATF) the experts report and to encourage CFATF 
countries to undertake measures to build on its 
recommendations. (2) Work with Colombia to submit 
the report to the South American FATF-style body, 
GAFISUD, and encourage GAFISUD to undertake 
measures to build on the report's recommendations. 

Although much of the narcotics-related money laundering involves 
Colombia, Colombia does not bear the brunt of the BMPE alone. 
The report recognized that trade-based money laundering is a 
global problem. The report calls on FATF and the FATF regional 
groups to act on its recommendations, which seek to prevent the 
movement of trade-based money laundering activities to 
jurisdictions that do not currently have procedures in place to 


Trade-based money laundering is a 
global problem. 


address it and to deter un&ir trade competition. The senior officials 
encouraged the widest possible dissemination of the report and 
timely action by governments. 

* OBjEcn>T 4: Impro>^ a-vii-moky l\u.vderi\g and 

ASSET FORFErriRE TRALNINC. 

As money launderers continue to modify their activities in response 
to law enforcement and regulatory measures, law oiforcemenl 
officials must receive sufficient training to recognize the new 
approaches taken by the launderers and respond appropriately. 
Thus, it is vitally important that law enforcement and regulatory 
officials receive concentrated and advanced training in anti-money 
laundering legal authorities and investigative techniques. 


Priority 1 : Develop and provide advanced money 
laundering training to HIFCA Task Force participants. 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the Treasuiy, 
Director, Federal Law Enforcement Training Center 
(FLETC); Director, Organized Crime and Drug 
Enforcement Task Force (OCDETF); Chief, Asset 
Forfeiture and Money Laundering Section, Criminal 
Division, Department of Justice. 

2001 Accomplishments: FLETC, in close 
cooperation with DOJ’s Asset Forfeiture and Money 
Laundering Section, developed an advanced money 
laundering training module for HIFCA Task Force 
participants, which was presented in New York City in 
January 2002. Approximately 140 representatives 
from each of the HIFCA Task Forces participated in the 
three-day advanced training seminar. The training 
focused on operational issues, the impact of the 
PATRIOT Act, asset forfeiture issues, and ensuring that 
the HIFCA members were up-to-date on the full range 
of inter- and intra-agency capabilities available to hght 
money laundering operations. 

2002 Action Items: Provide advanced money 
laundering training to HIFCA Task Force participants 
to ensure that federal, state, and local enforcement 
agents have the necessary training and expertise to 
investigate and prosecute major money laundering 
schemes and organizations. 


Law enforcement officials must 
receive sufficient training to 
recognize the new approaches taken 
by the launderers and respond 
appropriately. 


FLETC and the DOJ anti-money laundering training components 
are revising the advanced money laundering training course they 
developed in 2001, and will offer specialized training to each of 
the six HIFCA locations betweai May and November 2002. 
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FY 2001 Seizure aiul rorfei^^^ffls^^ 



insisiiiurtc of iPCKicv lOiituJsnnq aMiviiv itwv hoi 
jiri^eiolv soc-ufaiii ne.Viurii exlrcifrujly iliffir.iiH For 
! ixl rsFXVTort as rncnev laiinderiiiq cases. 

U.S.C. § S81 (a)(1)(C), iricji(firaiO(i itie rteeii lo apply i.he mtinHy 
■|)q' crcsjory. Othw ' Non-Moriey Laiiixlerirq' 
snd oshK such violatioiis. '■{ is also impixiam lo note 
componeni, kir Dxatnpis sel:iirps affected -o protwJ 

Source: UcpjilfTKfii of Jusifa’ Law fcnforcomeni Agencios; forJoffli Bureau ofinvi'sltgaiion- Orug frxofceinoni AqcKv, U.S. ftisai /nspocfion Sen^e and ifw Food and Oruej Admm/sfratw 
Ocjwrtnjeiif of ifw Treasury laiy FnfnrceitierH Agencies; U.S, Qrsioms Serwee. fmcroai H.-vmit serwj’ (OmiiKii frivrsfiga(ion). U.S. Secret Savico and i/w ffuieau of Alcortof, fnCacco and firearms 


The Departments of Treasury and Justice also conducted a 
substantial amount of fundamental, advanced, and specialized 
training to task forces, ^encies, investigators, and prosecutors 
through components such as the Office of Legal Education (OLE), 
AFMLS, FBI-Quantico, DEA-Quantico, FLETC, and the Executive 
Office of Asset Forfeiture (EAOF). By the end of FY 2001, for 
example, OLE and AFMLS conducted 32 different financial 
investigations, money laundering, and asset forfeiture courses, 
reaching 3,000 federal law enforcement agents and AUSAs; 
participated as trainers in over 140 federal and state money 
laundering and asset forfeiture conferences; and distributed over 
150,000 publications and training materials. FLETC provided 
money laundering and asset forfeiture training, international 
banking and money laundering training, and international banking 
and money laundering training on 14 separate occasions in FY 
2001, reaching 645 students in the U.S. and, overseas, through 
course offerings to the International Law Enforcement Academy 
(ILEA) in Budapest, Hungary. 


The Organized Crime and Drug Enforcement Task Forces 
(OCDETF) offered several “follow the money” training sessions in 
2002 to provide a practical tool kit to agents and prosecutors of 
the investigative techniques and skills fundamental to conducting 
a financial investigation. One course was offered in Dallas in 
January 2002. Additional courses were held in New York City in 
March 2002 and Atlanta in April 2002. 

In 2002, the Departments of Treasury and Justice want to build on 
this training expertise, and continue to incorporate the experiences 
obtained during successful large-scale money laundering 
investigations and prosecutions, including those focusing on the 
shipment of bulk cash and the exploitation of money services 
businesses and alternative remittance systems. The trainers and 
the HIFCA Task Force members will educate each other, so that 
the Departments can continue to refine their programs to use a 
“lessons learned" approach concentrating on how best to set up, 
operate, investigate, and prosecute major money laundering 
schema and operations. 
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Priority 2 ; Provide asset forfeiture trainii^ to federal, state, 
and local law enforcement officials that emphasizes maior 
case development 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the Treasury, 
Director, Federal Law Enforcement Training Center 
(FLETC) ; Chief, Asset Forfeiture and Money Laundering 
Section, Criminal Division, Department of Justice. 

2001 Accomplishments: Vat 2001 Strategy phctA 
a high premium on developing advanced asset 
forfeiture training that would focus on the lessons 
learned from successful large-scale money laundering 
investigations and prosecutions such as Operations 
Wire Cutter, Casablanca, Dinero, and Greenback. 
FLETC, in dose cooperation with DOJ’s AFMLS and 
Treasury’s Office of Enforcement developed an 
advanced money laundering training module for HIFCA 
Task Force participants that was previewed in January 
2002. The training focused on operational issues, the 
impact of the PATRIOT Act, asset forfeiture issues, and 
ensuring that the HIFCA members were up-to-date on 
the hiU range of inter- and intra-agency capabilities 
available to fight money laundering operations. 

2002 Action Items: By August 2002, FLETC and the 
training components of the Department of Justice will 
modify its Advanced Asset Forfeiture training to include 
relevant provisions of the PATRIOT Act. FLETC will 
present this course twice during the remainder of FY 
2002 at centralized locations. FLETC will limit 
attendance to asset forfeiture specialists fi-om each 
HIFCA. 

In Fiscal Year 200 1 , federal law enforcement agencies sdzed over 
$ 1 billion in criminal-based assets, and forfeited over $639 million. 
The 2002 Strategy requires the continued education of federal, 
state, and local investigators, analysts, and prosecutors concerning 
asset forfeiture statutory modifications and case law developments. 
Advanced asset forfeiture training programs must inform law 
enforcement of significant statutory changes, and instruct them 
how to investigate and prosecute successfully under the new 
provisions. 

The 2001 Strategy required FLETC to develop and deliver Advanced 
Asset Forfeiture training to HIFCA members. RETC expects to 
present a 12-16 hour course two times during the remainder of 
FY 2002 at centralized locations, and will limit attendance to asset 
forfeiture specialists from each HIFCA. By August 2002, the 


Adrance Asset Forfeiture training will be developed using existing 
a)urses with modifications that emphasize the USA PATRIOT Act. 


An investigation of a Queens, N.¥. 
luxury used car dealership suspected 
of laundering illegal narcotics 
proceeds resulted in the seizure of 
bank accounts belonging to the oumer 
of the Six Stars Auto Sales. He pled 
guilty to structuring currency and 
agreed to the forfeiture of four luxury 
vehicles and $942,000. 


Training programs must also reflect the Strategy’s primary 
«nphasis — to focus enforcement efforts against terrorist groups 
and major money laundering organizations. lYaining programs 
will teach investigators, analysts, and prosecutors how to use 
federal forfeiture statutes to the fullest extent to deny criminals 
and terrorists the benefit of their proceeds. 


Training programs will teach 
investigators, analysts, and 
prosecutors how to use federal 
forfeiture statutes to the fullest 
extent to deny criminals and 
terrorists the benefit of their 
proceeds. 


The Treasury Executive Office for Asset Forfeiture (EOAF) , together 
with DOJ’s AFMLS, have actively supported FLETC in the assessment 
of existing training modules relative to the expertise required to 
seize and forfeit criminal assets, particularly stressing high impact 
forfeitures, and the implications of the Civil Asset Forfeiture Reform 
Act (CAFRA) and the USA PATRIOT Act. 
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Priority Increase awareness and use of the new anti- 
money laundering provisions of the PATRIOT Act 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the jfreasury; 
Deputy Assistant Attorney General, Criminal Division, 
Department of Justice; Director, Federal Law 
Enforcement Training Center (FLETC) ; Director, Office 
of Legal Education (OLE), Executive Office of United 
States Attorneys (EOUSA). 

2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: (1) By November 2002, develop 
additional wa)^ to promote new law enforcement tools 
created in the PATRIOT Act, including a possible 
website to address PATRIOT Act issues and 
suggestions. (2) By December 2002, FLETC will 
develop a training module on the practical uses of the 
new provisions of the PATRIOT Act based on the held 
experience of the law enforcement agencies. (3) By 
January 2003, the Departments of Treasury and Justice 
will sponsor additional advanced PATRIOT Act training 
for relevant law enforcement agencies. 


2002 Natiofud iMoney Laundering Strategy 


The anti-money laundering provisions contained in the PATRIOT 
Act, and implemented through the regulations described in Goal 
4, represent significant new tools for law enforcement to combat 
international money laundering. The Departments of the Treasury, 
througji H.ETC, and Justice, through its Asset Forfeiture and Money 
Laundering Section (AFMLS), will develop training regimens that 
focus on the practical application of the anti-money laundering 
provisions of the PATRIOT Act based on the real-world field 
ejq)erience of the agents using these powers. 

In the ^ of 2002, Treasury will hold a conference for federal 
prosecutors regarding OFAC’s role in freezing terrorist assets, and 
explore ways to seize additional terrorist assets for forfeiture. The 
conference will discuss additional authorities created by the 
PATRIOT Ari, and how these authorities can best be used to achieve 
high impact forfeitures of terrorist assets. The conference will 
also analy^ existing federal law enforcement strategies to target 
terrorist finances and consider some alternative strategies. 
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GOAL 4: 

PKEWNT MONEY LAUNDERING THROUGH 
COOPERATIVE PUBLIC-PRIVATE EFFORTS 
AND NECESSARY REGUIATORY MEASURES 

E fforts to prevent money laundering must include an effective 
regulatory regime and close cooperation between the 
public and private sectors to deny money launderers easy 
access to the financial sector. Congress recognked the importance 
of comprehensive regulations and the role of the private sector in 
combating money laundering in the anti-money laundering 
provisions of the PATRIOT Act. Our top priority in 2002 will be to 
implement the PATRIOT Act and to assess its initial impact on our 
ability to combat money laundering. 


Policy makers must continue to 
balance the needs of law enforcement 
against the compliance costs of the 
financial industry and the privacy 
interests of the public. 


In creating and Implementing effective regulatory procedures, 
policy makers must continue to balance the needs of law 
enforcement gainst the compliance costs of the financial industry 
and the privacy interests of the public. The federal govemruent 


Tl)e provisions of the PATRSOTAct will 
increase law enforcement’s ability to 
succeed in the fight against money 
laundering. 


must propose and enforce reasonable and cost-effective regulations 
and guidance procedures. The government will also continue its 
efforts to ensure that investigators make effective use of required 
reporting data. 


Pub.L 107-56 (Oct. 26,2001), 


* O^iEcim 1: Implement the new .vnti-money 
UIINDERINC. PROVISIONS OF THE USA PATRIOT AcT. 

A critical new tool to assist law enforcement in the fight against 
money laundering is the International Money Laundering 
Abatement and Anti-Terrorist Financing Act of 2001, which the 
President signed into law on October 26, 2001. These provisions 
constitute Title III of the Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act of 2001 (“PATRIOT Act”) Congress, the While 
House, and the Departments of Treasury and Justice all worked 
closely together to produce the pack^e of anti-money laundering 
proposals contained in the PATRIOT Act. 

The anti-money laundering provisions of the PATRIOT Act address 
various deficiencies in current money laundering laws and enhance 
both criminal and civil money laundering enforcement and asset 
forfeiture capabilities. As described more fully below, these 
provisions will increase law enforcement’s ability to succeed in 
the fight against money laundering, including narcotics-based, 
fraud-based, and terrorist-based money laundering. 


The mandatory filing of SARs has 
produced changes in criminal 
behavior. 


The PATRIOT Act moves the battle against money laundering into 
the 21*' century. The comprehensive anti-money laundering 
programs implemented by U.S. banks and depository institutions 
have forced money launderers to change the way that they introduce 
and move their illicit money through U.S. financial institutions. 
The mandatory filing of SARs, Currency Transaction Reports 
(CTRs), and other reports required under the Bank Secrecy Act 
(KA) has produced changes in criminal behavior. Criminals can 
no longer walk into U.S. financial institutions and attempt to deposit 
large amounts of cash without arousing suspicion and investigation. 
As criminals look for alternative methods to move their illicit cash 
into the financial system, we must be vigilant and introduce 
countermeasures that will, for example, prevent securities brokers 
and money service businesses from becoming the preferred 
avenues of laundering money. 
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Many of the anti-money laundering provisions of the PATRIOT Act 
are not self-implementing, and Treasury is responsible for drafting 
numerous implementing regulations. To accomplish this task, 
Treasury is chairing a number of interagency efforts to develop 
appropriate regulations to bring the PATRIOT Act measures into 
effect on a timely basis. This work will continue expeditiously 
throughout 2002 and is a significant priority of Goal 4. Aggressive 
implementation of the PATRIOT Act will restrict avenues of money 
laundering that are not adequately accounted for in the existing 
BSA reporting regime, 


Increasing the transparency of 
correspondent account information 
shouid deter criminals from using 
this method of laundering their 
money through U.S. financial 
institutions. 


Priority 1 : Draft regulations to implement the anti-money 
laundering and asset forfeiture provisions of the PATRIOT 
Act. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury, General Counsel, 
Department of the Treasury. 

2001 Accomplishments: The PATRIOT Act was 
enacted on October 26, 2001. Immediately after its 
enactment, the Depanment of Treasury organized 


interagency teams to address each provision of the Act 
for which Treasury has a responsibility to draft 
regulations,^ 

2002 Action Items: Complete work on PATRIOT Act 
sections to ensure that measures will take effect on a 
timely basis. 

Treasury and iLs interagency partners face an immense task in 
implementing the far-reaching new provisions of the PATRIOT Act 
on the accelerated schedule directed by Congress. This process 
is made more challenging by the fact that many of the new 
provisions impose regulations on various sectors and financial 
institutions that have not previously been subject to comprehensive 
anti-money laundering regulations. To produce sensible 
regulmions within the deadlines imposed, the inter^ency teams 
are educating themselves about the affected industries. These 
regulations cannot be drafted in a vacuum. Although private sector 
representatives are not permitted to be members of the working 
groups, the working groups are nevertheless obtaining input from 
the affected industries on the nature and operation of their 
businesses. 

Several of the anti-money laundering provisions in Title III are in 
effect as of the date the 2002 Strategy went to press, and Treasury 
has issued the necessary regulations and guidance to the affected 
industry sectors. These provisions address important aspects of 
our anti-money laundering regime, including; (1) requiring anti- 
money laundering compliance programs at a wide range of 
financial institutions;*^ (2) preventing “shell banks” from gaining 
acce^ to the U.S. financial system;*^ (3) developing a SAR reporting 
system for brokers and dealers in securities;*^ (4) having foreign 
correspondent banks identify their owners and appoint an agent 
in the U.S. to receive service of legal process;** (5) provi^ng 


** Deputy Secretary Dam oversees the Treasury Department's overall Implementation of the PATRIOT Act. 

On April 24, 2002 Treasury issued inierim final rules prescribing the minimum standards for these programs. 6? Federal Register 21110 (April 
29. 2002), These anti-money laundeiir^ programs will help to ensure that money launderers cannot evade detection by moving their illicit activity 
from traditional avenues of money laundering to less traditional avenues. The regulations temporarily exempt certain financial institutions from 
the requirement to have a program in place as of April 24, 2002. 

'**00 December 20, 2001 Treasury issued a proposed rule to codily interim guidance that Treasury had issued in November 200 J outlining the 
steps financial institutions should take to ensure that their correspondent accounts are not used to move proceeds directly or indirectly tlirough 
such foreign “sliell banks.” Treasury’s proposed rule also applies these requirements to brokers and dealers in securities. See 66 Federal Register 
67459 (Dec. 28, 2001) iind 66 Federal Register 59342 (Nov. 27, 2001). 

Trea.sury, after consultation with the Securities aiid Exchange Comm^s^ijo^ and the board of Governors of the Federal Reserve System, published 
proposed regul^ons in December 2001 requiring broker-deaters to rqwrt suspicious transactions under the relevaJit BSA provisions. 66 Federal 
Register 67670 (Dec. 31. 2001), The SAR broker-dealer rule cJosdy mirrors the reporting regime currenllyin place for banks, and sets the SAR 
reporting level at $5,000, Final rules were issued on July 1, 2002. Jep 67 Federal Register 44048 (July 1, 2002). 

Like the shell bank prohibition, Treasury has proposed to extend this requirement to brokers and dealers in securities. See 66 Federal Register 
67459 (Dec. 28, 2001). ,As with tlie shell hank provision of tlie PATRIOT Act, die proposed regulation will curtail the illegitimate use of correspon- 
dent accounts. Law enforcement and regulatory authorities will have an enhanced ability' to obtain information about monies passing through 
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FinCEN access to reports by non-financial trades and businesses 
concerning cash transactions in excess of $10,000;^ and (6) 
bicilitating the exchange of information between law enforcement 
and the private sector, as well as between financial institutions, 
about potential money laundering and terrorist financing adiviiy.^ 

Priority 2 ; Expand the types of financial Institutions subfect 
to effective Bank Secrecy Act requirements, as necessary. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Director, Financial 
Crimes Enforcement Network (FinCEN). 

2001 Accomplishments: On December 31, 2001, 
FinCEN issued a proposed rule to require securities 
brokers and dealers to file suspicious activity reports 
in connection with customer activity that indicates 
possible violations of law or regulation, including 
violations of the BSA, The proposed SAR broker- 
dealer rule closely mirrors the reporting regime 
currently in place for banks, and sets the SAR 
reporting level at $5,000. The comment period for 
this proposed rule expired on March 1, 2002. This 
accomplishment fulfills a goal not only of the 200/ 
Strategy, but also section 356 of the PATRIOT Act. 

2002 Action Hems ; (1) By July 2002, Treasury will 
issue a final rule with an accompanying form for 
suspicious activity reporting by securities brokers and 
dealers (SAR-BD). (2) FinCEN will work with the SEC 
and the Self-Regulatory Organizations (SROs) in the 
securities industry to develop compliance guidance for 
the industry and continue to educate the industry 
about the need to develop systems to detect and 
prevent potential money laundering in the securities 
industry. (3) Treasury, in consultation with the SEC 
and the Commodity Futures Trading Commission 
(CFTC), will evaluate money laundering threats and 


vulnerabilities and determine whether to extend 
suspicious activity reporting to other entities, including 
futures commission merchants and mutual funds 
(open-end registered investment companies.) 


{ The SAR broker-dealer rule closely 
mirrors the reporting regime currently 
in place for banks, and sets the SAR 
I reporting level at $5,000. 


Previous National Money Laundering Strategies noted that 
depository institutions are subject to more stringent BSA 
requirements than other types of financial instimtions. Prior to 


The 2001 Strategy called upon the 
Department of the Treasury to issue 
final rules requiring suspicious 
activity reporting by money services 
businesses (MSBs) and casinos, and 
to work with the SEC in proposing 
rules for suspicious activity reporting 
by brokers and dealers in securities. 
Treasury accomplished this task. 


January 2002, only those institutions that came under the 
jurisdiction of the federal bank supervisory agencies were required 
to file SARs. To help improve this situation, the 2001 Strategy 


While certain non-financial trades and businesses have had an obligation for many years to file a report with the Internal Revenue Service when 
receiving over $10,000 in cash or cash equivalenls, confidentialily provisions within the Internal Revenue Code often prevented law enforcement 
from obtaining access to those reports. Section 365 of the PATRIOT Act provides that non-financial tiudes and businesses must also file such 
reports with FinCEN. Thus, law enforcement will now have access to information that can indicate that money-laundering activity may be 
occurring within a particular trade or business. 

^The exchange of information relating to money laundering is a critical element an effective anti-money laundering scheme. Treasury issued 
proposed regulations and an interim rule on March 4, 2002 to encourage information sharing between law enforcement, regulators, and financial 
institutions concerning knomi or suspected terrorises or raon^^ launderers, as ctiitd for by section 514 of the PATRIOT .Act. The interim 
regulations permit financial institutions to share information with one another, after providing notice to Treasury, in order to report to law 
enforcement activities that may relate to money' laundering or lerrorisni. The institutions are required to maintain the confidentiality of the 
information exchanged. The proposed regulations authorize FinCEN. acting on behalf of a fedenil law enforcement agenq' investigating money' 
laundering or terrorist activity, to requwt that a financial inslitolion search its records to determine whether that institution has engaged in 
transactions with specified individuals, entities, or organizations. 67 Feder^ Rt^ter 9874 (March 4, 2002) . 
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called upon the Department of the Treasury to issue final rules 
requiring suspicious activity reporting by money services 
businesses (MSBs) and casinos, and to work with the Securities 
and Exchange Commission (SEC) in proposing rules for suspicious 
activity reporting by brokers and dealers in securities. Treasury 
accomplished this task, and is considering, consistent with the 
PATRIOT Act, whether any additional categories of entities should 
be subject to a SAR reporting regime. 

Treasury continues to work closely with the SEC and the securities 
industry’s self-regulatory organizations (SROs) to ensure that each 
broker-dealer will develop and implement effective anti-money 
laundering compliance requirements. 


FinCEN established a MSB web site, 
ivunv.msb.gov . As of May 6, 2002, over 
10,600 MSBs registered with FinCEN. 


Implementation of a SAR regime for the securities industry is an 
extension of FinCEN’s broader effort to implement a comprehensive 
system of suspicious activity reporting for all significant providers 
of financial services. An interagency team will evaluate whether 


other types of entities not currently covered by SAR reporting 
requirements, but similar to broker-dealers, such as futures 
commission merchants, mutual funds, and others, should be 
subject to a reporting regime. 

Priority 3 : Improve quality of SAR filing by money services 
businesses (MSBs) and casinos who are required to report 
suspicious activity. 

Lead: Director, Financial Crimes Enforcement 
N«work (FinCEN); Assistant Secretary for 
Enforcement, Department of the 'freasurj^ Compliance 
Director, Small Business/Self-Employed Division, 
Internal Revenue Service (IRS). 

2001 Accomplishments: The money service 
businesses (MSB)^' registration took effect on 
December 31, 2001, and the SAR rule came into effect 
on January 1, 2002. By December 31, 2001, FinCEN 
established an interim procedure for MSB SAR 
reporting, distributed MSB registration guidance 
materials, and established an MSB web site, 
www.msb.g ov. As of May 6, 2002, over 10,600 MSBs 
registered with FinCEN,” In coordination with the IRS 
Detroit Computing Center (DCC), FinCEN created a 
registration database and established a specific 
response team for MSB inquiries.” 
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” The MSB iiidustrv' is comprised of more thai: eight muhi-nationa] corporations and 160,000 independent or local businesses across the 
country that sene as agents of the larger companies or offer independent products. 

” Through its contractor, FiiiCLN provided information packets to 10,745 entities. Witinn 30 days of the December 31, 2(X)1 effective date, 7,793 
had registered as .MSBs and, as of May 6, 2002, 10,658 were registered. 

The Secretary of tlie Treasury has delegated the r«iponsibiIity to the IRS to examine certain non-bank financial institutions, including MSBs, to 
ensure compliance with theBSA. See 31 C.F.R, § 103.46(b)(8) and Treasury Directive 15-41. The IRS performs essential functions to administer 
the BSA, including identifying institutions that arc subject to BSA requiranents, educating them regarding their BSA obligations, and conducting 
BS(\ compliance examinations. By late 2001, IRS Smdl Businessi^lf-Employed Divisitm (SBSE) established a separate group that is responsible 
for Anti-Money Laundering (AML) compliance, and constructed a new approach to AML compliance consistent with the restructured IRS 
organization. 
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On March 29, 2002, FinCEN published in the Federal 
Register a request for additional comments on its 
proposed rule to require casinos and card clubs to file 
reports of suspicious activity.^ FinCEN anticipates 
issuing a final rule by December 2002 , 

2002 Action Items: (1) Monitor compliance with 
MSB registration and SAR requirements and work with 
the industry to ensure full awareness of the 
requirements. (2) Develop MSB SAR guidance and 
publish the final MSB SAR form. (3) Create guidance 
materials, training tools, and other compliance aids 
and continue to develop BSA guidance, for MSBs and 
casinos and card dubs. (4) Extend the MSB outreach 
campaign to regional and local levels. 

Our efforts to work with and to educate financial institutions that 
file suspicious activity reports do not end once the SAR requirement 
is in place. FinCEN and the appropriate regulatory’ agencies will 
work throughout the year to improve the guidance available to 
MSBs and casino and card dubs and to make the material available 
in as helpful a format as possible. 


Priority 4 : Increase utilization of existing Currency 
Transaction Report (CTR) filing exemptions for low-risk 
financial transactions, and consider expansion of CTR 
exemptions. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Secretary for 
Financial Institutions, Department of the Treasury; 
Director, Financial Crimes Enforcement Network 
(FinCEN). 

2001 Accomplishments: There are no 
accomplishments to report. 

2002 Action Items: (1) In October 2002, Treasury 
will report to Congress on the possible expansion of 
the statutory exemption system and methods for 
improving utilization of the exemption provisions. 

(2) FinCEN will work with financial institutions to 
increase utilization of current CTR filing exemptions 
and will conduct meetings with at least 1 5 financial 
institutions by December 2002. 



Financial Transactions Reports 
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^ 67 Federal Register 15138. 
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The BSA requires certain financial institutions to preserve specified 
transaction and account records, and file CTRs for currency 
transactions of more than $10,000 with the Department of the 
Treasury.” These reporting requirements, however, also impose 
costs on the financial sector, and the government must be sensitive 
to these added costs. The 2002 Strategy remains committed to 
ensuring that the costs imposed on financial institutions are neither 
unreasonable nor overly burdensome to accomplish their purpose. 

In 1994, Congress enacted legislation to reduce the number of 
CTRs filed by exempting certain low-risk transactions, including 
currency transactions conducted by state government j^encies or 
other financial institutions, entities on major stock exchanges, and 
“qualified business customers” who operate cash intensive 
businesses and make frequent cash deposits.^ Section 366 of the 
PATRIOT Act requires Treasury to report to Congress in October 
2002 on the possible expansion of the statutory exemption system 
and methods for improving utilization of the exemption provisions 
for CTRs.” 


Reporting requirements impose costs 
on the financial sector, and the 
government must be sensitive to these 
costs. 


The Treasury Department must work to educate the financial sector 
about GTR>exempt transactions. FinCEN estimates that if financial 
Institutions complied with current exemptions, annual CTR filings 
would be reduced by at least 30 percent, substantially decreasing 
the burden imposed on the financial sector, FinCEN, and FinCEN’s 
customers. We must work with financial institutions to determine 
why they are not taking advantage of the exemptions, and develop 
mechanisms that will enable them to change their reporting systems 
so that exempted transactions are not reported to the Treasury 
Department. 


In 2002, FinCEN will also work to establish a highly secure network 
to enable financial institutions to file required BSA reports 
electronically and to provide financial institutions with alerts 
regarding suspicious activities that warrant immediate and 
enhanced scrutiny. This project, called for under section 362 of 


Many entities in the financial 
sector continue to report exempted 
transactions. 


the PATRIOT Act, will eliminate the time delays inherent in 
processing records filed in paper format, and will permit both 
law enforcement and financial institutions to act quickly when the 
drcums^ces warrant. FinCEN is contracting with a private sector 
vendor to construct the secure web, and will have a pilot system 
operating by mid-2002. 

Priority S : Review procedures concemii^ requirement for 
foreign banks that maintain a correspondent account in 
the U.S. to appoint an agent who is authorized to accept 
service of legal process. 

Lead: Under Secretary for Enforcement, Department 
of the Treasury; Under Secretary for Domestic Finance, 
Department of the Treasury. 

2001 Accomplishments: The 2001 Strategy 
identified as a priority requiring foreign banks that 
maintain a correspondent account in the U.S. to 
appoint an agent who is authorized to accept service of 
legal process. 

Section 319(b) of the PATRIOT Act requires financial 
institutions that provide a U.S. correspondent account 
to a foreign bank to maintain records of the foreign 
bank's owners and to identify an agent in the United 


” See5lC.m. 103-22; 31 U S.C. § 5313. 

SeeSX U.S.C. § 5313(d)-(g) (providing mandatory CTR-filing exemptions including transactions between depository institutions, slate or 
federal pennies, deposiLs by any business or category of businesses dial have little or no value for law enforcement purposes, and discretionary 
exemptions including “qualified business customers' ). 

” In September 1997, FinOlN published the final rule for the first stage ("Phase T') of the process to reform the CTR exemption procedures. 
Phase 1 c^orics include; other banks operating in the United St^; federal, state, or local government departments and agencies; federal, state, 
or local entities otherwise exercising governmentai authority; endlies listed on Ibe major national stock exchanges; and certain subsidiaiies of the 
entities listed on those stock exchanges. In September 1998, FinCEN published the niles for the second stage ("Phase 11’) of the process to revise 
and streamline tlie procedures by which banks may exempt a transaction in currency in excess of $ 10,000 from the requirement to file a CTR. 63 
Federal Register 50147 (Sept. 21, 1998). Phase 11 categories include non-listed businesses and payroll customers. Many entities in the financial 
sector, however, continue to report exempted transactions. 
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States designated to accept service of legal process for | Priority 1 ; Review current examination procedures of die 
records regarding the correspondent account. j federal supervisory agencies to determine whether 

Treasury’s December 20, 2001 proposed rule also | enhancements are necessary to address the eveivchanging 

addressed this provision of the PATRIOT Act. | nature of money laundering, including terrorist financing. 


2002 Action Items: Treasury will convene a study in 
December 2002 to determine if foreign banks with a 
correspondent account in the U.S. have appointed an 
agent authorized to accept service of legal process and 
whether law enforcement agencies have encountered 
any difficulties serving legal process on those agents. 

The PATRIOT Act authorized the Secretary and the Attorney General 
to issue a summons or subpoena to any foreign bank that maintains 
a correspondent account in the United States and request records 
related to such correspondent account, including records 
maintained outside of the United States relating to the deposit of 
funds into the foreign bank. Failure to comply with the subpoena 
could lead the U.S. bank to terminate its correspondent relationship 
with the subpoenaed entity. 

Treasury will convene a study in December 2002 to determine if 
foreign banks with a correspondent account in the U S. have 
appointed an agent authorized to accept service of legal process 
and whether law enforcement ^encies have encounter^l any 
difficulties serving legal process on those agents to obtain necessary 
records. 

* O^ECiTVE 2: Develop ynuTECiES ix) respo.nd to 

CHANGES LN MONEY LAUNDERING PRACTICES, 

Professional money laimderers adjust their practices in response 
to effective law enforcement operations and regulatory schemes 
to look for the next loophole that may be vulnerable to exploitation. 


Professional money launderers 
adjust their practices and look for the 
next loophole that may be vulnerable 
to exploitation. 


Law enforcement and regulatory officials must remain vigilant and 
seek to identify potential future money laundering vulnerabilities 
that the professional criminals are seeking. The priorities in this 
section seek to accomplish that task. 


Lead: Deputy ComptroUer, Compliance, Office of 
the Comptroller of the Currency (OCC), Department of 
the Treasur)^ Assistant Secretary for Enforcement, 
Department of the Treasury. 

2001 Accomplishments: During 2001, the federal 
regulatory agencies enhanced their anti-money 
laundering procedures to address emerging risks. 
These steps included reviewing risks arising from 
business activity with entities in non-cooperative 
countries and territories, evaluating bank controls 
over high-risk areas of their business, such as foreign 
correspondent accounts, and conducting targeted BSA 
examinations. 

Following the events of September 11th, the regul^ory 
agencies issued a joint statement that encour^ed 
banking organizations to work with law enforcement 
and to review their records to determine if there were 
any transactions or relationships with suspected 
terrorists. The agencies also issued guidance to assist 
banks in the reporting and filing of SARs that could be 
related to terrorist activity. 

The regulatory agencies have also assisted banking 
oi^anizations with their implementation of the 
PATRIOT Act during the examination process and 
through industry outreach. 

2002 Action Items; Review existing examination 
procedures and, when necessary, revise, develop and 
implement new examination procedures consistent 
with comprehensive anti-money laundering and anti- 
terrorism regulations. 

Since 1999, the federal bank supervisory agencies have adopted 
anti-money laundering compliance and examination procedures 
that are risk-focused and, when appropriate, require transaction 
testing during bank examinations. The examination procedures 
evaluate a bank’s system to detect and report suspicious activity, 
and identify common vulnerabilities and money laundering 
schemes (including, structuring, the Black Market Peso Exchange, 
Mexican Bank Drafts, and factored third-party checks). 
Examination procedures also focus on high-risk products and 


* For a fuller discussion of non-cooperative counU’ies and teirilories, see Coal 6. 
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services, including special use accounts, private banking, and 
correspondent banking. 


Federal bank supervisory agencies 
have adopted risk-focused anti- 
money laundering compliance and 
examination procedures. 


Risk-focused examination procedures concentrate less on an 
institution's technical compliance and more on ensuring that banls 
implement effective systems to manage operational, legal, and 
reputation risks as they pertain to anti-money laundering effort 
and BSA compliance.^’ 

The federal bank supervisory agencies will continue to consider 
how banks test compliance with their anti-money laundering 
controls as required under existing rules, and whether any changes 
would be appropriate, especially in light of alterations to the BSA 
pursuant to the PATRIOT Act. The bank supervisory ^encies will 
determine If there is any additional guidance that could be provided 
to assist in the identification of terrorist activity at or through a 
bank.®® 

Priority 2 t Study how technological change impacts money 
laundering enforcement 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crime, Department of Treasury; Assistant 
Attorney General, Criminal Division, Department of 
Justice; Director, United States Secret Service; Director, 
Financial Crimes Enforcement Network (FinCEN). 


2002 Action Items; By November 2002, Treasury 
will devise a study to examine whether and how 
technologically advanced payment systems have been 
used to launder dirty money. The study will be 
designed to recommend strategic responses, as 
necessary, and will be provided to the interagency 
targeting team described in Goal 2, Objective 1, 
Priority 1 . 


These faceless transactions and the 
greater anonymity they afford pose 
new challenges to law enforcement. 


Technology provides money launderers new avenues to disguise 
the source and ownership of their illicit proceeds. Internet money 
transfers and new payment technologies such as “e-cash,"®' 
electronic purses, and smart-card based electronic payment 
systems, make it more difficult for law enforcement to trace money 
laundering activity and potentially easier for money launderers to 
use, move, and store their illegitimate funds. Although the Bank 
Secrecy Act requires financial institutions to file reports and record 
transactions, changes in technology permit “peer to peer" 
transiuUions that can take place without the movement of funds 
throu^ a financial instilution. These faceless transactions and 
the greater anonymity they may afford pose new challenges to law 
enforcement that must be addressed. 

The Department of the Treasury will organize an interagency study 
group by October 2002 to determine if advanced payment systems 
have been used to launder money, and consider the implications 
of technological change on money laundering enforcement efforts. 


These compliance systems are required by various provisions in Title 12 of the U.S. Code and their implementing regulations. 

^ The OCC chaired a working group of federal bank supervisofy agencies in 1999 to review existing bank examination procedures relating to 
the prevention and detecUon of money' laundering at financial institutions, focused primarily on the effectiveness of the revised examination 
procedures that were developed in accordance with the Money Laundering Suppression Act of 1994 (MLSA). The OCC will continue to work 
with the other federal bank supervisory agencies on this important issue. 

Electronic cash, or “e-cash," is a digital represent^on of money and may reside on a “smart card” or on a computer hard drive. Using special 
readers, users subtract stored monetary value from the card or, in the case of computer e-cash, deduct monetary value from the electronic 
account when a purchase is made. When the monetary value is defected, the user discai^s the card or, in some sv'stems, restores value using 
specially equipi>ed machines. Telephone calling cards are the most widely used stored-value smart cards. Smart cards can also store vast 
quantities of data in a highly secure manner. Smart cards can serve many functions, including credit, debit, security (building or computer 
access) , and storage of medical or oiher records. Depending on the q>ecificaUons determined by the issuer, e-cash value stored on a smart card 
may be transferred bertveen individuals in a peer-to-peer fitshion or between consumers and merchmits. 
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GOALS: 

COORDINATE LAW ENFORCEMENT EFFORTS 
WITH STATE AND LOCAL GOVERNMENTS TO 
FIGHT MONEY LAUNDERING THROUGHOUT 
THE UNITED STATES 

S tate and local governments play an important role in money 
laundering prevention, detection, and enforcemrat, and 
the 2002 Strategy seeks to draw upon these important 
resources to bring all assets to bear in the fight against money 
laundering. State and local officials have in-depth knowlec^ about 
the activities and persons that operate within their iurisdiction. 
However, they often lack the financial resources to parallel the 
federal government’s efforts. We must continue to find \wiys to 
lever^e state and federal efforts and provide training with limited 
budgets. We must also continue to review and to make any 
necessary improvements to the means and methods by which non- 
federal law enforcement agencies can access potential investigative 
information possessed by the federal government. 


The interaction of UtFCA and C-FIC 
participants allows both the federal 
and state and local participants to 
accomplish far more than they could 
do alone. 


The Departments of the Treasury and Justice will continue to 
administer the Financial Crime-Free Communities Support Prt^raro 
(C-FlC) to provide seed grants to state and local law enforcement 
agencies involved in the fight against money laundering. OFIC 
grants permit non-federal enforcement agencies to pursue 
innovative strategies against money laundering and, whenever 
possible, to participate in HIFCA Task Forces. The interaction of 
HIFCA and C-FIC participants allows both the federal and state 
and local participants to accomplish far more than they could do 
alone. 


* O^EaivE 1: Provide seed capoal for state and 

lOCAl COTWER-MONKY LACNDFJHNO ENFORCEMEVT E 
EFFORTS. 

The Money Laundering and Financial Crimes Strategy Act of 1998 
created the C-FIC program.^ Overseen by the Department of the 
Treasury and administered by the Department of Justice’s Bureau 
of Justice Assistance (BJA), Office of Justice Programs (OJP), C- 
FIC is designed to provide technical assistance, training, and 
information on best practices to support state and local law 
enforcement efforts to detect and prevent money laundering and 
other financial crime activity. In FT 2001, Congress appropriated 
$2.9 million for C-FIC, and in September 2001 , ’freasury awarded 
approximately $2.1 million in C-FIC grants to eight different 
agencies throughout the country. Treasury has requested $2.9 
mUbon fi-om Congress in FY 2002 to fund the third year of the C- 
F!C program. 


C-FlC grants are intended to launch 
innovative programs and to permit 
local decision makers to see the 
potential effect those programs 
would have if funded at the local 
level. 


The C-FIC program operates on a competitive basis. C-FIC grants 
are to be used as seed money for state and local programs that 
sed< to combat money laundering within their areas. C-FIC monies 
are not a perpetual source of funds. The grants are intended to 
launch Innovative programs, and to permit local decision makers 
to s^ the potential effect those programs would have if funded at 
the local level. State and local personnel can use grant funds, for 
example, to build or expand financial intelligence computer 
sysl^s, train officers to investigate money laundering activity, or 
hire auditors to monitor money flows in certain types of high-risk 
businesses. In assessing and analyzing the peer review rankings 
of C-FIC applicants, BJA and Treasury give special preference, 
pursuant to 31 U.S.C. § 5354(b), to applicants who “demonstrate 
collaborative efforts of two or more State and local law enforcement 
agencies or prosecutors who have a history of Federal, State, and 
local cooperative law enforcement and prosecutorial efforts in 
responding to such criminal activity.’’®* Treasury and BJA have 
also worked in close cooperation to ensure that all C-FIC award 
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winners within IIIFCA areas participate actively on the HIFCA Task 
Forces. We will continue to pair C-FIC grantees with HIFCA Task 
Forces to ensure coordinated federal and local anti-money 
laundering investigations. 


Wfe will conUtme to pair C-FIC grantees 
with HIFCA Task Forces to ensure 
coordinated federal and local anti- 
money laundering ini’estigations. 


The emphasis of the C-FIC program is to award grants to applicants 
who propose a strategic and collaborative response to money 
laundering activity. An applicant’s location in or near a HIFCA is a 
favorable factor in evaluating C-FIC candidates, since HIFCAs are 
areas that have been formally designated as areas of serious money 
laundering concern that merit an increased focus of federal, state, 
and local efforts. Although state and local programs within HIFCAs 
are particularly appropriate grant candidates, any qualifying stale 
or local law enforcement agency or prosecutor’s office may 
compete for and be eligible to receive a GFIC grant. Applications 
for 2002 C-FlC grants are available on the BJA website.^ 


Treasury and lyA will evaluate how 
each C-FIC grantee did relative to the 
performance measures the applicant 
set for itself. 


Priority 1 ; Review applications and award grants under 
the C-FIC program. 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the Treasury; 
Director, Bureau of Justice Assistance (BJA), 
Department of Justice. 


2001 Accomplishments: Treasury awarded 
approximately $2.1 million in C-FIC grants to eight 
different agencies throughout the country. 24 C-FIC 
apphcants sought funds in July 2001. BJA sent the 
completed applications to panels of peer reviewers 
who ranked the applications. Representatives of 
Treasury, BJA, and DOJ Criminal Division considered 
all the applications and the peer review rankings and 
comments, and recommended the list of grantees to 
Treasury. 

2002 Action Items: By September 2002, complete 
review of C-FIC applications and award approximately 
$2.5 million in C-FIC grant hinds to eligible applicants. 

Priority 2 : Evaluate the progress of existing C-FIC grant 
recipients. 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the Treasury; 
Director, Bureau of Justice Assistance (BJA), 
Department of Justice. 

2001 Accomplishments: BJA collected information 
from the nine initial C-FlC award winners about the 
acUvities they have initiated based on the grant funds. 
Since the grant term of these awards has not expired 
yet, it is stiD premature to evaluate how well any 
grantee his used its C-FIC monies. 

2002 Action Items: (1) Treasury and Justice will 
collect information from all 17 C-FIC recipients to help 
evaluate the effectiveness of the program to date. 

(2) Treasury and BJA will meet by August 2002 to 
determine how to modiiy the measures of effectiveness 
section of the C-FIC application to obtain more 
qualitative data. (3) BJA will collect information semi- 
annually from each C-FIC recipient, including 
information about forfeitures leading to repayment 
of C-FIC monies. (4) BJA will lead site visits to some 
C-FIC recipients for an on-site program evaluation. 


“ iteePub.L. 105-310, 112 Star 2941 (1998). 

« 31 U,S.(:,§ 5354(b), 

“ The application package for the 2002 round of (l-FIC grant funds on the BJA web site, www.ojp.usdol.gov/BJA. It is anticipated that the 
Department of the Treasury will award approximately $2.5 million in C-FIC grant monies, and that no single C-FIC grant wiU exceed $300,000. 

The C-FIC fiinded program collaborates with the Arizona Department of Public Safe^’ and the Arizona Banking Department, together with U. S. 
Customs, INS, IRS-CI, and the Southwest Border HIFCA. 
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Many of the inaugural C-FIC grantees have had an opportunity to 
put their grants to work. There is no single performance measure 
of success to apply to the C-FlC grantees since no two proposals 
are alike. Nevertheless, the C-FIC application requires the applicant 
to provide three quantitative measures of how to assess its 
performance. At the conclusion of the grant period, Treasury and 
BJA will evaluate how each C-FIC grantee did relative to the 
performance measures the applicant set for itself. We rqtoit below 
on some of the initial successes of the 2000 C-FIC grant recipients. 

Vt\^Arizona Attorney Generd’s Office may be the most successful 
C-FIC grantee to date. C-FlC funds led to the initiation of 26 cases, 
resulting in 58 arrests and 15 seizures, totaling over $1 million, 
including the seizure of a money transmitter business with four 
outlets, “ The Arizona Attorney General’s Office received 
approximately $300,000 in 2000 to develop a Southwest Border 
Money Transmitter Program. Arizona used the funds to hire two 
individuals and to train a total of seven. The program has worked 
with the Pennsylvania, New Jersey, Texas, and Florida Offices of 
Attorneys General and the Florida Department of Law Enforcement 
The Arizona AG’s office has introduced legislation in the State 
Legislature to strengthen the Arizona statutes relating to money 
transmitters, and has shared drafts of this legislation with two other 
C-FIC grantees, the Iowa Attorney General and the Illinois Stale 
Police. 


C-tIC funds led to the initiation of 
26 cases, resulting in 5S arrests and 
15 seizures, totaling over $1 million, 
including the seizure of a money 
transmitter business with four 
outlets. 


The Texas Attorney General's Offce use of C-FlC monies resulted 
in the opening of 30 cases and produced 23 indictments. All the 
cases involved the smuggling of bulk currency and were brought 
under the Texas money laundering statute. The Texas Attorney 
General’s Office received $236,000 in C-FIC monies in 2000 to 


fund a bulk currency prosecution project in order to expand the 
number of bulk cash smu^ling investigations and prosecutions. 


Use of C-FIC monies resulted in the 
opening of 30 cases and produced 23 
indictments. All the cases involved 
the smuggling of bulk currency. 


The Illinois State Police used C-FIC monies to create a new unit 
that has participated in 78 total investigations. The Illinois State 
Police received $245,000 in C-FIC funds in 2000 to create a money 
laundering intelligence and investigations support unit. The three 
C-RC funded analysts work with the Chicago HIFCA and IIIDXA to 
review pertinent SARs. The unit has opened nine money laundering 
cases to date based on SAR analysis, and assists other agencies 
with SAR and other financial data analysis. 


The C-FIC funded analysts work with 
the Chicago HIFCA and HIDTA to 
review pertinent SARs 


The 2001 grantees and the approved use of their C-FIC monies 
were: 

Wisconsin Department of Justice: The Wisconsin Department 
(rfjustice received C-FIC ftinds to create an analytical section within 
the Wisconsin Financial Investigation Task Force, a group currently 
consisting of the Wisconsin Division of Criminal Investigation and 
IRS-CI, with assistance from the Gaming Enforcement Bureau. C- 
FIG monies fund two intelligence analysts, who will concentrate 
their efforts on the movement of bulk cash between Milwaukee 
and Chicago as well as possible money laundering activity at casinos 
on Native American lands. 

Cook County State’s Attorney’s Office: The Cook County State’s 
AQomeys Office was awarded C-FIC funds to create and staff a 
unit to focus on money laundering mechanisms used by street 


The C-FIC funded program collaborates with tlie Arizona Department of Public Safety and the Arizona Banking Department, together with U. S, 
Customs, INS, IRS-CI, and the Southwest Border HIFG\. 


50 




138 


2002 National Money Laundering Strategy 


gangs, middlemen, and narcotics trafficking organizations 
operating in the Chicago area. 


The unit will he the first such unit to 
be established in a local prosecutor’s 
office in the region. 


The unit will be the first such unit to be established in a local 
prosecutor’s office in the region. GFIC monies will fund the salaries 
of a senior-level prosecutor, an investigator, and a part-time auditor 
as well as to provide some money laundering training for the staff. 

New York City Office of the Special Narcotics Prosecutor: 
The New York City Office of the Special Narcotics Prosecutor 
received C-FTC funds to create a money laundering unit that will 
be made up of prosecutors, investigators, forensic accountants, 
and paralegals. The money laundering unit will create a database 
of information obtained from informants and cooperating witnesses 
in New York City who have been debriefed about money laundering 
methods and techniques. 

Manhattan District Attorney’s Office: The Office of the New 
York County District Attorney's Office (Manhattan DA’s Office) was 
awarded C-FIG funds to add additional personnel to its Money 
Laundering and Tax Crimes Unit. The C-FIC funded personnel are 
to focus their efforts on investigating and prosecuting non-narcotics 
related money laundering cases, especially white-collar crimes, 
including tax crime, and will examine cases involving proceeds 
laundered through travel agencies, telecommunications 
businesses, realty companies, beauty salons, and grocery stores 
in Manhattan. C-FIC funds the salaries of two Assistant District 
Attorneys, a financial analyst, and a paralegal in the Money 
Laundering and Tax Crimes Unit. 

Orange County District Attorney’s Office: The Orange County 
District Attorney’s Office obtained C-FIC funds to hire personnel 
to follow the money trail of gang-controlled prostitution activity in 
Orange County. A threat assessment conducted by a regional gang 
enforcement team determined that violent street gangs or organized 
crime groups own, operate, or protect 75% of the County’s houses 
of prostitution, and that these establishments may produce $100 
million in income for gangs in Orange County. 


Pierce County Washington Prosecuting Attorney: The Pierce 
County Washington Prosecuting Attorney was awarded C-FIC funds 
(o create a regional anti-money laundering central office that will 
be co-Iocated with other collaborative units in the county. The 
anti-money laundering office will trace the flow of funds out of 
Washtn^on State, collect intelligence and provide analysis, and 
create a database of money laundering schemes operating in the 
region. The C-FlC-funded anti-money laundering office will 
investigate criminal enterprises that have laundered funds through 
Wyoming and Montana, as well as casinos and then transported 
those winnings into Canada. C-FIC funds cover the salaries and 
budgri^ overtime of a project director, prosecutor, and office 
assistant, as well as provide training and computer equipment. 

Iowa Attorney General’s Office: The Iowa Attorney General’s 
Office obtained C-FIC funds to create an interagency financial 
crimes task force. The interagency task force will produce a threat 
assessment and identify money laundering methods and sources 
of crimes in Iowa, and then target the identified money laundering 
mechanisms in the state. The task force will include a wide variety 
of Slate enforcement agencies and seek to include regulatory 
officials, non-bank financial institutions, casinos, and casino 
regulatory officials. 

San Jose Police Department The San Jose Police Department 
received C-FlC funds to prepare a threat assessment on the 
vulnerability of the high-tech sector in Silicon Valley to money 
laundering. The threat assessment Is to examine the scope and 
incidence of money laundering in the Silicon Valley and identify 
potential threats to the jurisdiction.^ 

BJA wiU circulate questionnaires semi-annually to C-FIC award 
winners to collect statistical information (number of arrests, 
indicunents, seizures, and forfeitures that related to the C-FIC 
prc^am) to help determine the effectiveness of the grants and 
measure the performance of the grant recipients. The 
questionnaire will also measure the program’s coordination and 
cooperation with HIFCA Task Forces, and track any repayments 
(hat the C-FlC grantees have made as a result of forfeitures resulting 
from C-FIC funded efforts. Treasury and BJA will discuss how to 
modify the measures of effectiveness and questionnaires in an effort 
to capture more qualitative data. BJA will host a conference of all 
C-FlC grant recipients in 2002 to explore common issues and will 
conduct several on-site visits to C-FIC award winners to evaluate 
how well the C-FIC grant monies have been spent. 


“ On Januaiy 17, 2002. the San Jose Police Department submitted a letter to BJA declining the grant funds. 
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* O^TECiTVE 2: Improve coordination with stai'b and 

LOCAL ENFORCEMENT AGENCIES. 

HIFCA Task Forces are designed to include the participation of all 
relevant state and local enforcement, regulatory, and prosecution 
agencies. The 2(M)2 Strategy, continues to focus our dforts on 
ensuring that the relevant and willing state and local agencies 
participate as active members of the HIFCA Task Forces. 

Priority 1 ; Increase involvement of state and local 
enforcement agencies through participation in the HIFCA 
Task Forces and SAR Review Teams. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice, 

2001 Accomplishments: The C-FIC money 
laundering grant program has increased the 
participation of state and local actors on the HIFCA 
Task Forces. BJA included a special condition on C* 
FIC grants awarded to agencies within a HIFCA area 
requiring them to participate on the HIFCA Task Force. 
This approach bore success. In Chicago, for example, 
Illinois State Police Bnancial analysts, funded by a C- 
FIG grant, analyze the SARs reviewed by the Chicago 
HIFCA. In Los Angeles, the LA HIFCA Includes 
representatives horn not only the Federal law 
enforcement agencies, but also representatives from 
the California Department of Justice, San Bernardino 
Sheriff's Office (another C*FIC award recipient), and a 
coalition of agencies under the headings LA CLEAR and 
U IMPACT. 


The active participation of state and 
local enforcement, regulatory, and 
prosecution agencies is vital to the 
success of federal money laundering 
programs. 


The New York/New Jersey HIFCA Task Force utilizes 
the talents of the New York Qty District Attorney’s 
Offices and the New York State Banking regulators in 
its work, and is a good model of federal, state, and 
local cooperation and coordinmion, 


2002 Action Items: (1) Each HIFCA Task Force will 
evaluate how it has integrated state and local 
participation into its money laundering investigations 
and prosecutions. (2) By November 2002, each 
HIFCA Task Force will report on the participation of 
state and local enforcement, regulatory, and 
prosecution t^encies in the Task Force, and identify 
what additional steps the Task Forces will need to take 
to include the participation of all relevant entities. 


New York’s efforts to include the New 
York State Banking regulators in its 
work has proven to be particularly 
effective. 


ITie ai^ve participation of state and local enforcement, regul^ory, 
and prosecution agencies is vital to the success of federal money 
laundering programs The interagency HIFCA coordination team 
will continue to work with each of the HIFCAs to encourage the 
full participation of state and local enforcement authorities in the 
w)rk of the HIFCA Task Forces. Chicago, Los Angeles, and New 
York/New Jersey all rely on the considerable talents of their state 
and local partners. New York’s efforts to include the New York 
Stite Banking regulators in its work has proven to be particularly 
effective, and the remaining HIFCAs will be encouraged to 
Incorporate regulatory partners whenever practical to do so. 


A good model to emulate is the “El 
Dorado" Task force, which is ledbyES. 
Customs and IRS. 


A good model to emulate has been established by the New York “El 
Dorado” Task Force, which is led by U.S. Customs and IRS.^^ 
Comprised of 185 individuals from 29 federal, state, and local 
^encies, the “El Dorado” Thsk Force is one of the nation’s largest 
and most successful financial crimes taskforces, having seized $425 
million and arrested 1,500 individuais since its inception in 1992. 

Priority 2 : Coordinate anti-money laundering regulatory 
efforts with state and local entities. 

Lead: Deputy Assistant Secretary, Money Laundering 
and Financial Crimes, Department of the Treasury. 


El Dorado receives hmding from the Office of National Dnig Conirot Policy's High-intensity Drug Trafficking Area (HIDTA) initiative. 
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2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: By October 2002, identify state 
and local regulatoty agencies that can be included in 
anti-money laundering efforts, especially new efforts 
undertaken as a result of the implementation of the 
PATRIOT Act. 

State and local regulatory bodies, such as State Banking, Credit 
Union, and Insurance Commissioners are prepared to participate 
actively in the fight gainst money laundering and the funding of 
terrorist networks. This participation is especially important as 
Treasury works with its interagency partners to implement the anti- 
money laundering provisions of the PATRIOT Act. By October 2002, 
Treasury will identify and form a working group with state and 
local regulatory institutions that can increase their efforts to combat 
money laundering. 

As Treasury works on regulations to implement the PATRIOT Act, 
the working group wilt interact with the relevant state and local 
regulatory partners and provide model language that the states 
can consider adopting. 

* Objective 3: Enwancf. the EFFEtTfVE\ES.s of state 
AND LOCAL LAW TiNFORCEMENT’s AC(,’ESS TO A.\D USE OF 
BANK SECRECY ACT (BSA) DATA. 

The active participation of state and local law enforcement in 
accessing BSA data is crucial to their effectiveness in combating 
money laundering. State and local law enforcement agencies have 
direct access to BSA information through FinCEN's Gateway 
Program. This program is available to ail 50 states, the District of 
Columbia, and the Commonwealth of Puerto Rico. It is imperative 
that FinCEN have the capability to control access and audit usage 
of the BSA infonnation that it maitains. 

Priority 1 ; Provide the most effective and efficient methods 
for accessing BSA data and improve the Gateway System. 

Lead: Director, Financial Crimes Enforcement 
Network (FinCEN); Assistant Secretary for 
Enforcement, Department of the Treasury. 

2001 Accomplishments: 1)xe2001 Strategy 
directed FinCEN to perform at least 10 field 
inspections and audits of Gateway user locations, and 
FinCEN exceeded this goal. These field audits ensure 
that the financial information accessed via Gateway is 
maintained in a secure manner. FinCEN also 
conducted meetings with users in the field to explore 


how to improve the system, by moving from a manual 
to automated notification system. 

2002 Action Items: (1) Enhance law enforcement’s 
electronic access to BSA data in a secure environment, 
and develop a plan to provide Gateway users with 
access via secure web technology. (2) Continue to 
expand the automated alert process for Gateway and 
conduct at least 1 5 field inspections by December 
2002. (3) Publish by September 2002 the first in a 
seri^ of “newsletters” to educate Gateway users about 
issues such as system changes, trends in usage, and 
success stories. 

Access to BSA-related data through Gateway is provided through a 
secure and carefully monitored system, and FinCEN is developing 
a plan to provide Gateway users with access via secure web 
technology. FinCEN’s managers and Gateway personnel audit 
queries through record reviews and on-site visits to ensure all 
inquiries are connected to actual or potential criminal violations. 
FinCEN will conduct an additional 15 field inspections in 2002 to 
ensure that the s^tem is functioning as planned and that users 
are protecting the data that passes over the Gateway network. 


Continued, updated training will 
inform Gateway users of system 
changes and money laundering 
trends. 


FinCEN will provide training for slate and local law enforcement 
officers, to reinforce the importance of the available BSA-related 
information, and to demonstrate how to access, analyze, and use 
the information in money laundering investigations. Continued, 
updated training will inform Gateway users of system changes and 
money laundering trends. The Gateway "newsletters” will provide 
one way to keep users current on relevant issues. 

Technological advances in the delivery of data require FinCEN to 
evaluate new and emerging capabilities and incorporate 
appropriate systems to further enhance the Gateway program. One 
of the key elements of the Gateway process allows FinCEN to alert 
two or more agencies about information on the same subjects of 
interest. This alert process provides a coordination mechanism 
for mone>' laundering investigations conducted worldwide, and 
permits a more efficient use of scarce investigative resources. 
FinCEN will also continue to explore potential methods for 
improving the alert function with field users during 2002. 
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GOAL 6: 

STRENGllIEN IiNTERNAnONAL ANTI- MONEY 
LAUNDERING REGIMES 

T he fight against money laundering must go beyond 
domestic efforts. Money launderers cannot be permitted 
to escape detection merely by moving hinds across 
borders and dispersing those funds to countries with weak anti- 
money laundering regimes. Computer and communications 
technology now provide the means to transfer funds quickly and 
easily, and under-regulated financial sectors provide secrecy havens 
for tax evaders and money launderers alike. 


Money launderers cannot be 
permitted to escape detection merely 
by moving funds to countries tvith 
weak anti-money laundering 
regimes. 


It is therefore vital that all jurisdictions take action to protect their 
respective financial sectors from money laundering. Unfortunately 
various jurisdictions have critical deficiencies in their anti-money 
laundering regimes: they have not enacted laws that prohibit money 
laundering; they do not aggressively enforce existing anti-money 
laundering legislation; or they fail to cooperate internationally to 
investigate and prosecute money launderers at large. These legal 
and regulatory ^ficlencles lead to regimes that are not sufficiently 
transparent, allowing criminals and terrorist groups to flourish. 


Our principal international goal in 
the 2002 Strategy is to reduce the 
number of countries with vulnerable 
anti-money laundering regimes. 


Our principal international goal in the 2002 Strategy is to reduce 
the number of countries with vulnerable anti-money laundering 


regimes. This effort requires the U.S. Government to work as part 
of multinational bodies, such as the 29 country Financial Action 
Task Force (FATF) and the International Financial Institutions 
(IFls) , such as the World Bank and International Monetary Fund, 
to set and reinforce intentional standards and to provide technical 
assistance and training to jurisdictions willing to make the 
necessary changes. It also requires a sustained effort and 
commitment by jurisdictions with substandard counter money 
laundering regimes and systems. 


Due in large part to pressure 
generated from the NCCT process, 
many of the 15 countries currently 
on the SCCT list hare enacted 
significant legislation to address 
money laundering. 


We made good progress toward this goal in 2001. In June 2001, 
(he first four countries - the Bahamas, the Cayman Islands, 
Liechtenstein, and Panama - were removed from the FATF non- 
cooperative countries and territories (NCCT) list after 
implementing significant reforms to their anti-money laundering 
regimes. In June 2002, four addihonal countries - Hungary, Israel, 
Lebanon, and St. Kitts and Nevis - were removed from the list 
after FATF determined that they had also implemented significant 
reforms. Due in large part to pressure generated from the NCCT 
process, many of the 15 countries currently on the NCCT list have 
enacted significant legislation to address money laundering. A 
summary of the reforms each country has enacted can be found 
in Appendix 1 0. Only one country - Nauru - has made insufficient 
progress. 

Tlie G-7 and G-20 Finance Ministers and Central Bank Governors 
meeting in the final quarter of 2001 both agreed on comprehensive 
action plans to combat terrorism financing** in the wake of 
September 1 1 , 2001. In early February 2002, the G-7 reaffirmed 
their a)mmitment to this effort and recognized that further action 
is required, including an intensified commitment to freeze terrorist 
assets and quick completion by the FATF, IMF, and World Bank of 
aftameworkfor assessing compliance with international standards 
to include the FATF 40 and the FATF 8 Special Recommendations 
on terrorist financing.*’ 


“ Statement of G-7 Finance Ministers and CentnU Bank Governors, indiiding .Action Plan to Combat the Financing of Terrorism, October 6, 2001. 
Communique oftlie G-20 Finance Ministers and Central Bank Governors, Including C>-20 Action Plan on Terrorist Financing, November 17, 2001. 
® Statement of G-7 Finance Ministers and Central Bank Governors, including Action Plan: Progress Report on Combating the Financing of 
Terrorism, February' 9, 2002. 
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In October 2001, the Asian -Pacific Economic Cooperation (APEC) 
Forum leaders called on the APEC Working Groups to accelerate 
their work on anti-money laundering and countering terrorist 
financing. At the meeting of the ManOa Framework Group in 
December 2001, Group members agreed to work with the IFls 
and other international bodies in combating terrorist financing 
activities and they welcomed the work of the IMF and World Bank 
in helping countries implement international standards and codes 
in financial sector assessments. 


In October 2001, the Asian-Pacific 
Economic Cooperation (APEC) Forum 
leaders called on the APEC Working 
Groups to accelerate their work on 
anti-money laundering and 
countering terrorist financing. 


At its meeting in March 2002, the Association of South East Asian 
Nations (ASEAN) Regional Forum (ARF) endorsedaUnitedStales 
proposal to organize a workshop for ARF participants on financial 
measures against terrorism, which will be co-hosted by Malaysia. 
The goal of the workshop is to help participants develop and 
implement counteMerrorism financial action plans. Pardcipanis 
also discussed possible next steps for action by the ASEAN Regional 
Forum. 

* OniECTiVE 1: Advance iNi nATivES of FATF and 
FATF-miE REGIONAL ORGA.NIZATIONS, 

In 2001, FATF continued its role as the premier multilateral body 
in the international effort against money laundering, and focused, 
for the first time, on the fight against terrorist financing. The U.S. 
supports FATF financially and plaj« an active role in its governance 
and significant FATF initiatives. Through these initiatives - including 
identifying and taking action against non-cooperative jurisdictions, 
and setting international standards for anti-money laundering 
regimes - FATF seeks to limit the access of terrorists, narcotics 
traffickers, and other organized criminals to the international 
financial system. 


In addition to FATF, the U.S. will continue to support the 
gloMizalion of anti-money laundering efforts through the efforts 
of EATF-st^e regional bodies.™ These bodies have ensured that 
FATF’s standards and initiatives have a wide scope and effect 
through their cooperation with FATF and through their own 
initiatit^. The U.S. will continue to assist and participate in these 
bodies during 2002. 


FATE seeks to limit the access of 
terrorists, narcotics traffickers, and 
other organized criminals to the 
inlemational financial system. 


Priority 1 : Through FATF, identify non-cooperative 
countries and territories (NCCTs) and monitor their 
process. 

Lead: Under Secretary for Enforcement, Department 
of the Treasury, Assistant Attorney General, Criminal 
Division, Department of Justice; Assistant Secretary, 
International Narcotics and Law Enforcement Affairs 
(INL), Department of State. 

2001 Accomplishments: Numerous NCCT 
jurisdictions enacted and began implementing 
significant anti-money laundering legislative reforms. 
These jurisdictions include Dominica, Grenada, 
Guatemala, Hungary, Israel, the PhiUppines, Russia, St. 
Kitts and Nevis, and St. Vincent and the Grenadines. 

2002 Action Items: (1) Work with FATF partners to 
consider whether new jurisdictions should be added to 
the NCCT list. (2) Monitor the progress made by listed 
jurisdictions in addressing identified deficiencies and 
implementing corrective measures. (3) Monitor 
progress made by jurisdictions removed from the 
NCCT list, (4) Work to take action multilaterally 
against jurisdictions that make inadequate progress. 

FATF is engaged in a major initiative to identify non-cooperative 
countries and territories in the fight gainst money laundering. 
Specifically, this has meant the development of a process to identify 
critical weaknesses in anti-monev laundering systems that serve 


^ The FATF-style regional bodies are the Asia Pacific Group on Money’ Laundering (APG), Financial Action Task Force of Soutli America 
(GAFISUD) , the Caribbean Financial Action Task Force (CFATF), the Council of Europe Sdccl Committee of Experts on the Evaluation of Anti- 
Money laundering Measures (PC-R-EV), and liie newly-formed Eastern and Southern .Africa Anti-Money Laundering Group (ESAAMLG). 
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as obstacles to international cooperation in this area. The goal ol 
this process is to reduce the vulnerability of financial sterns to 
money laundering by ensuring that all jurisdictions adopt and 
implement sufficient measures for the prevention, detection, and 
punishment of money laundering. 


Only one country -Nauru - has tnade 
insufficient progress triggering 
countermeasures by FAIR 


In June 2000, FATF issued an initial list of 15 NCCT jurisdictions. 
One year later, four countries - the Bahamas, the Cayman Islands, 
Liechtenstein, and Panama - were removed from the list after 
implementing significant reforms to their anti-money laundering 
regimes. At that time, Burma, Egypt, Cuatemala, Hungary, 
Indonesia, and Nigeria were added to the list. In September 2001, 
FATF identified two new jurisdictions - Grenada and Ukraine - as 
non-cooperative.’* At its most recent meeting in June 2002, FATF 
removed four additional countries — Hungary, Israel, Lebanon, 
and St. Kitts and Nevis - from the NCCT list after they also 
implemented significant reforms. Of the 15 countries remaining 
on the NCCT list, due in large part to pressure generated from the 
NCCT process, many have now enacted most, if not all, of the 
necessary legislation and have moved to the implementation stage 
of the process. Most of the others on the list are actively engaged 
in enacting legislative reforms. A summary of the reforms each 
country has enacted can be found in Appendix 10. Only one 
country - Nauru - has made insufficient progress triggering 
countermeasures by FATE {See, infra, at Objective 4, Priority 2 
for a discussion of the U.S. implementation of FATF 
countermeasures with respect to Nauru). In the coming year, 
FATF will consider countermeasures concerning the few additional 
NCCT countries that have failed to take adequate steps to address 
FAIF’s concerns. 

Priority 2 ; Work with FAFF countries to complete the 
revision of the Forty Recommendations. 

Lead: Under Secretary for Enforcement, Department 
of the Treasury, Assistant Attorney General, Criminal 
Division, Department of Justice 

2001 Accomplishments: FATF established several 
working groups to fticilitate the revision of the Forty 


Recommendations. These working groups focused on 
updating the Recommendations in the areas of 
customer identification requirements for financial 
institutions, identification of beneficial owners, the 
treatment of corporate vehicles and trusts, and the 
extension of anti-money laundering requirements 
beyond financial institutions. The U.S. played an active 
role in this effort and developed language included in 
a consultation paper. This work culminated in May 
2002, at a Special FATF Plenary in Rome during which 
FATF finalized a consultation paper that presents 
options and seeks the views of non-FATF members and 
the private sector. 

2002 Action Items: Begin drafting the revised 
Recommendations during foil 2002 with an anticipated 
completion date of spring 2003. 


The international community has 
reco^tzed the Forty Recmmnendaticms 
as the standard of an effective anti- 
money laundering regime. 


In 1990, the FATF established the Forty Recommendations, 
articulating the essential elements of an effective national anti- 
money laundering regime. The international community has since 
recognized the Forty Recommendations as the standard of an 
effective anti-money laundering regime. The Financial Stability 
Forum, established by the G-7, has included the Forty 
Recommendations as one of the twelve standards in its 
Compendium of Standards. The International Monetary Fund and 
World Bank have also generally recognized the FATF Forty 
Recommendations as the international standard in combating 
mom^ laundering, and are working to incorporate them into their 
operations {See, infra, at Objective 3) The United Nations 
Convention on Transnational Organized Crime (the “Palermo 
Convention”) included specific reference to the FATF Forty 
Recommendations in connection with the provision requiring states 
to implement measures to control money laundering. 

FATF periodically revises the Forty Recommendations to address 
new anti-money laundering challenges. In 1996, for example, 


’ ' A full list of non-cooperative countries and territories can be found at www.fatf-gtdi.org. 
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FATF revised the recommendations: (1) to expand the predicate 
offenses for money laundering beyond drugs to all serious crimes; 

(2) to require mandatory suspicious transaction reporting; and 

(3) to recognize the inherent threat posed by new technologies. 
To preserve the continued vitality of the FATF Forty 
Recommendations and reflect the experience of the international 
community in this area over the past eleven years, FATF is again 
revising its principles for action. In 2000 the FATF t^reed to initiate 
a review of the Forty Recommendations, including issues relating 
to customer identification requirements for financial institutions, 
identification of beneficial owners, the treatment of corporate 
vehicles and trusts, and the extension of anti-money laundering 
requirements beyond financial institutions. 

* Objective 2: Ensure thai' itchnicai assistance is 

AVAILABLE TO JURISDICTIONS WILLING AND COMMnTEO TO 
STRENGTHENING ITS ANTI-MONEY UL^NDERING EFFORTS. 

The U.S. cannot combat money laundering effectively as long as 
there are safe havens available to move illicit proceeds. We must 
also stand ready to provide countries seeking to reform their 
systems the necessary training and technical assistance to do so. 
The U.S., however, has limited resources available to accomplish 
this task, and cannot go it alone. In 2002, the U.S. will seek to 
provide targeted and effective assistance to countries throughout 
the world that are seeking to become full international partners in 
the fight against money laundering and work with international 
bodies to ensure that intentional experts can provide technical 
assistance and training within their region. 


We must stand ready to provide 
countries seeking to reform their 
systems the necessary training and 
technical assistance to do so. The V.S. 
cannot go it alone. 


Priority 1 ; Provide technical assistance to jurisdictions - 
particularly those on the NCCT list - to develop strong 
domestic anti-money laundering legislation. 

Lead; Assistant Secretary for International Narcotics 
and Law Enforcement Affairs (INL) , Department of 
State; Assistant Secretary for Enforcement, Department 


2002 ^'ationaI Money Laundering Strategy 


On November 19^ 2001, Treasury 
Secretary ONeill and Philippine 
President Arroyo signed a 
Memorandum of Intent committing 
the United States to assist the 
Philippines in the implementation of 
its new anti-money laundering law. 


The Departments of State, Treasury, and Justice offer various 
international anti-money laundering training and technical 
assistance programs. Most of the funding used to carry out this 
training and technical assistance is appropriated to the Department 
of State, and State’s Bureau for International Narcotics and Law 
Enforcement Affairs (INL) coordinates the anti-money laundering 


of the Treasury; Assistant Attorney General, Criminal 
Division, Department of Justice. 

2001 Accomplishments: The State Department 
coordinated the provision by U.S. Government 
agencies of technical assistance or training to thirteen 
countries on the FATF NCCT list. Six of the 
jurisdictions provided this technical assistance and 
training from the U.S. were removed from the FATF 
NCCT list. The U.S, also provided money laundering 
technical assistance to numerous countries, including 
Guatemala, the Marshall Islands, the Philippines, 
Lebanon, Ukraine, Russia, Dominica, Grenada, and St. 
Mncents, and will continue to provide assistance in 

2002 to those NCCTs that demonstrate the political will 
for reform. On November 19, 2001, Treasury 
Secretary O’Neill and Philippine President Arroyo 
signed a Memorandum of Intent committing the United 
States to assist the Philippines in the implementation of 
i^ new anti-money laundering law and to establish an 
FIU, and FinCEN provided assistance to the Philippine 
RU. 

2002 Action Items: (1) Deliver U.S. and 
international technical assistance to address the money 
laundering deficiencies in jurisdictions that 
demonstrate a willingness to cooperate in the fight 
against money laundering and terrorist financing. 

(2) Implement the Memorandum of Understanding 
between the U.S. and the Philippines. 
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training and technical assistance delivered by O.S. agencies. State 
INL seeks to coordinate the delivery of these programs to avoid 
duplication of efforts, identify gaps in training, and to ensure diat 
training efforts are comprehensive and effective. The U.S. expended 
over $3.5 million in international anti-money laundering training 
and technical assistance programs in 2001.^ 

An inter-agency team , established as a result of the 2001 ^rategy, 
will continue to meet in 2002 to coordinate and ensure that 
technical assistance draws upon the proper mix of private sector, 
governmental, and international resources, and will devise a plan 
to govern the provision of 2002 aid. The Department of Slate will 
also seek to increase the anti-money laundering technical 
assistance role played by other G-7 countries and the United Nations 
Global Program Against Money laundering. 


The U.S, expended over $3-5 million 
in international anti-money 
laundering training and technical 
assistance programs in 2001. 


The Philippine government has demonstrated a commitment to 
address money laundering through passing new anti-money 
laundering legislation. The U.S. has developed an action plan and 
will provide technical assistance to the Philippines to help build 
an effective anti-money laundering infrastructure. As a first step, 
the U.S. will assist the Philippines to establish a hilly functional 
financial intelligence unit.^^ 

Objectiyb 3: Work with we I>’n!R.>Ario.N.u 
Financial Inottitions (IFIs) to Incorporaw 
International Standards on Combating Monry 
Laundering and Terrorist Fln.ancing into weir 
Operations. 

Money laundering and terrorism financing weaken the rule of law, 
and increase the risks to domestic and global financial systems. 
All relevant international bodies, including the International 
Financial Institutions (IFIs), have a role, and should be eng^ed 
in the effort to strengthen domestic regimes throughout the world 
in order to protect the global financial system. 


In April 2001 , the Executive Boards of the International Monetary 
Fund (IMF) and World Bank ^reed that both institutions should 
participate more in the global effort against money laundering. 
As part of the enhanced effort, the IFIs agreed to work with their 
member countries to incorporate anti-money laundering standards 
into their surveillance and operational activities. The IFIs also 
agreed to increase the technical assistance that they provide in 
this area, to increase their research in this area, to work 
cooperatively with relevant international anti-money laundering 
groups, and to help educate countries about the importance of 
protecting themselves against money laundering. 


The Executive Boards of the 
International Monetary Fund (IMF) 
and World Bank agreed that both 
institutions should participate more 
in the global effort against money 
laundering. 


Following the September II, 2001 terrorist acts, the Executive 
Boards of the IMF and World Bank supported action plans to extend 
the work of both institutions to strengthen legal and institutional 
frameworks to counter money laundering and to combat the 
financing of terrorism. 

Priority 1 : Encourage the IFIs to incorporate international 
anti-money laundering standards, including standards to 
combat the financing of terrorism, into the IFl’s ongoing 
work and programs. 

Lead: Deputy Assistant Secretary, International 
Monetary and Financial Policy, Department of the 
Treasury 

2001 Accomplishments: The U.S. and many other 
nations, including the G-7 countries, made significant 
progress with the IFIs in fostering inclusion of the 
FATF 40 and FATF 8 Special Recommendations on 
Terrorism Financing in the operations of the IFIs. 

FATF and staff of the IMF and World Bank prepared a 
comprehensive methodology document covering all 
aspects of the FATF 40 and FATF 8 Special 
Recommendations. 


Dcparinicnt of Slate, International Narcotics Control Siral^‘S^rt, at XII- 3. 

FlnCIiN has hosted a delegation from the Philippines FlU and has developed an action plan to assist the newly created FIU. 
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2002 Action Items: (1) In 2002, the U.S. will 
continue to urge the IFIs to incorporate the FATF ForQr 
Recommendations and 8 Special Recommendations on 
Terrorist Financing into their ongoing operations and 
evaluations of member countries. (2) The IFIs will 
incorporate international anti-money laundering and 
counter terrorist financing standards into their 
Financial Sector Assessment Programs (FSAPs). 

(3) The U.S, and other FATF members will work in 
collaboration with the IFIs to prepare a Report on the 
Observance of Standards and Codes (ROSC) 
methodology document on anti-money laundering and 
combating terrorist financing. The drafters hope to 
submit the document to the Executive Boards of the 
IMF and World Bank for their endorsement in 2002. 

In the wake of September 11, 2001, the Executive Boards of the 
IMF and World Bank agreed to extend the involvement of both 
institutions beyond anti-money laundering to efforts aimed at 
countering terrorist financing. Both the IMF and World Bank 
agreed to incorporate anti-money laundering and counter terrorist 
financing standards into their Financial Sector Assessment 
Programs (FSAPs). The IFIs also agreed to help countries identily 
gaps in their anti-money laundering and counter terrorist financing 
regimes while analyzing a country's legal and institutional 
frameworks. The current draft of the joint Fund/Bank enhanced 
financial sector assessment methodology incorporates the FAIT 
Recommendations on anti-money laundering and terrorist 
financing. 

FATF established a working group to develop a Report on the 
Observance of Standards and Codes (ROSC) methodology 
document to guide the assessment of each country’s adherence to 
the FATF 40 Recommendations and 8 Special Recommendations 
against terrorist financing. The working group continues to work 
closely with the IMF and World Bank to converge (he ROSC 
methodology document into the IMF/World Bank FSAP 
methodology, in order to provide comprehensive coverage of the 
FATF Recommendations in the context of the IFIs assessment of 
12 key codes and standards. A separate ROSC module would 
provide a comprehensive and articulated guide for assessing the 
status and performance of a country’s anti-money laundering 
regime. 

* Objectivt 4: Use aix .awiiabix txmils to deter and 

PUNISH MONEY LAUNDERING .AND TERRORIST FINANCEVC. 

The United States will combat international money laundering and 
terrorist financing by taking forceful action against threats, as 
necessary. The U.S. will advise our financial institutions of 
jurisdictions that present increased risks to ensure that enhanced 


scrutiny is applied. The U.S. may also initiate appropriate 
countermeasures against those countries that do not make 
adequate progress in developing acceptable anti-money laundering 
regin^, including countermeasures newly authorized by section 
311 of the PATRIOT Act. Countermeasures should be imposed, 
when possible, in conjunction with our international partners and 
only after an evaluation of their foreign policy implications and of 
the potentially adverse effects on the U.S. The interagency group 
on terrorism financing, including Treasury’s Office of Foreign Assets 
Control (OFAC), may also concentrate its asset blocking efforts in 
those jurisdictions. 


The United States will combat 
international tnoney laundering and 
terrorist financing by takingforceful 
action against threats, as necessary. 
Countermeasures should be imposed, 
when possible, in conjunction with 
our international partners. 


Priority 1 : Update FinCEN Advisories to domestic financial 
institutions concerning jurisdictions that pose 
international money laundering risks. 

Lead; Under Secretary for Enforcement, Department 
of the Treasury. 

2001 Accomplishments: The U.S. issued eight 
formal Advisories to U.S. financial institutions with 
respect to countries that were added to the FATF NCCT 
list in 2001. 

2002 Action Items: Update Advisories for NCCT 
jurisdictions as appropriate. 

The Department of the Treasury has authority under the Bank 
Secrecy Act to issue bank advisories to domestic financial 
institutions in response to countries that fail to implement 
appropriate anti-money laundering regimes. Advisories ensure 
(hat our financial institutions are informed about the heightened 
risk of doing business with entities and financial institutions in 
these countries. Advisories were issued with respect to the 
jurisdictions named to the list in April 2002. Additional updated 
advisories will reflect the progress made by the NCCT countries in 
addr^ng the deficiencies previously identified by the FATF, These 
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Advisories, coupled vsdth FATF’s multilateral initiative to name non- 
cooperative jurisdictions, encour^e countries to improve their 
anti-money laundering regimes and to meet international 
standards. 


Advisories ensure that our financial 
institutions are informed about the 
heightened risk of doing business 
with entities and financial 
institutions. 


Priority 2 ; Initiate appropriate countermeasures Against 
non-cooperative jurisdictions and jurisdictions of 
“primary money laundering concern.” 

Lead: Secretary of the Treasury; Secretary of Stale. 

2001 Accomplishments: In January 2002, the 
Treasury Department issued an Advisory to II.S. 
financial institutions informing them of their 
responsibility under the PATRIOT Act to terminate 
correspondent banking relationships with “shell” 
financial institutions in Nauru. 

2002 Action Items: (1) Initiate appropriate 
countermeasures against jurisdictions that make 
inadequate progress in combating money laundering 
or that have been identified as constituting a “primary 
money laundering concern.” (2) Ensure that II.S. 
financial institutions terminate their correspondent 
accounts with “shell” banks. 

I^aum Countermeasures'. On December 5. 200 1 , FAFF announced 
that its members would impose countermeasures against Nauru, 
a country on the NCCT list that had failed to adequately place money 
laundering controls on its large ofehore financial sector. The 
U.S. honored its commitment to FATF on December 20, 2001, when 
Treasury issued a proposed rule pursuant to section 313 of the 
PATRIOT Act, requiring U.S. financial institutions to terminate 
correspondent banking relationships with foreign shell banks. The 
Treasury Department issued an Advisory in January 2002 to U.S. 


financial institutions highlighting this obligation with respect to 
die 400 offehore banks in Nauru which are believed to be shell 
banks. 


Section 311 provides the Secretary 
with the express authority to protect 
the financial system from specific, 
identified risks posed by money 
laundering 


Consideration of Additional Special Measures: The U.S. will 
continue to monitor developments and to assess whether to invoke 
any of the special measures the Secretary of the Treasury may 
impose pursuant to section 311 of the PATRIOT Act.'^ Section 
3 1 1 provides the Secretary with the express authority to protect 
the financial system from specific, identified risks posed by money 
luindering by applying graduated, proportionate measures against 
a foreign jurisdiction, foreign financial institution, type of 
transaction, or account that the Secretary determines to be of 
“primary money laundering concern.” The five special measures 
include such steps as requiring domestic financial institutions to 
keep records and report transactions, identify beneficial owners, 
obtain information about certain accounts, such as correspondent 
accounts, and, if necessary terminate accounts. 

* OBjEcnYT? 5: Enhance iNrnRN.moNAi c(M)pbration 

AND EFFECTIVENESS IN INVESITGATTSG AND PROSEClj’nNG 
MONEY LAUNDERERS. 

To successfully investigate and prosecute persons involved in 
complex, transnational money laundering schemes, U.S. law 
enforcement agencies must work in close coordination with their 
foreign counterparts. Recently, in Operation Wire Cutter, the 
U.S. Customs Service and the Drug Enforcement Administration 
(DEA) teamed with Colombia’s Departamento Administrativo de 
Seguridad to arrest 37 individuals as a result of a 2 1/2 year 
undercover investigation of Colombian peso brokers and their 
money laundering organizations. Investigators seized over $8 
million in cash, 400 kilos of cocaine, 100 kilos of marijuana, 6.5 
kilos of heroin, nine firearms, and six vehicles. 


Section 31 1 directs the Secretary to consult with the Chairman of the Board of Governors of the Federal Reserve System, other appropriate 
federal banking agaicies, the Secretary of State, the Securities and Exchange Commission, the Commodity Futures Trading Commission, and the 
National Credit Union Association Board in selecting which special measure to take pursuant to section 311. 
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The 2002 Strategy recognizes that this type of international 
cooperation and coordination is critical in the global fight against 
money laundering. Although foreign law enforcement officials do 
cooperate with each other on a case-by-case basis, the United States 
should enhance international law enforcement efforts by continuing 
to stress the importance of asset forfeiture as a tool to combat 
money laundering. 


The 2002 Strategy recognizes that 
international cooperation and 
coordination is critical in the global 
fight against money laundering. 


Priority 1 ; Enhance international cooperation of money 
laundering investigations through equitable sharing of 
forfeited assets. 

Lead: Assistant Secretary for Enforcement, 

Department of the Treasury; Assistant Attorney General, 
Criminal Division, Department of Justice; Assistant 
Secretary, Bureau of International Narcotics and Law 
Enforcement Affairs (INL) , Department of State. 

2001 Accomplishments: From its inception in 1989 
through March 2002, the international asset-sharing 
program administered by the Department of Justice 
has resulted in the forfeiture by the United States of 
$389,229,323, of which $171,467,512 has been 
shared with 26 foreign governments that cooperated 
and assisted in the investigations. Justice shared more 
than $11.5 million with foreign countries in FY 2000. 

As of March 2002, Justice had shared approximately 
$500,000 with international partners in FV 2002. 

Since 1994, the Department of the Treasury shared 
over $22 million with eighteen different countries. 


2002 Action Items: Representatives from Treasury’s 
Office of Enforcement, Treasury’s Executive Office of 
Asset Forfeiture (EOAF) and Justice’s Asset Forfeiture 
and Money laundering Section (AFMLS) will develop 
action items to enhance international cooperation in 
money laundering investigations through the equitable 
sharing of assets. 

On June 6, 2002, EOAF and AFMLS hosted a 
symposium of foreign attaches and counterparts 
assigned to Washington, DC embassies to discuss the 
process of international equitable sharing, as well as 
the effect of the PATRIOT Act on asset sharing. EOAF 
and AFMIS will continue to develop an outreach 
program for U.S. attaches assigned abroad, 
emphasizing the need for international cooperation in 
money laundering investigations. 

Sharing the proceeds of forfeited assets among nations enhances 
international cooperation by creating an incentive for countries 
to work together in combating international drug trafficking and 
money laundering. The value of sharing confiscated proceeds is 
acknowledged in the United Nations Convention Against Illicit 
Traffic in Narcotic Drugs and Psychotropic Substances, Article 5, 
pm-^i^h 5(b) (ii) provides that parties may enter into agreements 
on a regular or case-by-case basis to share the proceeds or 
property derived from drug trafficking and money laundering.” 
Dne commentator noted: “Such asset-sharing agreements may be 
among the most potent inducements to international cooperation 
and may result in significant enhancements of law enforcement 
capabilities in producing and transit states.”” 

U.S. law permits the U.S. to transfer forfeited assets to a foreign 
country.” As a general rule, the amount of the forfeited funds 
shared with the cooperating foreign country should reflect the 
proportional contribution of the foreign government in the specific 
case that gave rise to forfeiture relative to the assistance provided 
by other foreign and domestic law enforcement participants. 


United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, Dec. 20, 1988, 28 1.I..M. 493, art. 5, at 504-07 
(1989). 

■ David E Stew-art, Internationalizing the VTar on Drugs: The V.N. Convention Against Illicit Traffic in Narcotic Drugs and i^^chotropic 
Substances, 18 Den, J. IntlL. &Poi’y 387, 396 (1990). 

” See 18U.S.C. § 981(0(1). To transfer forfeited proceeds or property to a foreign country, the following requirements must be satisfied: (i) 
direct or indirect participation by the foreign government in the seizure or forfeiture of the property; (ii) authoriz^on by tlie U.S. .attorney 
General or Secretary of the Treasury; (iii) approval of the transfer by the U.S. Secretary of Sate; (h’) authorization in an international ^reement 
between tlie United States and foreign countrj' to which the property is being transfeired, and, if applicable, (v) certification of the foreign country 
under the Foreign Assistmice Act of 1961. Id. 
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Priority 2 : Improve information exchange on tax matters 
to ensure effective enforcement of U.S. tax laws. 

Lead: Assistant Secretary of the Treasury for Tax Policy. 

2001 Accomplishments: The United States has 
signed tax information exchange ^reements with the 
Cayman Islands, Antigua and Barbuda, The Bahamas, 
the British Virgin Islands, and the Netherlands Antilles. 
These agreements provide for the exchange of 
information on specific request for criminal and civil 
tax matters. 

2002 Action Items: Continue to expand and improve 
our tax information exchange relationships with other 
countries, focusing particularly on significant financial 
centers around the world. 


Tax treaties and tax information 
exchange agreements are vital to the 
effective enforcement of U.S. tax laws. 


The United States has an extensive network of tax treaties and tax 
information exchange agreements (TIEAs) . These arrangements 
are vital to the effective enforcement of U.S. tax laws because they 
enable the United States to obtain information from other countries 
that we otherwise would be unable to obtain. In addition, because 
of the links between money laundering and tax evasion, the United 
Slates believes that such agreements are a valuable tool in the 


Countries that cooperate with the 
United States on tax information 
exchange are unlikely to be attractive 
centers for money laundering 


fight against money laundering. Countries that cooperate with the 
United States on tax information exchange are unlikely to be 
attractive centers for money laundering, because U.S. persons who 
use such countries for money laundering risk being prosecuted 
in the United Stales for tax evasion. 


Our current tax treaty and TIEA network covers many of the world’s 
financial centers. However, some significant financial centers have 
yet to enter into such an agreement with the United States. In 
addition, some of our existing tax treaties do not provide for the 
exchange of information for all U.S. tax matters. Accordingly, we 
will continue to work a^ressively to expand and improve our tax 
information exchange relationships, particularly with significant 
financial centers, consistent with our ^gressive pursuit of better 
international information exchange. 

Priority Enhance mechanisms for the international 
exchange of financial intelligence through support and 
expansion of membership in the Egmont Group of Financial 
Intelligence Units (FIUs). 

Lead: Director, Financial Crimes Enforcement 
Network (FinCEN); Assistant Secretary for 
Enforcement, Department of the Treasury. 

2001 Accomplishments: FinCEN coordinated 435 
investigative information exchanges with 67 foreign 
jurisdictions, and reached out to domestic law 
enforcement to utilize the Egmont network, supporting 
over 100 domestic law enforcement cases involving 60 
foreign jurisdictions. Additionally, FinCEN supported 
efforts to expand the international network of Egmont 
FIUs by five countries in 2001, for a total of 58 
countries.^ 

2002 Action Items: (1) By July 2002, FinCEN will 
connect at least seven new FIUs to the Egmont Secure 
Network. (2) FinCEN will also support the expansion of 
the number of investigative information exchanges via 
the financial inteUlgence unit network, consistent with 
the Egmont Group principles and the PATRIOT Act. 


Properly functioning FtUs add value 
to U.S. investigations by providing 
rapid finatmal infomtation 


Financial Intelligence Units (FIUs) play an important role in the 
ability of many countries to attack money laundering and other 
financial crime, and play an increasingly important role in sharing 
appropriate information across borders. Properly functioning FIUs 


^ FinCE-X provided technical assistance to 22 countries ranging from uiiensive training courses to review of draft anti-money laundering legislation 
and hosted visits of law enforcement or diplomats from over 53 cmintries. FinCEN also connected 1 1 additional FIUs to the Egmont Secure 
Network, for a total of 43 FIUs on that network. 
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add value to U.S. investigations by providing rapid financial 
information that, generally, may not be available via the usual law 
enforcement channels. 

There are now 69 financial intelligence units participating in the 
“Egmont Group” of FIUs, There is a need to increase exchanges 
between FTUs to increase support to law enforcement, to enhance 
the effectiveness of exchanging sensitive information in a secure 
fashion, and to provide more training opportunities for FlU 
personnel around the world. FinCEN will initiate a program to 
better inform law enforcement t^encies of the opportunity to obtain 
financial intelligence from our Egmont partners. FinCEN will report 
to U.S. law enforcement on a regular basis on Egmont 
developments, including trends analysis to enhance the efforts of 
our domestic law enforcement agencies to complete the financial 
component of civil and criminal investigations. 

Priority 4 ; Enhance Standardized Customs Reporting. 

Lead: Commissioner, U.S. Customs Service, 

Department of the Treasury. 

2001 Accomplishments: This is a new priority, so 
there are no accomplishments to report. 

2002 Action Items: Institute G-7 standard for 
electronic customs reporting and seek to expand use 
to five non G-7 countries by November 2002. 

Internationally standardized electronic customs reporting can help 
uncover trade-based money laundering that is effected though over- 
invoicing or payment for non-existent shipments. These trade 
techniques create a false paper record of transactions that permit 
an Individual or commercial entity to transfer value from one 
jurisdiction to another or to create a false set of accounting records. 


standardized electronic customs 
reporting can help uncover trade- 
based money laundering effected 
tltough over-invoicing or payment for 
non-existent shipments. 


If a customs administration suspects a particular transaction, a 
quick way to investigate that transaction initially would be to 
compare the information reported on the inbound side of the 
transaction with information received by the exporting country on 


the oiUbound side of the transaction. Discrepancies in the data 
over what and how much of an item was shipped could trigger 
further investigation. For example, if Company A, located in the 
U.S. reports, in its Customs shipping declaration that it is shipping 
goods worth $ 10 million to the United Kingdom, but, on arrival in 
the U.K., files an invoice declaring that $ 1 million of goods has 
entered England, then Company A may be laundering $9 million 
or engaging in $9 million worth of financial fraud. 

Currently, comparing two country’s trade data about the same 
transaction must either be done manually or by translating one 
country’s data into a format compatible with the other country’s 
data. This comparison can be done faster and more efficiently if 
both countries use a standardized electronic format, allowing more 
transactions to be processed. Currendy, it can be difficult even to 
find the other counuy’s corresponding record of an international 
trade transaction. Standardized formats with standard transaction 
identifiers would alleviate that problem. 


The G-7 countries have recently 
developed international standards 
for electronic customs reporting. 
Mexico and APEC have also been 
involved. 


The G-7 countries have recently developed international standards 
for electronic customs reporting. The U.S. Customs Service intends 
to implement these as part of its program to modernize its 
computer system, the Automated Commercial Environment (ACE) 
program. In addition to the G-7 countries, the rest of the European 
Union and the World Customs Organization support adoption of 
the standard. Mexico and APEC have also been invoKed in the 
work program. The G-7 approach, in which similar formats are 
used for both export and import data, provides the ideal message 
structure to allow comparison of the export and import reporting 
of the same transaction. By using bill of lading numbers, invoice 
numbers, or unique consignment reference numbers as standard 
transaction identifiers, it would be possible to quickly find and 
compare the data reported on both sides of the transaction. If a 
discrepancy in the two sets of underlying data is found, further 
investigation may be warranted. 
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Appendix 1: 


CONSULTATIONS 


The following Agencies, Bureaus, and Offices contributed to the 2(X)2 National Money Laundering Strategy. 

Oentnil Intelligence Agency 
Commodity Futures Trading Commission 
Department of Justice 

— Asset Forfeiture and Money Laundering Section 

— Criminal Division 
Department of State 
Department of the Treasury 
Dnig Enforcement Administration 
Executive Office of United States Attoraeys 
Federal Bureau of InvestigjUion 
Federal Deposit Insurance Corporation 
Federal Law Enforcement Training Center 
Federal Reserve Board 

Financial Crimes Enforcement Network 

Internal Revenue Service 

National Credit Union Administration 

National Security Council 

National Economic Council 

Office of the Comptroller of the Currency 

Office of Foreign Assets Control 

Office of Homeland Security 

Office of National Drug Control Policy 

Office of Thrift Supervision 

Treasury Executive Office of .^sset Forfeiture 

United States Customs Service 

United States Postal Inspection Service 

United Stales Secret Service 

United Stales Seairilies and Exchange Commission 
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Appendix 2: 

Money Laundering Seizures and Forfeitures Methodology 


A working group comprised of staff members from die Departments of the Treasury and Justice asset forfeiture programs 
identified elements necessary for ensuring the consistent reporting of seizure and forfeiture information related to money 
laundering activities. Specifically, the working group defined the following violations as pertaining to money laundering; 

18 U.S.C. Section 1956 — Laundering of Monetary Instruments 

18 U.S.C. Section 1957 - Engaging in Dansactions Derwed from Unlawful Activity 

18 U.S.C. Section i 960 - Illegal Money Transmitting Businesses 

31 U.S.C. Section 5313 - Failure to File Currency Transaction Report ((H'R) 

31 U.S.C. Section 5316 -Currency and Monetary Instrumait Report (CMIR) Violation 
31 U.S.C. Section 5317 -Forfeiture resulting from Failure to File CMIR 
31 U.S.C. Section 5324 - Structuring Financial Transactions 
31 U.S.C. Section 5316 - Bulk Cash Smu^ling (added by USA PATRIOT Act) 

All assets identified as seized or forfeited pursuant to one or more of (he violations listed above are reported as assets 
pertaining to money laundering activity. 

It is important to note that this methodology presents data based on assets associated with money laundering. Seized and 
forfeited assets arc included in these starisdes if the primary' violation or any additional violation refers to money laundering. 
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Appendix 3: 


U.S. Sentencing Conimision Money Laundering Statistics 
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Department of Justice Transfers to Forlegn Countries 
Summary Of International Asset Sharing 


Name of Case Recipient Amount of Transfer 

or Investigation Country Transfer Date 
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Name of Case Recipient Amoui^ of Transfer 

or Investigation Country Transfer Date 
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Appendix 5: 

USA PATRIOT Act Implementation Update 


Several of the anti-money laundering provisions in Title III of the USA PATRIOT /tet are in effect as of the date the 2002 Strategy went 
to press, and Treasury has issued the necessary regulations and guidance to the affected industry sectors. These provisions address 
important aspects of our anti-money laundering regime, including: (1) requiring anti-money laundering compliance programs at a 
wde range of financial institutions; (2) preventing “shell banks” from gainingaccess to the U.S. financial system; (3) developing a SAR 
reporting system for brokers and dealers in securities; (4) having foreign correspondent banks identify their owners and appoint an 
agent in the U.S. to receive service of legal process; (5) providing FmCEN' access to reports by non-financial trades and businesses 
concerning cash transactions in excess of $10,000; and (6) fodlitating the exchange of information between law enforcement and the 
private sector, as well as between financial institutions, about potential money laundering and terrorist financing activity. 

Anti-money laundering compliance programs: The PATRIOT Act requires all financial institutions' to have an anti-money laundering 
program in place by April 24, 2002. These anti-money laundering programs will help to ensure that money launderers cannot evade 
detection by moving their ilhdt activity from traditional avenues of money laundering to less traditional avenues. On April 24, 2002 
Treasury issued interim final rules prescribing the minimum standards for these programs,* The regulations temporarily exempt 
certain financial institutions from the requirement to have a program in place as of April 24. The interagency team charged with 
developing these regulations considered whether the program requirement imposed is commensurate with the size, location, and 
activities of the financial institutions to which it applies. 

In February and March 2002, the National Association of Securities Dealers (NASD) and the New York Stock Exchange (.NYSE) adopted 
anti-money laundering programs for the entities they regulate to comply with section 352 of the PATRIOT Act, ' The National Futures 
Association issued a similar requirement for its registrants in April 2002.* We will work, when appropriate, with other self-regulatory 
organizations (SROs) , to develop and implement anti-money laundering program requirements for the institutions that they regulate. 

Shed Batiks: In 2000, Congress held several days of hearings on the money laundering vulnerability posed by correspondent banking 
activity, The Senate hearings highlighted the particular dangers posed by so-called “shell” banks that lack a physical address in any 
country, but that nonetheless conduct worldwide financial activity. 

Section 313 of the PATRIOT Act prohibits U.S. financial instilulions from providing correspondent banking accounts to foreign shell 
banks and requires those financial institutions to take reasonable steps to ensure (hat the correspondent accounts it provides to 
foreign banks are not used indirectly to provide banking services to shell banks. A foreign shell bank is a foreign bank without a 
physical presence in any country.’ On December 20, 2001 Treasury issued a proposed rule to codify interim guidance that Treasury 
had issued in November 2001'’ outlining the steps financial institutions should lake to ensure that their correspondent accounts are not 
used to move proceeds dlrectlyor indirectly through such foreign “shell banks.” Treasury's proposed rule also applies these requirements 
to brokers and dealers in securities. Treasury’s proposed rule should decrease the ability' of money launderers to move money through 
U.S.-based financial in.stitutions via the exploitation of a correspondent account. The section 313 regulations should curtail all 
relationships between U.S. financial institutions and shell banks that are not affiliated witli a supervised non-shell bank, leading to 
greater regulatory scrutiny of all monies entering U.S. financial institutions from correspondent accounts. 

SAd Broker Dealer Rule. For many years, banks argued that the Bank Secrecy Act f BSA) reporting requirements were not equitable. 
Banks were subject to the suspicious activity reporting requirements of tlie KA, while other non-bank financial institutions, including 
brokers and dealers in securities, were not required to comply with the same requirements. Congress specifically addressed the issue 
of suspicious transaction reporting by broker-dealers in the PATRIOT Act. Section 356 required Trea.sury, after consultation with tiie 
Securities and Exchange Commission and the Board of Governors of the Federal Reserve System, to publish proposed regulations 
before Jamiarj- 1, 2002, requiring broker-dealers to report ^spicious iransaiaions under the relevant BSA provisions.’ The final 
regulations were issued on July 1, 2002. 
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On December 20, 2001 , FinCEN issued a proposed rule requiring securities brokers and dealers to file suspicious activiti' reports in 
connection witli customer activity that indicates possible violations of law or regulation, including violations of the BSA. The proposed 
SAR broker-dealer rule closely mirrors the reporting regime currently in place for banks, and sets the SAR reporting level at $5,000. 

Treasury’s work on the SAR broker-dealer rule reflects the larger principle of preventing regulatory arbitrage that \m guided Treasury’s 
leadership of the inter^ency working ^oups proposing implementing regulations. Treasury and the federal financial regulators seek 
to regulate functionally equivalent conduct in the same way, in order to avoid creating regulatory incentives for consumers to shift from 
one type of financial institution to another so that tlie customer can avoid regulation attendant on that type of institution. Thus, the 
section also authorizes the Secretary' in consultation with the Commodities Futures Trading Commission, to prescribe regulations 
requiring futures commission merchants, commodity trading advisors, and commodity pool operators to file SARs. Deputy Secretary 
Dam indicated in Congressional testimony in January 2002 that Treasury is working to promulgate proposed regulations that would 
impose a SAR reporting obligations on futures commission merchants. 

The PATRIOT Act also directs Treasury to prepare a report by October 2002 on recommendations for effective BSA regulations to apply 
to investment companies, such as hedge funds and private equity funds. The extension of the SAR reporting provisions of the BSA to 
additional types of financial institutions ensures that money launderers cannot e\'ade detection by engaging in regulatory arbitrage, 
moving their illicit activity from one type of regulated entity to another type of regulated entity. 

Appoinlmenl of agent for senice of process a>uiproi>idmg certain otvnership information. Section 319(b) of the PATRIOT Act 
requires financial institutions that proride a U.S. correspondent account to a foreign bank to maintain records of the foreign bank’s 
owners and to identify an agent in the United States desijpiated to accept service of legal process for records regarding the correspondent 
account. Treasury’s December 20, 2001 proposed rule also addressed this provisioji of the PATRIOT Act. Like the shell bank prohibition, 
Treasury has proposed to extend this requirement to brokers and dealers in securities. 

The PATRIOT Act authorized the Secretary and the Aitomcy General to issue a summons or subpoena to any foreign ban k that maintains 
a correspondent account in the United States and request records related to such correspondent account, including records maintained 
outside of the United States relating to the deposit of funds into the foreign batik. Failure to contest or comply with the subpoena could 
lead the Secretary or the Attorney' General to order the U.S. bank to terminate its correspondent relationship with the subpoenaed 
entity. 

As with the shell bank provision of the PATRIOT Act, the proposed regulation will curtail the illegitimate use of correspondent accounts. 
Law enforcement and regulatory authorities will have an enhanced ability to obtain information about monies passing through 
correspondent accounts that, previously, avoided such scrutiny. This increase in the transparency of correspondent account information 
should deter criminals from using this method of laundering their money through U.S. financial institutions. 

t'inCEN Access to Cash Reports-. While certain non-financial trades and businesses have had an obligation for many years to file a 
report with the Internal Revenue Service when receiving over $10,000 inca.sh or cash equivalents, confidentiality provisions within the 
Internal Revenue Code often prevented law enforcement from obtaining access to those reports. Section 365 of the PATRIOT Act 
provides tliat non-finatidal trades and businesses must also file such reports witli FinCEN. Thus, law enf{)rceracnt will now have 
access to information that can indicate that money-laundering activity may be occurring within a particular trade or business. 

In December 2001 , Treasury drafted an interim rule to permit the filing of a single form to satisfy' both requirements, to avoid duplicative 
filing requirements. This interim rule, w'hich appeared four month.s ahead of the statutory deadline, gives FinCJiN access to the 
reports.8 

On April 26, 2002, Treasury also issued two reports to Congress that were required by the PATRIOT Act. One report discussed the role 
of the Internal Revenue Service in administering the BSA, and complies with section 357 of the PATRIOT Act. The other report, called 
for under section 361 (b) of the PATRIOT Act, addressed methods for complying with the reporting requirements contained in the 
Report of Foreign Banks and Financial Accounts (FBARs).’ 
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Cooperative ejfort^ between the private and puMic sector to deter money Lmndering-. The exchange of information relating to 
suspected terrorism and money laundering is a critical element of an effective anti-money laundering scheme. Treasury issued proposed 
regulations and an interim rule on March 4, 2002 to encourage information sharing beUveen law enforcement, regulators, and 
financial institutions concerning known or suspected terrorists or money lauoderers, as called for by section 3 1 4 of the PATRIOT Act."’ 

The interim regulations pennit financial institutions to share information with one another, after providing notice to 14easury, in order 
to report to law enforcement activities that may relate to money laundering or terrorism. The institutions are required to maintain the 
confidentiahty of the information exchanged. The proposed r^ulations authorize f inCEN, acting on behalf of a federal law enforcement 
agency investigating money laundering or terrorist activity, to request that a financial institution search its records to determine 
whether that institution has engaged in transactions with specified individuals, entities, or organizations. 

Remaining Work 

Below, we summarize otlier key provisions of the PATRIOT Act concerning money laundering. 

Special measures tor areas of “primary mnney laundering ccwcern** 

Section 31 1 provides the Secretary of the Treasury with the express authority to protect the financial system from specific, identified 
risks posed by money laundering. This section empowers the Secraaiy to apply graduated, proportionate measures against a foreign 
jurisdiction, foreign financial institution, type oftransaction, or account lliat the Secretary determines to be of “primaryraoney laundering 
concern." Tlie five special measures include such steps as requiring domestic finaticial institutions to keep records and report 
transactions, identify beneficial owners, obtain information about certain accounts, such as correspondent accounts, and, if necessary' 
terminate accounts. The Treasury Department is chairing an inter^ency effort to determine an appropriate use of this new authority. 

Section 3 1 1 will allow the U.S. to impose gradual, proportionate, and flexible responsive measures against money laundering activities. 
As law enforcement and regulatory offldais develop specific evidence that money launderers are routing money through a particular 
jurisdiction or type of transaction, the Secretary can respond quickly to limit the amount of laundering activity' and to protect U.S. 
financial institutions. 

Special Due Diliyencc for Correspondent Accounts and Private Banking Accounts 

The PATRIOT Act requires financial institutions that establish, maintain, administer, or manage a private banking account or a 
correspondent account for a non-U.S. person to ^ply additional due diligence procedui’es and controls to detect and report instances 
of money laundering through those accounts. As a result of section 312, U.S. financial institutions must also employ enhanced due 
diligence requirements for accounts held by foreign banks with offshore licenses or licenses from jurisdictions designated as non- 
cooperative with International anti-money laundering principles or procedure. Tliese enhanced procedures will reduce the money 
laundering vulnerabilities of the private banking and correspondent banking sectors that have been highlighted in Congressional 
hearings and reports by the General Accounting Ollice (GAO). 

(Concentration Accounts at Financial institutions : 

Section 325 permits, but does not require, the Secretary to promul^te regulations to govern maintenance of concentration accounts. 
Concentration accounts are accounts financial institutions use to a^re^te hinds from different clients’ accounts for various transactions. 
A 1998 GAO report concluded that Citibank’s concentration accounts were used to help Raul Salinas avoid detection of monies that he 
allegedly laundered." If an institution’s hinds are commin^eU, and not linked to individual clients, then these commingled funds 
present an opportunity to conceal laundered monies. Any regulations issued pursuant to section 325 would address the potential 
vulnerabilities identified in the GAO report, and would seek to prevent potential money launderers from hiding their monies within the 
large flow of funds that moves through a financial institution’s general letter account. 

Customer Identification Requiremetits : 

Treasury formed an intcragenq’ team to develop proposed regulations to establish minimum standards for the identification of customers 
of financial institutions during the opening of 2 S\ account Unlike other PATRIOT Act provisions, this section requires that Treasury 
issue regulations jointly with the Federal functional regulators. The PATRIOT Act gives the interagency working group until October 
2002 to issue draft regulations. This section, 326, also requires the Secretary to report to Congress on ways to enable domestic 
financial institutions lo veri^ llie identity of foreign nationals who seek to open accounts. Regulations under section 326 will help law 


A-ll 



162 


2002 National Money Laundering Strategy 


enforcement to investigate and track down potential terrorists. The regulations are also intended to deter terrorists from opening 
accounts at traditional Gnancial institutions, including banks and securities brokers, to Gnance their nefarious activities. 

Informal hanking .systems/hawala : 

As noted in Goal 2, Objective 2, Priority 2, we know that not every terrorist and criminal group moves its illicit money through 
traditional banking systems and financial institutions. Some groups move the moneys needed to finance their activities through 
informal banking networks. Section 359 of the PATRIOT Act brought entities engaged in the business of transferring money, even 
tlirough informal means, under the reporting and record keeping requirements of the BSA. Section 559 also directed Trea.sury to 
report to the Congress by November 2002 on the need, if any, for adtfitioiial legislation relating to informal banking systems so that 
money launderers and terrorist entities cannot move their fimds freely through these less regulated channels. 

The following Agencies, Bureaus, and Offices participated in the work necessary to i.ssue regulations to implement provisions of the 
liSA PATRIOT Act. 

Commodity Futures Trading Commission 

Department of justice — Asset Forfeiture and Money Laundering Section 

Department of the Treasury 

Federal Deposit Insurance Corporation 

Federal Reserve Board 

Financial Crimes Enforcement Network 

Interned Revenue Service 

National Credit Union Administration 

Office of the Comptroller of the Currency 

Office of Thrift Supervision 

United States Securities and Exchange Commission 

Footnotes 

1 “Financial insiltutions” arc defined broadly for purposes of the Bank Secrecy Act, 3 1 U.S.C. 53 1 2 

2 67 Federal Register 21 1 IQ (.April 29, 2002). 

3 'fhe NASI) and NYSE regulations are reprinted In Appendix 6. The SEC approred the NASD and NYSE rules on April 22, 2002. Securities 

Exchange ,Aci Release 45798, 67 Federal Register 20854 (April 26, 2002). 

4 See National Futures Association Notice 1-02-09, issued April 23, 2002. 

5 31 U.S.C. 531S(j)(l). "Ph^'sical presence" means a place of business that is maintained by a foreign bank and is located at a fixed address, 

otlier than solely a post office box or on elcaronic address, in a country in which the foreign bank is authorized to conduct banking activities, at 
which location the foreign hank; (1) c'mploys one or more individuals on a fiiU-Ume basis; (2) maintains operating records related to its banking 
activities; and (3) is subject to inspection by the bonkitig authority that licensed the foreign bank to conduct bunking activities. 51 U.S.C. 
5518(j)(4)(B). 

6 Tlic Interim Guidance, published in the Federal Register on .November 27. 2001 (66 Federal Register 59342), included definitions of key terms 
in sections 31 U.S.C. 5318(j) and (k) and a model certification that depository institutions could submit. Treasury issued the interim guidance 
after consultation with the Department of Justice, the Office of the Ccmiplroller of the Cuirency, the Office of Thrift Supervision, the staff of the 
Board of Governors of the Federal Reserve System, tlie Federal Deposit Insurance Corporation, the Commodity Futures Trading Commission, and 
the Securities :uid Exchange Commission. 

7 31 U.S.C. 5318(g). 

8 66 Federal Register 67680 (Dec. 31, 2001). 

9 The reports are available on the Department of the Treasury web site at. www.treas.gov/nress/releases/docs/357.pdf and www.treas.gov/press/ 
releiises/docs/fbar.pdf . 

10 67 Federal Register 9874 (March 4. 2002). 

11 Piivate Banking: Raul Salinas, Citibank, and Alleged Mon^ Laundering, (Oct. 1998), at 5. 
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Appendix 6: 

Regulations Issued to Implement Section 352 of the PAITUOT ACT 


NATIONAL ASSOCIATION OF SECURITIES DEAl^RS, INC. 

Rule 301 1 — Anti-Moaey Laundering Compliance Program 

On or before April 24, 2002, each member shall develop and implement a written anti-money laundering program reasonably designed 
to achieve and monitor the member’s compliance with the requiremaits of die Bank Secrecy Act (31 U.S.C. 5311, et se^.), and the 
implementing regulations promulgated thereunder by the Department of the Treasury; Each member ojganization’s anti-money laundering 
program must be approved, in writing, by a member of senior management. The anti-money laundering programs required by this 
Rule shall, m a minimum, 

(a) Estabbsh and implement poUcies and procedures that can be reasonably expected to detect and cause tlie reporting of transactions 
required under 31 U.S.C, 5318(g) and the implementing regulations thereunder; 

(b) Establish and implement policies, procedures, and internal controls reasonably tlesigned to achieve compliance with the Bank 
Secrecy Act and the implementing regulations thereunder; 

(c) Provide for independent testing for compliance to be conducted by member personnel or by a qualified outside party; 

(d) Designate an individual or individuals responsible for implementing and monitoring the day-to-day operations and internal controls 
of the program; and 

(e) Provide ongoing training for appropriate personnel. 


NEW YORK STOCK EXCHANGE RULE 445 

Each member organization and each member not associated with a member organization shall develop and implement a written anti- 
money laundering program reasonably designed to achieve and monitor compbance with the requirements of the Bank Secrecy Act 
(31 U.S.C. 531 1, et seq.), and the implementing regulations promul^ted thereunder by the Department of the IVeasury. Each member 
organization's anti-money laundering program must be approved, in writing, by a member of senior management, 

The anti-money laundering programs required by this Rule shall, at a minimum: 

(1) Establish and implement policies and procedures that can be reasonably expected lo detect and cause the reporting of transactions 
required under 31 U.S.C. 5318(g) and die implementing regulations thereunder; 

(2) Establish and implement policies, procedures, and internal controls reasonably designed to achieve compliance with the Bank 
Secrecy Act and the implementing regulations thereunder; 

(3) Provide for independent testing for compliance to be conducted by member or member organization personnel or by a qualified 
outside party; 

(4) Designate, and identify to the Exchange (byname, tide, mailing address, e-raail address, telephone number, and facsimile number) 
a person or persons responsible for implementing and monitoring the day-to-day operations and internal controls of the program and 
provide prompt notification to the Exchange regarding any change in such designation (s); and 

(5) Provide ongoing training for appropriate persons. 
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Appendix 7: 

2001- 2002 Money Laundering Case Highlights 


Operation Wire Cutter. Tlie U.S. Customs Service, in conjunction Midi the Drug Enforcement Administration (DEA) and Colombia’s 
Departamento Administrative de Seguridad arrested 37 individuals in January 2002 as a result of a 2 1/2 year undercover investigation 
of Colombian peso brokers and their money laundering organizations. These individuals are believed to have laundered money for 
se\'eral Colombian narcotics cartels, including the .Alberto Orlandez Gamboa or Caracol cartel that operates on Colombia's North 
Coast.' The peso brokers contacted undercover Customs agents and directed diem to pick-up currency in New York, Miami, Chicago, 
Los Angeles, and San Juan, Puerto Rico that had been generated from narcotics transactions. The brokers subsequendy directed the 
undercover ^ents to wire these proceeds to specified accounts in li.S. financial institutions that were often in the name of Colombian 
companies or banks that had a correspondent account with a U.S. bank. Laundered monies were subsequently withdrawn from banks 
in Colombia in Colombian pesos. Investigators seized over $8 million in cash, 400 kilos of cocaine, 100 kilos of marijuana, 6.5 kilos 
of heroin, nine firearms, and six vehicles. 

.A4/? leads to arrest of Peruvian Spj^iaster. In January 2001 , Citibank Miami filed a Suspicious Acdrity Report (SAR) concerning the 
deposit of approximately $15 million from Victor Alberto Venero-Carrido. The FBI determined that Venero was the “bagman” for 
Vladimiro l.enin Montesinos-Torres, former Ciiief of die Peruvian National Intelligence Semce (SIN) . Montesinos was under investigation 
in Peru for fleeing with government funds, trafficking in narcotics, and violating human rights. Venero, a former Peruvian General, was 
also wanted by Peruvian authorities for these same crimes. The FBI obtained a Provisional Arrest Warrant from Peru and arrested 
Venero in Miami, charging him with money laundering and public corruption. Intelligence infonnation revealed that Montesinos had 
maintained a global netw’ork of bank accounts and front companies to move and hide payments received from drug traffickers, defense 
contract kickbacks, embezzlement of public funds, and gun-running since the mid-1990s. Montesinos generated over $450 million in 
revenue from the illegal activity which was subsequently deposited into banks located in Peru, Switzerland, the Cayman Islands, 
Panama, and the U.S. 

Following Venero's arrest, Montesinos attempted to extort U.S. bank officials to releae approximately $3f^ million seized In connection 
with the investigation. Montesinos acted through an associate identified as Jose Guevara, a former intelligence officer with SIN. 
Guevara was arrested in Miami and charged with violation of federal statutes related to using a telephone to attempt to extort $38 
million from bank officials. Guevara cooperated with the FBI and provided the location of Montesinos in Venezuela. Montesinos was 
arrested by the Venezuelan military In Caracas, Venezuela. To date, $22.3 million has been seized in the U.S. for forfeiture related to 
this investigation. 

Oju'ration Oasis: In October 2001, Customs initiated a national anti terrorism enforcement operation targeting the movement of 
monetary instruments to certain countries of concern. The focus included express consignment courier hubs and airline passengers 
carrying monetary instruments in excess of $10,000. Between October 2001 and February 2002, Customs made over 200 seizures 
preventing tlie movement of over $10 million. 

Advanced Fee Fraud. The U.S. Secret Service seized over $4.5 million from a Miami bank account as part of a South Florida Organized 
Fraud Task Force case. The seized moneys were the laundered proceeds of a well organized, large scale, advance fee fraud scheme^ 
operating in the south Florida area and targeting the Soulheast U.S. 

Policeman Launders Millions in Drug Mone)': A New York City policeman pled guilty on March 14, 2002 to laundering betw'een $6 
and $ 10 million obtained from the sale of drugs in the New York City metropolitan area. Colombian narcotics traffickers shipped sixty 
tons of cocaine to the New York City area over a two-war period. After die cocaine was sold, the defendants received instructions to 
pick up the drug money, and would meet the drug dealers at various locations on the streets of New York City where tliey received bags 
containing between $100,000 and $500,000 in cash. The defendants rented cars and drove tlie drug proceeds to Miami, Florida. 
Once in Miami, the defendants delivered the money to various Miami area businesses, which accepted tlie drug money as payment for 
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goods, such as video games, calculators, print cartridges, bicycle parts smd tires, which they subsequently exported to Colombia. 
These type of transactions are consistent with the operation of the ttade-based BMPE laundering system frequently employed by 
Colombian narcotics traffickers.* 

Tetrorist financing ring broken-. On June 2 1 , 2002 a federal jury in North Carolina convicted Mohamad Hamraoud and his brother 
Chawki, Lebanese immigrants, for providing material support to the terrorist group Hezbollah through racketeering, conspiracy, and 
conspiracy to commit money laundering by funneling profits from a cigarette smuggling operation. In March 2002, several of tfie 
Hammond's co-defendants pled guilty in North Carolina federal court to racketeering, conspiracy, and conspiracy to commit money 
laundering for funneling profits from their cigarette smu^ing operation to purchase military equipment for the Hezbollah terrorists. 
The case began when the West Virginia Slate Police seized a significant quantity of contraband cigarettes. The Federal indictment 
alleged that millions of dollars worth of cigarettes were smuggled out of Nortli Carolina to resell in States, including Michigan, where 
higher State taxes greatly increase the sales price.'* 

Operation Goldmine-. Law enforcement uncovered the activities of Speed Joyeros (Speed Jewelers), a Panamanian gold and jewelry 
business that laundered the narcotics proceeds of numerous documented Colombian drug traffickers, including Oscar Pinzon and 
Armando Mogollon. In the past six years, Speed Joyeros has declared aggregated gross purchases in excess of half a billion dollars. 

To date, DEA’s Panama Country Office and the Panamanian Judicial Technical Police have seized 1.6 tons of finished gold jewelry, 2.3 
tons of finished silver jewelry; nine corporate bank accounts containing in excess of $1 million, two high-rise condos valued at $3-5 
million, two Mercedes Benz automobiles, one BMW sedan, and two buses. In addition to these seizures, the Eastern District of New 
York in conjunction with the DEA Long Island Office seized $1 million from an account controlled by the store's owner. 

A 2001 joint DEA/Colombian National Police investigation of money laundering brokers in Colombia using the money laundering 
services of Speed Joyeros resulted in the arrest of 20 defendants and the seizure of hundreds of thousands of dollars in assets, In April 
2002, Speed Joyeros’s owner and her two companies were found guilty of conspiring to commit money laundering, She was sentenced 
to 27 months imprisonment and ^reed to forfeit all of the seized corporate assts. 

Rank of New York invest igaiion-. Based on a Suspicious Activi^ Report (Si\R) filed by a Republic National Bank in August 1998, the 
FBEs Russian Organized Crime Task Force and die U.S. Attorneys Office in the Southern District of New York began an investigation of 
Peter Berlin, doing bu.siness as Denex International and Bees International, and his wife, Ludmila Edwards, a Bank of New York 
account executive. The SAR reponed a series of suspicious transfers of large sums of money from a Russian bank correspondent 
account to accounts in the Bank of New York. Seizure warrants were executed against the Bank of New York accounts and several 
other Berlin entities, as well as the correspondent account for a Russian bank at die Bank of New York, and resulted in seizures totaling 
$21,631,714 from 11 different accounts. Berlin and his wife subsequently pled guilty to conspiracy, money laundering, and conducting 
an illegal money transmittal business, and agreed to criminal forfeitures totaling approximately $8.1 million 'which included bank 
accounts, several brokerage accounts, and a residence in London, England. A final order of criminal forfeiture will be obtained when 
Berlin and Edwards are sentenced. 

KlmlU Kharfan Organization: DEA (New York Division Group) and the U.S. Attorney s Office in the Southern District of New York 
concluded a long-term investigation targeting die money laundering and narcotics activities of the Khalil Kharfan Organization operating 
in Colombia, Puerto Rico, Florida, and the New York Tri-Slate area. To date, the investigation has revealed that this organization 
laundered in excess of $100 million in narcotics proceeds. The organization was extremely sophisticated and used several types of 
communication devices to expedite the transfer of hinds worldwide. The Colombian cell, which had staff stationed domestically in 
Puerto Rico, Florida, New York, and New Jersey; and inteniational busines.scs and banks in Panama, Israel, Switzerland, and Colombia, 
used "members” to open fictitious businesses allowing monies to be deposited and then transferred. Approximately $1 million has 
been seized. 

Brian Russell Steams: On February 9, 2001, Brian Russell Steams, who purportedly ran a multimillion-doUar international finance 
business from his Lake Austin, Texas mansion, was convicted of defrauding inv^tors from around the world of more than $50 million. 
.After a tw’o-week trial, jurors found Steams guilty on all 80 counts of the indictment, including money laundering, mail fraud and other 
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\iolations. The jury also ruled that authorities could liquidate $35 milli on in proceeds from Steams’ money laundering operation and 
return it to the investors. Stems was sentenced to 30 years in prison on July 12, 2001. 

During the investigation, IRS-D seized Steam’s $2.5 million mansion, aT,^r Jet, a Gulfstream aircraft, and a $2 million helicopter. /Uso 
seized were luxury automobiles, a yacht, oil investments, a Florida home, $1.5 million in bank accounts and deposits, and hundreds of 
lliousands of dollars of jewelry. The proceeds of these assets will be used as partial restitution for the victims. 

Nashville Narcotics: A Nashville, Tennessee man was sentenced to 20 years in jail for his three-year role in a large-scale cocaine 
distribution and money laundering organization in the Nashville area. The individual pled guilty to conspiracy to commit money 
laundering and conspiracy to distribute cocaine. The defendant used several vehicles with sophisticated hidden compartments to 
transport the cocaine and the proceeds to pay for it back and forth between Chicago and Nashville. iTie Nashville Organized Crime and 
Drug Enforcement Task Force (OCDEIT) investigated the case, and IRS-CI was the lead agency investigating the money laundering 
aspects of the narcotics trafQcking organization. 

Frederick C. Rrandau, d/h/a Viatica! Title &Tnisi, Inc. The FBI determined that during a two-year period, Frederick Brandau used 
his company. Financial Federated Title & Trust, Inc. (FINFED), to purchase viatical insurance policies on the secondary market. The 
policies were allegedly placed into trusts and then sold to investors across the United Slates. However, Brandau never purchased the 
policies and instead used over $ 100 million collected from 5,000 investors, to purchase 37 luxury vehicles, real estate, helicopters, 
and other assets. Brandau was indicted by the U.S. Attorneys Office in the Southern District of Florida, and charged with conspiracy to 
commit mail and wire fraud and money laundering. He was sentenced to 55 years in prison. 

Car wash: An investigation of a Queens, N.Y. luxury used car dealership suspected of laundering illegal narcotics proceeds resulted in 
the seizure of bank accounts belonging to Seechand Singh, the owner of the Six Stars Auto Sales. Mr. Singh wxs subsequently arrested 
for money laundering violutitms. He pled guilty to structuring currency and agreed to llie forfeiture of four luxury vehicles and 
$942,000. 

Footnotes 

' Indictments were brought in the Southern Di^arict of New York, Northern Dbuict of Illinois. Southern District of Florida, and 
District of Puerto Rico. 

^ Advance fee fraud involves the soUcibUion of funds, usually via fax or the inteniet. The criminals claim that they have several miUioii dollars 
available for wire transfer from Nigeria to the ricdm, and need to use die ricUm's bank account to transfer the fund.s. The victim is promised a 
percentage of the proceeds for the use of their account The perpetrators prepare bogus bank siaiemenis and other official appearing documents, 
and request tliat the victim forward a processing fee of several thousand dollars to a bank account outside of tltc U.S., typically in England or 
Nigeria. Additional fees are retiuested to payoS corrupt bank or customs officials or for the alleged payment of taxes. Of course, the victim never 
receives die promised payoff. A web site, httD://www.scanioraina.com. contains the text of over 100 of these fraudulent efforts. 

' The investigation was conducted by die El Dorado Task Force, a Treasury-led Task Force consisting of U.S. Customs Service and IRS-Criminal 
InvestigiUion ^ents, New York City Police Department detectives, Queens (kiunty District Attorney's Office detectives, New York .State Police, and 
other local law enforcement ^endes, including tlie New York City Police Department Internal Affairs Bureau, and prosecuted by the U.S. 

Attorney’s Office for the Eastern District of New York 

^The Bureau of Alcohol, Tobacco, and Fireanns (ATF) and the Federal Bureau of Investigations (FBI) led the federal investigation. They' were 
assisted hy tiie Immigration and Naniralization Service (INS), and Slate and local law enforcement agencies. 

’ (7oWA/mewas a joint investigation between the Drug Enforcement Administration (DRA), Department of Justice’s Asset Forfeiture and Money 
Laundering Section and Narcotic and Dangerous Drug Section, and the Panama Attorney General's Office. Operation Gold Mine was die first case 
of its kind, and sent a waJa'-up notice to businesses opwaling in Panama’s C<Jon Free Trade Zone. These Free Trade Zone businesses are often a 
necessary' ingredient In Black Market Peso Exchange money laundering transactions. 
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Appendix 8: 

Statement of tlie Senior Officials Group of the 

Black Market Peso Exchange System Multilateral Working Group 


We, Under Secretary Jimmy Gurule (Enforcement) of the United Stales Department of the Treasury, Nilo J.J, Swaen, Minister of Finance 
of the Ministry of Finance of Aruba; Santiago Rojas Arroyo, Director General of the National Tax and Customs Directorate of Colombia; 
Jos^ Miguel (deman, Minister of Foreign Relations of the Republic of Panama; Dr. Mildred Camero, President of the National Commission 
Against the Illicit use of Drugs of the Bolivarian Republic of Venezuela, the Senior Officials Group, met today to review the progress 
achieved by the Black Market Peso Exchange System Multilateral Working Group. 


1 . We reaffirm that money laundering, through which criminals seek to disguise the illicit nature of their proceeds by introducing 
them into the stream of legitimate commerce, facilitates ihe criminal activities described in the laws of each of our jurisdictions. 

2. We acknowledge that money laundering taints commerce and our financial institudons, erodes public trust in their integrity; is 
global in reach, and can adversely affect trade flows and ultimately disturb financial stability. 

3. We affirm that money laundering, including the Black Market Peso Exchange System, or money laundering that makes use of 
trade, like the crime and corruption upon which it is based, is an issue of national security. 

4. We pledge to continue national and international cooperation in our efforts to combat money laundering because we have a 
vital Interest in maintaining the integrity of commerce and of our financial sy^em. 

5. We affirm the importance of the collection and exchange of trade-rcliued data to facilitate the growth of legitimate trade in tlie 
region and to enhance the collection of and reduce the burden of collecting government revenue. 

6. We acknowledge also the importance of training the private sector about the risks and harmful effects of money laundering and 
other criminal activities. 

7. We encourage the widest possible dissemination of the conclusions and recommendations of the Experts Working Group and 
tiieir timely acceptance by governments in order to prevent the displacement of money laundering activities to jurisdictions tliat 
do not address trade-based money laundering as well as to prevent unfair trade competition. 

8. We recognize that governments may need to consider amending national laws or issuing new regulations in order to achieve the 
objectives of these recommendations. 

9. We have reviewed the laudable work of the Experts Working Group, and support the conclusioiks and recommendations that it 
reached in the attached Experts W'orking Group Report. We intend for this Experts Working Group to convene in July 2003 to 
review progress in implementing the recommendations set forth in the Experts Working Group Report and to report on results 
achieved in combating trade-based money laundering. 
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BLACK MARKET PESO EXCHANGE SYSTEM 

MULTILATERAL EXPERTS WORKING GROUP REPORT 

March 14, 2002 

1. In researching Irade-based money laundering* throu^out the region, the Black Market Peso Exchange System Multilateral 
Working Group (“MiiltUateral Working Group”) and its Experts Working Group (“Experts W'orking Group”) took into account, 
and some of the participating government agencies assisted in developing, the conclusions and recommendations of the Free 
Trade Zone TV-pologV' conducted by the Caribbean Financial Action Task Force (CFATF). 

2. ITie Experts Working Group convened on four occasions, meeting with subject matter experts from relevant agencies of the 
governments of .\ruba, Colombia, Panama, Venezuela, and the United States, as well as Free Trade Zone administrators and 
merchants operating in Free Trade Zones, tor 

• Examine and develop a better understanding of trade-based money laiuidering and its effects; 

• Discuss ways to improve international cooperation; 

• Examine documents concerning import/export transactions and related controls; 

• Critically examine and evaluate the legislation in each jurisdiction that may affect the progress of the initiatives proposed by the 
Experts Working Group; and 

• Gain insight into the general operations of certain Free ITade Zones within these jurisdictions. 

Conclusions: 

3. The Experts Working Group concluded that; 

a. Trade'based money-laundering occurring in the region, which facilitates narcotics trafficking, terrorism, and other crimes, 
poses a serious threat to the financial systems and economic stabibty of the region; 

b. More financial and personnel resources should be assigned to the development of a concerted and coordinated attack on 
trade-based money laundering; 

c. Non-existent or incompatible trade data reporting systems make the effective tracking and monitoring of imports, axports, and 
transshipments difficult; 

d. ITie absence of adequate registration and regulation of merchanLs engaged in international commerce, and the lack of 
screening procedures for those merchants operating from special customs and/or tax areas, such as Free Trade Zones, can 
contribute to the proliferation of trade-based money laundering; and 

e. The scope and magnitude of irade-based money laundering could be reduced by the development and implementation of 
education and outreach programs. 
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Recommendations: 

Taking into consideration the studies and topics addressed in earlier meetings, die Experts Working Group recommends that, where 

appropriate, Governments lake the following steps, subject to the availability of hinds and applicable laws and regulations; 

IN THE SHORT TERM (within six months) 

1 . Conduct Public Outreach Programs for manufacturers, other persons engaged in international commerce, as well as Free Trade 
Zone Operators and Merchants designed to: 

• Educate them on the methods used to conduct trade-based money laundering; 

• Provide them on a continuing basis with information regarding trends and patterns of trade-based money laundering and 
related suspicious or unusual transactions; 

• Engage them in a government-private enterprise coalition to combat trade-based money laundering; 

• Encourage them to develop and implement their anti-money laundering programs and procedures effectively, including enhanced 
customer identification systems; 

• Engage them in the development and implementation of a “Code of Etliics” for Free TVade Zones and related areas aimed at 
preventing money laundcrir^ and other illegal activities tliat would be supported by all goveniraenls whose agencies participate 
in the Multilateral Working Group; 

• Educate them on legal requirements for tiie conduct of legitimate iiiteniational commerce; 

• Inform them through government publications in printed media as well as on the internet through web-sites explaining the risks 
of involvement in a money laundering operation and providing relevant laws, procedure's, controls, and legal practices, as well 
as “best practice" guidelines for cross-border transactions. Such information should emphasize the requirements related to 
payment of applicable duties and taxes, including import and export licenses, where applicable, as well as outline all authorized 
payment procedures for each government whose agencies participate in the Multilateral Working Group; and 

• Inform them, in particular, through these same publications and the appropriate web-sites, about legally prescribed payment 
procedures. 

2. Adequately screen, register and regulate merchants engaged in inlernahonai trade, including Free Trade Zone Operators, in 
order to ensure that they do not contribute to the proliferation of trade-based money laundering; 

3. Require moneychangers and exchange offices to report to their supervisory agencies information on cash transactions, suspicious 
or unusual transactions, and suspicious or unusual international transfers; 

4. Improve communication, coordination, and cooperation among the wuious law enforcement, regulatory, and supervisory' 
agencies, to include customs, tax, and bank regulatory :^;encies; 

5. Publicize the administrative and criminal penalties apphcable to pertinent violations; 

6. Submit at the next meetings of the FATF and its re^onal groups this Experts Working Group Report, with a view to publicizing 
the valuable efforts the Multilateral Working Group has made thus Eir and inquire as to the viability of building on these efforts 
in the recommendations of those bodies. 
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IN THE LONG TERM (mthin two years ) 

I. Improve the collection, quality, and international ^change of trade data for the purpose of dev eloping a regional Numerically 
Integrated Profiling System (NIPS) to help promote legtimate regional trade by developing a more accurate picture of trade 
flows and focus law enforcement and regulatory resources to better itfenlify and combat criminal activity; 

8. Conduct economic, social, political, and/or legal studies of the problem of trade-based money laundering, focusing on issues 
such as the international exchange of information, the control of borders, the regulation of persons engt^ed in international 
commerce, and die regulation of free trade zones and other zones of international commerce and, based on the results of such 
studies, propose solutions to addi’ess major problems; 

9. Develop and implement the money laundering prevention guidelines for the CFAIT Member Governments, merchants, and Free 
Trade Zone authorities, as a general framework for effectively delecting, preventing, investigating, and prosecuting trade-based 
money laundering cases; 

1 0. Consider bilateral or multilateral agreements or arrangements to fill exiting gaps with regard to the exchange of evidence and 
information and facilitate the investigation and prosecution of those responsible for perpetrating the crime of money laundering; 

I I . Extend the crime of illegal enrichment, where it exists and i^ere it might he necessary and useful, to cover acts by both public 
officials and private individuals, and provide for accomplice liability. 

12. Establish the obligation to declare monetary instruments upon entering and exiting the jurisdiction and create penalties for 
failure to comply. 

13. Provide adequ^e funds, training, personnel, and systems necessary for the effective detection, prevention, and prosecution of 
money laundering cases. Identify experts in each jurisdiction for the investigation and prosecution of trade-based money 
laundering cases and focus the training to be offered nationally and inlemalionally accordingly; 

14. Make efforts to allocate a certain amount of each government’s national budget to money-laundering prevention projects and 
consider offering international anti-money laundering assistance to jurisdictions that require it; 

15. Continue efforts to infonn banking and non-banking financial instiuitions and merchanis of activities, trends, and methods in 
money laundering and suspicious transactions, and, resources permitting, offer necessary training; 

16. Consider conducting on-site assessments in order to follow up on the implementation of the recommendations of the Experts 
Working Group; 

17. Establish, where necessary, trade data reporting systems to make possible the effective tracking and monitoring of imports, 
exports, and transshipmenis; 

18. Encourage the establishment of a regional program for the exchange of information on shipping departures. This information 
system should operate on line and in real time and include information on the shipper, tyi)e of cargo, destination, and means of 
transport; 

19. Encourage the development and implementation of an electronic customs filing and reporting system with universally compatible 
data fields tliat can be used to track the flow of goods being imported, exported, or transshipped from, to, or through each 
jurisdiction’s customs territory and free trade zon«; 

20. License, regulate, and monitor entities and individuals acting as customs brokers, and persons operating bonded warehouses 
to promote compliance with applicable rules and regulations. Non-compliance should be sanctioned and, in appropriate 
cases, such sanctions should be put on public record and/or lead to a revocation of license; 
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2 1 . Consider the establishment of a training facility in Ciudad del Saber, Republic of Panama, for tlie purpose of providing training 
and disseminating information to benefit governments that wish to join forces in the fight against money laundering; 

22. Chart all free trade zones and special customs areas in their jurisdictions and make this information publicly available; 

23- Evaluate their jurisdictions’ anti-money laundering le^slative frameworks and their effectiveness in combating trade-based 
money' laundering; 

24. Regulate for die purpose of preventing money laundering the activities of currency exchange dealers and their agents, and 
financial institutions, and provide severe penalties for those iacilitating trade-based money laundering: 

25. Develop and implement a system to identify; and make available to Free Trade Zones Aulliorities, the names of Free Trade Zones 
Merchants and Users whose operational permits have been terminated as a result of money laundering activity; 

26. Identify money laundering techniques used by illegal money changers; and 

27. Seek international cooperation to strengthen border security and checks to curb trade- based money laundering. 

FOR THE MINISTRY OF nNANCE OF ARUBA 
Mr, Nilo J.J. Swaen 
Minister of Finance 

FOR THE SPECIAT. /\DMINISTRATIVE UNIT NAITONAL VCi A.\D CUSTOMS DIRECTORAl'E OF THE REPUBLIC OF COLOMBIA 
Mr. Santiago Rojas Arroyo, Director General, Special Adminisu^ve Unit National Tax and Customs Directorate 
by Mr. Luis Alberto Moreno, Ambassador of Colombia to the United States of America 

FOR THE MINISTRY OF FOREIGN RELATIONS OF THE REPUBLIC OF PANAMA 
Mr. Jos^ Miguel Aleman 
Minister of Foreign Relations 
by Mr. Guillermo A. Ford 

Ambassador of Panama to the United States of America 

FOR THE NATIONAL COMMISSION AGAINST THE ILLICrT USE OF DRUGS OF THE BOLIVARIAN REPUBLIC OF VENF^UEIA 

Dr. Mildred Camero, President 

Tlie National Commission Against the Illicit Use of Drugs 

by Dr. Jose Luis P^rez Castillo 

Director - .4nti-Money Laundering Unit 

FOR THE DEPARTMENT OF THE TRE^ASURY OF THE UNITED STATES OF AMERICA 

Mr. Jimmy Gurule 

Under Secretary of the Treasury 

(Enforcement) 


Footnotes 

• Wlien used in this document, the term "trade-based money laundering” includes money laundering accomplished through trade and predicated 
on narcotics trafficking, terrorism, and other crimes. 
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Appendix 9: 

The Forty Recommendations of the Financial Action Task Force on Money Laundering 

A. GENERAL FIL\MEWORK OF THE RECOMMENDATIONS 

1. Each country should take immediate steps to ratify and to impl«nent fully, the 1988 United Nations Convention against Illicit 
Traffic in Narcotic Drugs and Psychotropic Substances (the Vienna Convention) . 

2. Financial institution secrecy Imvs should be conceived so as not to inhibit implementation of these recommendations. 

3. An effective money laundering enforcement program should include increased multilateral co-operation and mutual legal 
assistance in money laundering investigations and prosecutions iuid extradition in money laundering cases, where possible. 

B. ROLE OF NATIONAL LEGAL SYSTEMS IN COMBATING MON^Y LAU?(DERING 

Scope of the Criminal Offence of Money Laundering 

4. Each country should lake such measures as may be necessary, including legislative ones, to enable it to criminalize money 
laundering as set forth in the Vienna Convention. Each country should extend the offence of drug money laundering to one 
based on serious offences. Each country would determine which serious crimes would be designated as money laundering 
predicate offences. 

5. As provided in the Vienna Convention, (he offence of money laundering should apply at least to knowing money laundering 
activity, including the concept (hat knowledge may be inferred from objective facnial circumstances. 

6. Where possible, corporations tliemselves • not only their employees • should be subject to criminal liability. 

(^visional Measures and Confiscation 

7. Countries should adopt measures similar to (hose set forth in the Vienna Convention, as may be necessary, including legislative 
ones, to enable their competent authorities to coiiQscate property laundered, proceeds from, instrumentalities used in or 
intended for use in the commission of any money laundering offence, or property of corresponding value, without prejudicing 
the riglits of bona fide third parties. 

Such measures should include the authority to: 1 ) identily, (race and evaluate property which is subject to confiscation; 2) carry 
out provisional measures, such as freezing and seizing, to prevent any dealing, transfer or disposal of such property; and 3) 
take any appropriate investigative measures. 

In addition to confiscation and criminal sanctions, countries also should consider monetary and civil penalties, and/or proceedings 
including civil proceedings, to void contracts entered into by parties, where parties knew or should have known that as a result 
of the contract, the State would be prejudiced in its ability to recover financial claims, e.g. through confiscation or collection of 
fines and penalties. 

C. ROLE OF THE FINANCI AL SYSTEM IN COMBATING MONEY LAUNDERING 

8. Recommendations 10 to 29 should apply not only to banks, but also to non-bank financial institutions. Even for those non-bank 
financial institutions which are not subject to a formal prudential supervisory' regime in all countries, for example bureaux de 
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change, governments sliould ensure that these institutions are subject to the same anti-money laundering laws or regulations as 
ail other financial institutions and that these laws or regulations are implemented effectively. 

9. ITie appropriate national authorities should consider applying Iteconiniendations 10 to 21 and 23 to the conduct of financial 
activities as a commercial undertaking by businesses or professions which are not financial institutions, where such conduct is 
allowed or not prohibited, Financial activities include, but are not limited to, those listed in the attached annex. It is left to each 
country to decide whether special situations should be defined where the application of anti-money laundering measures is not 
necessary, for example, when a financial activity is carried out on an occasional or limited basis, 

Customer Identification and Record-keeping Rules 

10. Financial institutions should not keep anonymous accounts or accounts In obviously fictitious names: they should be required 
(by law, by regulations, by ^cements between supervisory authoriti(% and financial institutions or by self-regulatory j^reements 
among financial Institutions) to identify, on the basis of an official or other reliable identiMng document, and record the 
identity of their clients, either occasional or usual, when estabfishtiig business relations or conducting transactions (in particular 
opening of accounts or passbooks, entering into fiduciary transactions, renting of safe deposit boxes, performing large cash 
transactions) . 

In order to felQIl identification requirements concerning legal entities, financial institutions should, when necessaiy, take 
measures: 

CD to verify the legal existence and structure of the customer by obtaining either from a public register or from the 
customer or both, proof of incorporation, including information concerning the customer’s name, legal form, address, 
directors and provisions regulating the power to bind the entity. 

(ii) to verify that any person purporting to act on behalf of the customer is so authorised and identify that person. 

11. Financial institutions should take reasonable measures to obtain information about the true identity of the persons on whose 
behalf an account is opened or a transaction conducted if there are any doubts as to whether these clients or customers are 
acting on their own behalf, for example, in the case of domiciliary companies (i.e. institutions, corporations, foundations, 
trusts, etc. that do not conduct any commercial or manufacturing busine&s or any other fomt of commercial operation in the 
country where tlieir registered office is located). 

1 2. Financial institutions should maintain, for at lea.st five years, all necessary records on transactions, both domestic or intematlonai, 
to enable them to comply swifdy with information requests from the competeni authorities. Such records must be sufficient to 
permit reconstruction of individual transactions (including the amounts and types of currency involved if any) so as to provide, 
if necessary, evidence for prosecution of criminal behaviour. 

Financial institutions should keep records on customer identification (e.g. copies or records of official identification documents 
like passports, identity cards, driving licenses or similar documents), account files and business correspondence for at least 
five years after die account is closed. 

These documents should be available to domestic competent autliorities in the context of relevant criminal prosecutions and 
investigations. 

13. Countries should pay special attention to money laundering threats inherent in new or developing technologies that might 
favour anonymity, and take measures, if needed, to prevent their use in money laundering schemes. 
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Increased Diligence of Financial Institutions 

14. Financial institutions should pay special attention to all complex, unusual large transactions, and all unusual patterns of 
transactions, which have no apparent economic or visible lawful purpose. The background and purpose of such transactions 
should, as far as possible, be examined, the findings established in writing, and be available to help supervisors, auditors and 
law enforcement agencies. 

15. If financial institutions suspect that fimds stem from a criminal activity; they should be required to report promptly their 
suspicions to the competent authorities. 

16. Financial institutions, their directors, officers and employees should be protected by legal provisions from criminal or dvU 
liability for breach of any restriction on disclosure of inform^on imposed by contract or by any legislative, regulatory or 
administrative provision, if they report their suspicions in good faUh to the competent authorities, even if they did not know’ 
precisely what the underlying criminal activity was, and regardless of whether illegal activity actually occurred. 

17. Financial institutions, their directors, officers and employees, should not, or, where appropriate, should not be allowed to, 
warn their customers when information relating to them is being reported to the competent authorities. 

18. Financial institutions reporting tlieir suspidons should comply with instructions from the competent authorities. 

19- Financial institutions should devdop programs against money laundering. These programs should include, as a minimum: 

(i) the development of internal polides, procedures and controls, including the designation of compliance officers at 
management level, and adequate screening procedures to ensure high standards when hiring employees; 

(ii) an ongoing employee training programme; 

(ill) an audit function to test the system. 

Measures to Cope with the Problem of Countries with No or Insufficient Anti-Money Laundering Measures 

20. Financial institutions should ensure that die principles mentioned above are also applied to branches and majority owned 
subsidiaries located abroad, especially in countries which do not or insufficiently’ apply these Recommendations, to the extent 
that local applicable laws and regulations permit. When local applicable laws and regulations prohibit this implementation, 
competent authorities in the country of the mother institution should be informed by the finandal institutions that they cannot 
apply these Recommendations. 

21. Financial Institutions should give special attention to business relations and transactions with persons, including companies 
and finandal institutions, from countries which do not or insufficiently apply these Recommendations. Whenever these transactions 
have no apparent economic or visible lawful purpose, Ibcir background and purpose should, as far as possible, be examined, 
die findings established in writing, and be available to help supervisors, auditors and law enforcement agendes. 

Other Measures to Avoid Money Laundering 

22. Countries should consider implementing feaable measures to detect or monitor the physical cross-border transportation of 
cash and bearer negotiable instruments, subject to strict safeguards to ensure proper use of information and without impeding 
in any way the freedom of capital movements. 

23. Countries should consider the feasibility and utility of a system where banks and other finandal institutions and intermediaries 
would report all domestic and international currency transactions above a fixed amount, to a national central agency with a 
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computerised data base, available to competent authorities for use in money laundering cases, subject to strict safeguards to 
ensure proper use of the informaiion. 

24. Countries should further encourage in general the developmrat of modem and secure techniques of money management, 
including increased use of checks, payment cards, direct deposit of s^ary checks, and book entry recording of securities, as a 
means to encourage the replacement of cash transfers 

25. Countries should take notice of the potential for abuse of shell corporations by money launderers and should consider whether 
additional measures are required to prevent ujilawful use of such entities. 

Implementation and Role of Regulatory and Other Administrative Authorities 

26 . the competent authorities supervising banks or other financial institutions or intermediaries, or other competent authorities, 
should ensure that the supervised institutions have adequate programs to guard against money laundering. These authorities 
should co-operate and lend expertise spontaneously or on request with other domestic judicial or law enforcement authorities 
in money laundering investigations and prosecutions. 

27. Cotnpetent autliorities should be designated to ensure an rffeciive implementation of all these Recommendations, dirough 
administrative supervision and regulation, in other professions dealing with cash as defined by each country. 

2$. The competent authorities should establish guidelines whicli will assist financial institutions in detecting suspicious patterns of 
behaviour by their customers, It is understood that such guidelines must develop over time, and will never be exhaustive. It is 
further understood that such guidelines will primarily serve as an educational tool for financial institutions’ personnel. 

29> The competent authorities regulating or supervising financial institutions sliouid lake the necessaiy legal or regulatory measures 
to guard against control or acquisition of a significant participation in financial institutions by criminals or tlieir confederates. 

D. STRENGTHEIVING OF INTERNATIONAL CO-OPERATION 

Administrative Co-operation 

Q/gm^ral information 

30. National administrations should consider recording, at lea.st in the aggregate, inlernationa] ilow.s of cash in whatever currency, 
so that estimates can be made of cash flows and reflows from various sources abroad, when this is combined with central bank 
infonnation. Such information should be made available to the loterntUional .Monetary Fund and the Bank for International 
Settlements to facilitate international studies. 

31. International competent authorities, perhaps Interpol and the World Customs Organisation, should be given responsibility for 
gathering and disseminating information to competent authorities about the latest developments in money laundering and 
money laundering techniques. Central banks and bank regulators could do the same on their network. National authorities in 
various spheres, in consultation with trade associations, could then disseminate this to financial institutions in individual 
countries. 

Exchange of information relaiing to suspicious transactions 

32. Each country should make efforts to improve a spontaneous or “upon request” international information exchange relating to 
suspicious transactions, persons and corporations involved in those transactions between competent authorities. Strict safeguards 
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should be established to ensure that tills exchange of information is consistent witli national and international provisions on 
privacy aiid data protection. 

Oilier Forms of Co-operation 

Basis and means for co-operation in confiscation, mutual assistance and extradition 

33. Countries should try to ensure, on a bilateral or multiiaier^ basis, that different knowledge standards in national definitions - 
i.e. different standards concerning the intentional element of the infraction - do not affect the ability or willingness of countries 
to provide each other with mutual legal assistance. 

34. International co-operation should be supported by a network of biiater^ and multilateral agreements and arrangements based 
on generally shared legal concepts witli the aim of providing practical measures to affect the widest possible range of mutual 
assistance. 

35. Countries should be encouraged to ratify and implement relevant international conventions on money laundering such as the 
1990 Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime. 

Focus of improved mututU assistance on money laundering issties 

36. Cat-operative investigations among countries’ appropriate competent authorities should be encouraged. One valid and effective 
investigative technique in this respect is controlled delivery related to assets known or suspected to be the proceeds of crime. 
Countries are encourtqjed to support this technique, where possible. 

37. There should be procedures for mutual a.ssistance in criminal mailers regarding tlie use of compulsory measures including the 
production of records by financial in.stjtutions and other persons, the search of persons and premises, seizure and obtaining of 
evidence for use in money laundering investigations and prosecutions and in related actions in foreign jurisdictions, 

38. There should be authority to take expeditious action in response to requests by foreign countries to identify, freeze, seize and 
confiscate proceeds or other property of corresponding value to such proceeds, based on money laundering or the crimes 
underlying the laundering activity. I'here should also be arrangements for coordinating seizure and confiscation proceedings 
which may include the sharing of confiscated assets. 

39. To avoid conflicts of jurisdiction, consideration should be givCT to devising and applying mechanisms for determining the best 
venue for prosecution of defendants in the interests of justice in casts that are subject to prosecution in more than one country. 
Similarly, there should be arrangements for coordinating seizure and confiscation proceedings which may include the sharing 
of confiscated assets. 


40. Countries should have procedures in place to extradite, where possible, individuals charged with a money laundering offence 
or related offences. With respect to its national legal system, each country should recognise money laundering as an extraditable 
offence. Subject to llieir legal frameworks, countries may consider simplifying extradition by allowing direa transmission of 
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extradition requests between appropriate ministries, extraditing persons based only on warrants of arrests or judgements, 
extraditing their nationals, and/or introducing a simplified extradition of consenting persons who waive formal extradition 
proceedings, 

Annex to Recommendation 9: List ofFinancialActivUies undertaken by business or professions which are not financial 
institutioiis 

1 . Acceptance of deposits and other repayable funds from the public. 

2. Lending'. 

3. Financed leasing, 

4. Money transmission services. 

5. Issuing and managing means of payment (e.g. credit and debit cards, cheques, traveller’s cheques and bankers’ drafts...) 

6. Financial guarantees and commitments. 

7. ’I'rading for account of customers (spot, forward, swaps, fiilures, options...) in; 

(a) money market instruments (cheques, bills, CDs, etc.) ; 

(b) foreign exchange; 

(c) exchange, interest rate and index instruments; 

(d) transferable securities; 

(e) commodity futures trading. 

8. Participation in securities issues and the provision of financial services related to such issues. 

9. Individual and collective portfolio man^ement, 

10. Safekeeping and administration of cash or liquid securities on behalf of clients. 

11. life insurance and other investment related insurance. 

12. Money changing. 

Footnotes 

1 Including inter alia 

* consumer credit 

* mortgage credit 

* factoring, with or without recourse 

* finance of commercial transactions (including forfaiting) 
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Appendix 10: 

Progress made by Entities on the FATE Non-Cooperative Countries and Territories List 


In June 2000, the FATF issued an initial list of 1 5 Non-Coopenuive Countries and Territories (NCCTs) . Between June 200 1 and September 
2001, FATF completed a second round of the NCCT process, adding eight countries to the NCCT list, and removing four countries from 
the initial list: The Bahamas, the Cayman Islands, Uechlenslein, and Panama. In June 2002, four additional countries - Ilungaiy; 
Israel, Lebanon, and St. Kitts and Nevis - were removed from the NCCT list. The NCCT review process has stimuliUed efforts by many 
of the governments to improve thdr sy^steras, which are detailed below. Countries that have been or are currently listed are presented 
in alphabetical order. 

The Bahamas 

The Bahamas enacted comprehensive legal changes effecting banking supervision, customer identification, information about ownership 
of International Business Corporations (IBCs) and the provision of international cooperation in investigations. See, 2000 Money 
Laundering (Proceeds of Crime) (Amendment) Act (June 27, 2000), 2000 Evidence (Proceedings in other Jurisdictions) Act, and the 
2000 Evidence (Proceedings in other Jurisdictions) (Amendment) Act (Aug. 17, 2000); 2000 Central Bank of the Bahamas Act (Dec. 
29, 2000); the 2000 Bank and Trust Companies Regulation Act (Dec. 29, 2000); the 2000 Financial Intelligence Unit Act (Dec. 29, 

2000) ; the 2000 Financial and Corporate Service Providers Act (Dec. 29, 2000) ; the 2000 Criminal Justice (international co-operation) 
Act (Dec. 29, 2000); the 2000 Intcmaiional Business Companies Act (Dec. 29, 2000); the 2000 Dangerous Drug Act (Dec. 29, 2000); 
the 2000 Financial Transaction Reporting Act (Dec. 29, 2000); and the 2000 Proceeds of Crime Act (Dec, 29,2000). In addition, the 
Baliamas have made progress in its implementation of its anti-money laundering regime by establishing a financial intelligence unit 
and an ambitious inspection program. The Bahamas are also in the process of eliminating bearer shares and imposing new requirements 
on IBCs. The Bahamas were removed from the NCCT list in June 2001 . 

Burma (Myanmar) 

In June 2001, serious deficiencies were Identified in Burma’s anti-money laundering system. Burma is in the process of drafting anti- 
money laundering legislation; however, Burma lacks a basic set of anti-money laundering provisions. It has not yet criminalized money 
laundering for crimes other than drug trafficking, and has no anti-money laiinderistg provisions in the Central Bank Regulations for 
financial institutions. Other serious deficiencies in Burma’s anti-money laundering regime concern the absence of a legal requirement 
to maintain records and to report suspicious or unusual transactions. There arc also significant obstacles to international cooperation 
by judicial authorities. Burma has begun to take steps to correct these deficiencies that FATF identified. On June 17, 2002, Myanmar 
enacted the Control of Money Laundering I.aw addressing the criminalization of money laundering, providing for record keeping, and 
establishing an FlU. 

Cayman Islands 

The Cayman Islands has created a comprehensive legal framework to combat money laundering. Regulations address customer 
identification and record keeping for a wide range of financial services, and laws have been amended to ensure that the financial 
supervisory authority has the power to monitor compliance witli the regulations. 

See, 2000 Building Societies (Amendment) (Regulation by Monrtary Authority) Law; 2000 Cooperative Societies (Amendment) (Credit 
Unions) Law; 2000 Monetary Authority (Amendment) (Regulation of Non-Bank Financial Institutions) Law; 2000 Proceeds of Criminal 
Conduct (Amendment) (Financial Intelligence Unit) Law; Proceeds of Criminal Conduct Law' (2000 Revision); 2001 Money Laundering 
(Amendment) (Client Identification) Regulations; Banks and Trust Companies (i\mendmenl) (Prudent Management) Law (Apr. 2001); 
Insurance (Amendment) (Prudent Management) Law (Apr. 2001); Mutual Funds (Amendment) (Prudent Administration) Law (Apr. 

2001) ; Companies Management (Amendment) Law (Apr. 2001). In addition, the Cayman Islands has made progress in implementing 
its anti-money laundering regime by significantly increasing the human and financial resources dedicated to financial supervision and 
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the financial intelligence unit and through an ambitious financial in^tection program. The Cayman Islands was removed from the 
NCCT list in June 2001- 

Cook Islands 

On August 18, 2000, the Cook Islands Parliament ejiacted the Money Lannderiiig Prevention Act 2000, which makes money laundering 
a criminal offense and allows the Cook Islands to cooperate internationally in money laundering investigations. Tlie Act also addresses 
anti-money laundering measures in the financial sector (bodi domestic and oflfehore), including the requirement to verif>' and maintain 
records on customer identification and the reporting of suspicious transactions. The Act authorizes the estabhshment of a Money 
Laundering Authority, which functions as a financial inleUigence unit. In April 2001, the Cook Islands also issued Guidance Notes on 
Money Laundering Prevention. Tlie Cook Islands has yet to eaablish an FIU or commit the staff necessary to supervise its offshore 
sector. 


Dominica 

The Money Laundering (Prevention) Act of 2000, effective January 15, 2001, criminalizes the laundering of proceeds from all indictable 
offenses, requires suspicious transaction reporting by financial institutions, and overrides secrecy provisions in earlier le^slation. 
Dominica has effected amendments to the Hxempt Insurance Act and to the International Business Companies Act permitting access to 
information by the authorities. The offshore hanking sector is now subject to supervision by the Eastern Caribbean Central Bank 
(ECCB), and an amendment to the Offshore Banking Act prohibits offshore banks from opening anonymous accounts. TTie .Money 
Laundering (Prevention) Regulations, effective May 31, 2001, further establishes cu.stomer identificatioiiAerificalion requirements for 
financial institutions and regulated businesses. These regulations apply equally to both domestic and offshore institutions. 

Egypt 

In June 2001, FATF identified serious deficiencies in Egypt’s anti-money laundering system. Among the deficiencies noted were: a 
failure to adequately criminalize money laundering to inlcmationally accepted standards; a failure to establish effective and efficient 
suspicious reimit'ng systems; a failure to establish an RU; and a failure to establish rigorous identification requirements that would 
apply to all financial Institutions. In June 2001, the Egyptian Central Dank issutxl anti-money laundering regulations. On May 22. 
2002, Egypt addressed a number of these deficiencies by enacting a Law for Combating Money Laundering. The law criminalizes the 
laundering of proceeds from various crimes, including narcotics, terrorism, fraud, and organized crime. The law addresses customer 
Identification, record keeping, and establishes the framework for an HU within the Central Bank of Egypt. 

Grenada 

Grenada enacted the International Financial Services (Miscellaneous Amendments) Act 2002, which amended the Offshore Banking 
Act to permit regulator acce^ to account records and created criminal penalties lor non-compliance. The biteniational Financial 
Services Authority Act was amended to permit Grenada’s regulator to communicate relevant information to other Grenadan authorities. 
An amendment to the International Trusts Act autliorizes tlie disclosure of infomiation relating to international trusts, and an amendment 
to the International Companies .Act creates a registration mechanism for bearer shares of certain companies. Additional amendments 
improved the qualification requirements for holders of offstiore bankittg licenses. 

Guatemala 

Guatemala enacted Decree No, 67-2001, Law Against Money and Asset Laundering on November 27, 2001. Tliislaw places offshore 
entities, for the first time, under the same obligations as domestic financial institutions with regard to counter-money laundering 
requirements. The law further criminalizes the laundering of proceeds of any crime. The law also imposes increased customer 
identification and record-keeping requirements on Guatemalan financial mstitutions. In addition, the law also creates a Financial 
Intelligence Unit (FIU) within the Superintendence of Banks. Suspicious transaction reporting is now obligatory in Guatemala and 
“tipping off” is prohibited under the new money laundering law. Additionally, the Monetary Board issued counter money laundering 
regulations that took effect on May 1 , 2001 , 
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Hungary 

On November 27, 2001 , Hungary enacted the Act on A^rawilion of the Provisions for Fighting against Terrorism and for the Prevention 
of Money Laundering and on the Establishment of Restricting Measures. This Act tightens customer identification by requiring tlie 
identification of the beneficial owner of a transaction and the renetral of identification during the course of a business relationship if 
doubts arise as to the beneficial owner. The new law abolishes anonymous passbooks by requiring registration, idenlilying both the 
depositors and the beneficiaries. Existing passbooks must be converted to registered form. The legislation also extends anti-money 
laundering controls to non-banking sectors including casinos, real esmte agents, and tax consultants. Hungary was removed from the 
NCCT list in June 2002. 

Indonesia 

On December 1 3, 200 1 Indonesia issued a Bank Regulation and in December 200 1 Bank Indonesia issued a Circular Letter requiring 
banks to establish “know your customer" pobdes, compliance officers and employee training. On April 17, 2002, Indonesia enacted 
a Law of the Republic of Indonesia concerning Money' laundering Criminal Acts. The law expands customer identification requirements 
and creates the framework for an FHJ. Ihe law criminalizes the laundering of illicit proceeds, but limits the application of the law to 
criminal proceeds that exceed a high threshold. The law also mandates reporting of suspicious transactions. Institutions are allowed 
14 days to make a report, but the law does not criminalize the unauthorized disclosure of such reports. 

Israel 

On August 2, 2000, the Israeli Knesset passed the Prohibition on Money Laundering Law, criminalizing the offense of money laundering 
and creating the legal framework for a mandatory suspidous transaction reporting system. The new law requires enhanced customer 
identification by finandal institutions and provides the statutory basis for the creation qf an Israeli Financial Intelligence Unit. The unit, 
which became operational In February 2002, is referred to as the Israel Money Laundering Prohibition Authority (IMPA), The Knesset 
also passed a series of comprehensive regulations, which mandate anti-money laundering controls for various segments of the finandal 
industry. Governmental authorities are now in the process of fully implementing the new law attd regulations. Israel was removed 
from the NCCT list in June 2002, 

Lebanon 

On April 20, 2001, the Lebanese Parliament passed Law 318 on Fighting Money' laundering, effectively criminalizing laundering of 
illicit proceeds in relation to narcotics trafficking, organized crime, acts of terrorism, arms trafficking, embezzlement or fraudulent 
appropriation of public or private funds, and counterfeiting money or public credit instruments. The law also requires enhanced 
customer identification by financial institutions and mandates the reporting of suspicious financial transactions to the newly created 
Special Investigations Commission (SIC), which serves as Lebanon’s Financial Intelligence Unit. The SIC is empowered to lift banking 
secrecy in furtherance of investigative and judicial proceedings. Lebanon also issued Regulations on the Control of Financial and 
Banking Operations for Fighting Money Laundering, which mandates anti-money laundering controls for all Lebanese finandal institutions. 
Lebanon was removed from the NCCT list in June 2002. 

Liechtenstein 

On September 1 5, 2000, Liechtenstein amended its Due Diligence Act and enacted a new law on Mutual Legal Assistance in Criminal 
Matters. It also enacted the Ordinance to Due Diligence Act, Ihe Ordinance to establish a Financial Intelligence Unit, and revised tlie 
Criminal Code, Criminal Procedure Code, and the Narcotics Act 1995. Finally, Liechtenstein enacted an Executive Order setting out the 
roles and responsibilities of the FSA (Financial Supervisory Authority). These changes impact the obligations of regulated financial 
institutions to identify customers and the financial regulators’ powers to obtain and exchange Information about client accounts, 
regulations about know-your-customer procedures, the extension of money laundering offences, alterations to mutual legal a.ssistance 
procedures, and tlie establishment of an FIU to exchange information with other jurisdictions. Liechtenstein has improved its international 
cooperation provisions, both in administrative and judicial matters, and the Liechtenstein FIU joined the Egmont Group. Liechtenstein 
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has also undertaken clear commitments to identify the owners d accounts whose owners were not previously identified. Liechtenstein 
was removed from the NCCT list in June 2001 . 

Marshall Islands 

On October 31, 2000, the Marshall Islands passed the Banking (Amendment) Act of 2000 (PL. 2000-20). This amendment to tiie 
1987 Banking Act, criminalizes money laundering, requires customer identiGcation for accounts, and makes the reporting of suspicious 
transactions mandatory. In addition, section 67 of the Act authorizes the establishment of a Financial Intelligence Unit (FIU) . On May 
27, 2002, the Marshall Islands enacted a set of regulations that provide standards for reporting and compliance. 


Naum 


On August 28, 2001, Nauni pa.ssed the Anti-Money Laundering Act of 2001, and adopted additional amendments on December 6, 
2001 . This Act criminalizes money laundering, requires customer Identification for accounts, and makes the reporting of suspicious 
transactions mandatory. In addition. Part UI of the Act establishes the legal basis for a new financial institutions supervisory authority, 
creating the legal basis for an FIU. This Act is the first step towards developing Nauru’s anti-money laundering regime. However, due 
to the current structure of Nauru's offshore finance sector, it is not possible for Nauru to enforce its anti-money laundering legislation 
witlt respect to its offshore banks since these banks are not required to have a physical presence in Nauru. 

Nigeria 

FATF identified a significant number of deficiencies in Nigeria’s anti-money laundering regime Among the issues identified by FATF 
include: the use of a discreiionart' licensing procedure to oitcrate a financial institution; the absence of customer identification 
requirements for transactions up to a very high threshold (US$l<)0,000); and the absence of an obligation to report suspicious 
transactions if a finandal institution decides to carry out the transaction. The scope of Nigeria's current decree on money laundering 
is unclear, because the decree refers generally to financial institutions, and does not seem to apply to insurance companies or stock 
brokerage firms. Since June 2001, Nigeria has taken no actions to address the deficiencies in its anti-money laundering regime and 
has not adequately engaged with FAIT. FATF recommended the application of additional countermeasures as of October 31, 2002 if 
Nigeria fitils to enact adequate legal reforms. 

Niue 

On November 16, 2000, Niue enacted the Financial Tran.sactions Reporting Act 2000. This Act addresses customer identification, the 
reporting of suspicious transactions and the establishment of a financial intelligence unit. On June 5, 2002, the government of Niue 
passed the International Banking Repeal Act 2002, which will eliminate Niue’s offshore banks by October 2002. Although Niue will 
retain its IBCs, company registry information will be maintained in Niue to provide local access to current information. The current 
offshore regme is neither adequately supervised nor regulated and is therefore vulnerable to money laundering activity. 

Panama 

Panama revised its legal system to improve the process for reporting money-laundering activity and to enhance the ability of its 
financial intelligence unit (FIU) to exchange information internationally. 

See, e.g.. law's Nos. 41 and 42 (Oct. 2, 2000); Executive Decrees Nos. I 63 and 215 (Oct. 3, 2000); and Agreement No. 9-2000 (Oct. 
23 , 2000). Laws4l and 42 addre^ the scope of predicate offences for money laundering and contain various anti-money laundering 
measures. The Executive Orders address the process for reporting money laundering activity, the ability of the FIU to cooperate at the 
international level, and the dissemination of information relating to trusts. Agre«nent No. 9-2000 reinforces customer identification 
procedures and provides greater precision on due diligence for banks. Panmna has also made progress in the implementation of its 
ami-money laundering regime by increasing human and financial resources dedicated to its Bank Superintendence and financial 
intelligence unit and has actively sought to enter into written agreements with FATF members and other countries to provide for 
international FIU cooperation. Panama was removed from the NCCT list in June 2001. 
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The Philippines 

On September 29, 2001, the Philippines passed the Anti-Money laitidering Act of 2001 effectively criminalizing money laundering, 
introducing a mandatory suspicious transaction reporting system, requiring customer identification, addressing excessive bank secrecy, 
and creating the legal basis for the Anti-Money Laundering Council, which functions as a financial intelligence unit. The Philippines 
must still remedy a number of weaknesses in thdr anti-money laundering regime, particularly, by low^ering the high threshold for 
reporting covered transactions, eliminating excessive banking secrecy, and applying provisions of the Act to deposits and investments 
made prior to its effective date. 

Russia 

In August 2001, the Russian Federation passed and the President signed a comprehensive counter-money laundering law providing 
guidelines for customer identification, the reporting of suspicious transitions and the establishment by executive order of a financial 
intelligence unit (FIU) . On November 1 , 200 1 , a presidential decree instituted a Committee for Financial Monitoring within the Ministiy 
of Finance to bring the FIU into existence. The FIU began operations on February 1 , 2002 and was admitted into the Egraont Group in 
June 2002 . Additionally, the Russian Federation has revised its penal code to reflect clearly that money laundering is a criminal offense. 

St. Kitts aiid Nevis 

Effective November 29, 2000, St. Kitts and Nevis enacted tlie Proceeds of Crime Act, 2000, wltich criminalized the laundering of money 
from any serious offense and provided for punishments of incarceration as well as monetary fines. The Act bars any individual 
convicted of a crime from holding a management position in an offshore bank in Nevis, and the Nevis Offshore Banking Ordinance has 
been amended to require character examinations to ensure fitness and propemess. The offshore banking sector in Nevis is now 
subject to supervision by the Eastern Caribbean Central Bank (ECCB). Customer ideniificaiionA’erification and suspicious transaction 
reporting by financial institutions <md regulated businesses, both onshore and offshore, is now mandatory in St. KitLs and Nevis. 
Secrecy provisions relevant to the disclosure of information, formerly a concern in this jurisdiction, have been overridden by the 
Proceeds of Crime Act. The Financial Services Commission Act of 2000 authorises regulators to inspect any business transaction 
record kept by each regulated business. Furthermore, the Companies (Amendment) Act, 2001 and the Nevis Business Corporation 
(Amendment) Ordinance, 2001 creates a mechanism to register bearer shares and to identify any beneficial owners. St. Kitts and Nevis 
was removed from the NCCT list in June 2002. 

St. Vincent and the Grenadines 

St. Vincent and the Grenadines enacted the International Banks (Amendment) Act, 2000 and the Confidential Relationships Preservation 
(International Finance) (Amendment) Act 2000 on August 28, 2000. It also amended the International Banks Act on October 17, 
2(K)0. These Acts address the authorization and registration requirements for offrhore banks, and access to confidential information. 
In addition, St, Vincent and the Grenadines enacted the Proceeds of Crime and Money Laundering (Prevention) Act in December 2001 
and promulgated the Proceeds of Crime (Money Laundering) Regulations in January 2002. This Act and its related regulations 
establish mandatory customer identification/verification, suspicious transaction reporting, and record-keeping requirements for financial 
Institutions and regulated businesses. The Financial Intelligence Unit Act, enacted in December 2001 , provides for the establishment 
of a financial intelligence unit to receive suspicious transaction reports ajid to exchange information with other FIUs. Amendments to 
the International Banks .Act expand the ability of the Offshore Finance Inspector to obtain infonnation from licensees. All private sector 
representatives have been removed from the Board of Directors of the OBshore Finance Authority. However, the current regulations 
provide an overly br(;ad exemption from the customer identification requirements. 
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Ukraine 

In 2000, Ukraine revised its law on banks and banking activity to lend important anti-money laundering disciplines to the bankuig 
sector. Although holdover anonymous accounts still exist, presidential decrees have effectively precluded opening a new anonymous 
account or adding to an existing anonymous account. A new 2001 law on financial services and the regulation of markets for financial 
services holds promise for extending anti-money laundering measure to the non-bank financial services sector but will not take full 
effect for several years. Changes to Ukraine’s criminal code that entered into force on September 1 , 2001 extend the range of predicate 
offenses for money laundering to all serious crimes. Ukraine has also adt^ted a series of presidential decrees and guidance to its 
financial institutions, but these lack the force of law. Money laundering legislation was re-introduced on June 14, 2002, Ukraine 
remains on the NCCT list, and FATF will consider adopting additional counteraieasures if comprehensive legislation is not enacted by 
October 2002. 
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Appendix 11: 

FATF Eiglit Special Recommendations on Terrorist Financing 


Recognizing the vital importance of taking action to combat the financing of terrorism, the FATF iias agreed (lol these Recommendations, 
which, when combined with the FATF Forty Recommendations on money laundering, set out the basic framework to detect, prevent and 
suppress the financing of terrorism and terrorist acts. 

/. Ratification and implementation of UN instruments 

Each country should take immediate steps to ratify and to imptemeni fully the 1999 Lnited Nations International Convention for the 
Suppression of the Financing of Terrorism, 

Countries should also immediately implement the United Nations resolutions relating to the prevention and suppression of the financing 
of terrorist acts, particularly United Nations Security Council Resolution 1373- 

//. Criminalizing the financing of terrorism and associated money laundering 

Each country should criminalize the financing of terrorism, terrorist acts and lerroiist organizations. Countries should ensure that 
such offences are designated as money laundering predicate offences. 

///. Freezing and confiscating terrorist assets 

Each country should implement measures to freeze without delay funds or other assets of terrorists, those who finance terrorism and 
terrorist organlz^ions in accordance with the United Nations resolutions relating to the prevention and suppression of the financing of 
terrorist acts. 

Each country should also adopt and implement measures, including legislative ones, which would enable the competent authorities to 
seize and confiscate property that is the proceeds of, or used in, or intended or allocated for use in, the financing of terrorism, terrorist 
acts or terrorist organizations. 

IV. Reporting suspicious transactions related to terrorism 

If financial institutions, or other businesses or entities subject to anti-money laundering obligations, suspect or have reasonable 
grounds to suspect that funds are linked or related to, or are to be used for terrorism, terrorist acts or by terrorist organizations, they 
should be required to report promptly their suspicions to the compel^l authorities. 

K International co-operation 

Each country should afford another country, on the basis of a treaty, arrajigement or other mechanism for mutual legal assistance or 
information exchange, the greatest possible measure of assistance in connection with criminal, civil enforcement, and administrative 
investigations, inquiries and proceedings relating to the financing of terrorifun, terrorist acts and terrorist organizations. 

Countries should also lake all possible measures to ensure that they do not provide safe havens for individuals charged with llie 
financing of terrorism, terrorist acts or terrorist organizations, and should have procedures in place to extradite, where possible, such 
individuals. 
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VE. Alternative remittance 

Each countiy should take measures to ensure that persons or legal aitities, including agents, that provide a service for the transmission 
of money or value, including transmission through an informal money or vsdue transfer system or netw ork, should be licensed or 
registered and subject to all the FATF Recommendations that apply to banks and non-bank financial institutions. Each country should 
ensure tliat persons or legal entities that carry out this service illegally are subject to administrative, civil or criminal sanctions. 

VII. Wire transfers 

Countries should take measures to require financial insiifutions, including money remitters, to include accurate and meaningful 
originator information (name, address and account number) on funds transfers and related messages that are sent, and the information 
should remain with the transfer or related message through the payment chain. 

Countries should lake measures to ensure that financial institutions, including money remitters, conduct enhanced scrutiny of and 
monitor for suspicious activity funds transfers which do not contain cmuplete originator information (name, address and account 
number). 

VIII. Non-profit organizations 

Countries should review the adequacy of laws and regulations that relate to entities that can be abused for the financing of terrorism. 
Non-profit organizations are particularly vulnerable, and countries should ensure that they cannot be misused: 

i. by terrorist oi^anizations posing as legitimate entities; 

ii. to exploit legitimate ejitlties as conduits for terrorist financing, including for the purpose of escaping asset freezijig 
measures; and 

lil. to conceal or obscure the clandestine diversion of fiinds intended for legitimate purposes to terrorist organizations. 
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Appendix 12: 

Executive Order 13224 on Terrorist Financing 


Executive Order 13224 of September 23, 2001 Blocking Property and Prohibiting Transactions With Pei^ons 
Who Commit, Threaten To Commit, or Support Terrorism 

By the authority vested in me as President by the Constitution and the laws of the United States of America, including the International 
Emergency Economic Powers Act (50 L'.S.C. 1701 eiseq?^ (lEEPA), the National Emergencies Act (50 U.S.C. 1601 etseq .) , section 5 of 
the United Nations Participation Act of 1945, as amended (22U.S.C. 287c) (UNPA), and section 301 of title 3, United States Code, and 
in view of United Nations Security Council Resolution (UNSCR) 1214 of Decembers, 1998, UNSCR 1267 of October 15, 1999, UNSCR 
1333 of December 19, 2000, and the multilateral sanctions contained dierein, and UNSCR 1363 of July 30, 2001, establishing a 
mechanism to monitor the implementation of UNSCR 1335, 

I, GEORCtE W. BUSH, President of the United States of America, find that grave aas of terrorism and threats of terrorism committed by 
foreign terrorists, including tlie terrorist attacks in New York, Pennsylvania, and the Pentagon committed on September 1 1 , 2001 , acts 
recognized and condemned in UNSCR 1368 of September 12, 2001, and UNSCR 1269 of October 19, 1999, and the continuing and 
immediate threat of further attacks on United States nationals or the United States constitute an unusual and extraordinary threat to the 
national security, foreign policy, and economy of the United Slates, and in furtherance of my proclamation of September 14, 2001, 
Declaration of National Emergency by Reason of Certain Terrorist Attacks, hereby declare a national emergency to deal with that threat, 
I also find that because of the pervasiveness and expausiveness of the financial foundation of foreign terrorists, financial sanctions may 
be appropriate for those foreign persons that support or otherwise associate with these foreign terrorists. 1 also find that a need exists 
for briber consultation and cooperation with, and sharing of information by, United States and foreign financial institutions as an 
additional tool to enable the United States to combat the financing of terrorism. 

I hereby order: 

Section 1. Except to the extent required by section 203(b) oflEEPA (50U.S.C. 1702(b)), or provided in regulations, orders, directives, 
or licenses that may be issued pursuant to this order, and notwithstanding any contract entered into or any license or permit granted 
prior to the effective date of this order, all property and interests in property of the following persons that are in the United States or that 
hereafter come within the United States, or that hereafter come within the possession or control of United Slates persons are blocked: 

(a) foreign persons listed in the Annex to this order; 

(b) foreign persons determined by the Secretary of Slate, in consultation with the Secretary of the Treasury and the 
Attorney General, to have committed, or to pose a significant risk of committing, acts of terrorism that threaten the 
security of U.S. nationals or the national security, foreign policy, or economy of the United States; 

(c) persons delennined by the Secretary of the Treasury, in consultation with the Secretary' of State and the Attorney 
General, to be owned or controlled by, or lo act for or on behalf of those persons listed in the Annex to this order or tliose 
persons determined to be subject to subsection Kb), 1(c), or 1(d) (i) of this order; 

(d) except as provided in section 5 of this order and after such consult^ion, if any, with foreign authorities as the 
Secretary of State, in consultation with the Secretary of the Treasury and the Attorney General, deems appropriate in the 
exercise of his discretion, persons determined by the Secretary of the Treasury, in consultation with tlie Secretary' of Slate 
and the Attorney General; 


A — 36 



187 


2002 National Money Laundering Strategy 


(i) to assist in, sponsor, or provide financial, mtUerial, or technologic^ support for, or financial or other services to 
or in support of, such acts of terrorism or those persons listed in the Annex to this order or determined to be subject 
to this order; or 

(ii) to be otherwise associated with those persons listed in the Annex to this order or those persons determined to be 
subject to subsection 1(b), 1(c), or I (d)(0 of this order. 

Sec. 2. Except to the extent required by section 203(b) oflEEPA (50U.S.C. 1702(b)), or provided in regulations, order's, directives, 
or licenses that may be issued pursuant to this order, and notwithstanding any contract entered into or any license or permit granted 
prior to the effective date: 

(a) any transaction or dealing by United States persons or within the United States in property or interests in propert)' 
blocked pursuant to this order is prohibited, including but not limited to the making or receiving of any contribution of 
funds, goods, or services to or for the benefit of those persons listed in die Annex to this order or determined to be 
subject to this order; 

(b) any transaction by any United States person or within the United States that evades or avoids, or has the purpose of 
evading or avoiding, or attempts to violate, any of the prohibitions set forth in this order is prohibited; and 

(c) any conspiracy formed to violate any of the prohibitions set forth in this order is prohibited. 

Sec. 3. For purposes of this order: 

(a) the term "person" means an individual or entity; 

(b) the term “entity" means a partnership, association, corporation, or other organization, group, or subgroup; 

(c) the term “United States person" means any United States citizen, permanent resident alien, entity organized under the 
laws of the United States (including foreign branches), or any person in the United States; and 

(d) the term ''terrorism" means an activity that — 

(i) involves a violent act or an act dangerous to human life, property; or infi'astructure; and 

(ii) appears to be intended — 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a govenimeni by mass destruction, as-sstssination, kidnapping, or hostage-taking. 

Sec. 4. 1 hereby determine tliat the making of donations of the type specified in section 203(b)(2) of lEEPA (50 U.S.C. 1702(b)(2)) 
by United States persons to persons determined to be subject to this order would seriously impair my ability to deal with the national 
emergency declared in this order, and would endanger Armed Forces of the United Slates that are in a situation where imminent 
involvement in hostilities is clearly indicated by the circumstances, and hereby prohibit such donations as provided by section I of this 
order. Furthermore, T hereby determine that tlie Trade Sanctions Reform and Export Enhancement Act of 2000 (title IX, Public Law 
106- 387) shall not affect the imposition or the conthioation of the imposition of any unilateral agriailtural sanction or unilateral 
medical sanction on any person determined to be subject to this order because imminent involvement of the ^\rmed Forces of the 
United States in hostilities is clearly indicated by the circumstances. 
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Sec. 5. With respect to those persons designated pursuant to subsection 1(d) of this order, the Secretary of the Treasury, in the 
exercise of his discretion and in consultation with the Secretary of State and the Attorney General, may take such other actions than the 
complete blocking of property or interests in property as the President is authorized to take under lEEPA and LTVTA if the Secretary of 
the Treasury, in consultation with the Secretary of State and the Attorney General, deems such other actions to be consistent with the 
national interests of the United States, considering such factors as he deems appropriate. 

Sec. 6. The Secretary of State, the Secretary of the Treasury, and other appropriate agencies shall make all relevant efforts to cooperate 
and coordinate with other countries, including throu^ technical assistance, as well as bilateral and multilateral agreements and 
arrangements, to achieve the objectives of this order, including the prevention and suppression of acts of terrorism, the denial of 
financing and financial services to terrorists and terrorist oi^nizations, ^d the sharing of intelligence about funding activities in 
support of terrorism. 

Sec. 7. The Secretary of the Treasury, in consultation with the Secretary of ^te and the Attorney General, is hereby authorized to lake 
such actions, including the promulgation of rules and regulations, and to employ all powers granted to the President by lEEPA and 
UNPA as may be necessary to carry out the purposes of this order. The Secretary of the Treasury may redelegate any of these functions 
to other officers and agencies of tlie United States Government. All agencies of the United States Government are hereby directed to take 
all appropriate measures within their authority to carry out the provisions of tliis order. 

Sec. 8. Nothing in this order is intended to affect the continued effectiveness of any rules, regulations, orders, licenses, or other forms 
of administrative action issued, taken, or continued in effect heretofore or hereafter under 31 C.F.R. chapter V, except as expressly 
terminated, modified, or suspended by or pursuant to lliis order. 

Sec. 9. Nothing contained in this order is intended to create, nor does it create, any right, benefit, or privilege, substantive or procedural, 
enforceable at law by a party against the United States, its agencies, officers, employees or any other person. 

Sec. 10. For those persons listed in the Annex to this order or determined to be subject to this order who might have a constitutional 
presence in the United States, I find that because of the ability to transfer funds or assets instantaneously, prior notice to such persons 
of measures to be taken pursuant to this order would render tliese measures ineffectual. I therefore determine that for these measures 
to be effective in addressing the national emergency declared in this order, there need be no prior notice of a listing or determination 
made pursuant to this order. 

Sec. 11. (a) This order is effective at 12:01 a m, eastern daylight time on September 24, 2001. (b) This order shall be transmitted to 
the Congress and published in the Federal Register. 



THE WHITE HOUSE, 
September 23, 2001, 


Billing code 5195-Ol-P 
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Annex 

A1 Qaida/Islamic Army 
Abu Sayyaf Group 
Armed Islamic Group 
Haraket ul-Mujahidin (HUM) 

Al-Jihad (Egyptian Islamic Jihad) 

Islamic Movement of Uzbekistan (LMU) 

^\sbet a]-i\nsar 

Salafisi Group for Call and Comb^ (GSPC) 

Libyan Islamic Fighting Group 
■AlOIlhihaad al-Islamiya (AIAI) 

Islamic Anny of Aden 
Usama bin Laden 

Muhammad Atif (aka, Subhi Abu Sitta, Abu Hafs Al Masri) 

Sayf al-Adl 

Shaykh Sai’id (aka, Mustafa Muhammed Ahmad) 

Abu Hafs the Maurianian (aka, Mahfouz Quid al->S'alid, Khatid Al-Shangiti) 

Ibn Al-Shaykh al-Libi 

Abu Zubaydah (aka, Zayn aJ-Abidin Muhammed llusayn, Tariq) 

Abd ai-Hadl al-Iraqi (aka, Abu Abdallah) 

Ayman al-Zawahiri 
Thinvat Salah Shihaia 

Tariq Anwar al-Sayyid Ahmad (aka, Fathi, Amr al-Faiih) 

Muhammed Salah (aka, Nasr Fahmi Nasr Hasanayn) 

Makhtab M-Khidamat/.Al Kifah 
Wafa Humanitarian Organization 
Al Rashid Trust 

Mamoun Darkazanli Import-Export Company 
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